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Governments and institutions place the utmost importance on protecting sensitive intelligence 

information. Although the effectiveness of information security measures has improved, there is 

still a persistent human tendency to deceive, making them the weak link. Social engineering tricks 

involve cajoling and maneuvering individuals into divulging secret knowledge. These tricks trick 

others into performing or revealing tasks, collectively called social engineering. This scheme is 

known as a social engineering attack putting the assets of businesses organizations and government 

entities at risk. With progress making fraud more difficult it's crucial to discuss machine learning 

methods and tactics outlined in this paper to identify and prevent such risks. Attackers frequently 

use phishing as its easier to deceive individuals into clicking on yet harmful links, than bypassing 

computer security measures.  
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1. Introduction 

The occurrence and speedy dissemination of social engineering assaults in contemporary 

networks have decreased cybersecurity [1]. These assaults manipulate establishments, 

corporations, and individuals to extract valuable information for cybercriminals [2]. Despite 

the use of security, machine learning, and antivirus software, social engineering still poses a 

significant challenge because it relies on the weakness of the human psyche [3]. It is regarded 

as the most potent menace due to the nonexistence of detectable vulnerabilities within systems, 

as emphasized by the U.S. Department of Justice [4]. 

1.1 Social Engineering Attack:- 

Social engineering attacks have emerged as one of the most perilous and significant menaces 

and apprehensions confronting cyber security [5]. Through the artistry of social manipulation, 

one can acquire classified and delicate knowledge, subsequently harnessing it for targeted 

ambitions such as extracting ransom from the vulnerable or trading it for unlawful intentions 

in the concealed realm [6]. Social engineering attacks exhibit variations in their goals, targets, 

and motivations, although they share a common approach with organized or endorsed steps 
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for wrongdoers, encompassing four consecutive stages. Phase one entails gathering 

intelligence on the target; the second stage entails developing and maintaining a connection 

with the goal; and phase three entails using all the data gathered in steps one and two. 

Consequently, the actual attack starts in the last step, when the assailant disappears completely 

[7]. The four ever-present stages of an effort to manipulate society are graphically shown in 

Figure 1 [8]. The perpetrator makes an effort and gathers knowledge about the goal according 

to specified requirements for a particular goal in the first field, which is called inquiry and 

aggregation [9]. Step two involves deceit and strategy, and it centers on how to establish a 

connection with the goal and build trust via either immediate or indirect means to get what he 

wants. Step three involves capitalizing on the goal via various channels, whether it be 

emotionally or via security vulnerabilities, to obtain sensitive intelligence and commence the 

onslaught upon it. The ultimate stage is the culminating stage, wherein the perpetrator departs 

without leaving any trace or proof [10]. 

 

Figure 1:- Stages of Social Engineering Attacks [11]. 

1.1.1 Social Engineering Attack Classification:- 

Social engineering attacks can be categorized in various manners to enhance comprehension 

and discover more effective resolutions for reducing and identifying them. Salahdine et al. [2] 

introduce many classification techniques illustrated in Figures 2, 3, and 4. In Figure 2, a clear 

distinction is made between two classifications that categorize cybersecurity attacks. The 

foremost categorization, acknowledged as human-centered onslaughts, encompasses the 

offender engaging in straightforward communication with the intended recipient to procure 

the coveted knowledge. This approach to assault includes a personalized and interactive tactic 

wherein the assailant strives to forge a direct connection with the target, thus eluding any 

technological barriers that may exist. 

Conversely, the second categorization of onslaughts, mechanized assaults, entails a disparate 

modus operandi. In this instance, the offender relies heavily on computerized tools and 

software applications to amass the requisite data. By taking advantage of the potency and 

capabilities of these technological assets, the assailant aspires to derive an upper hand from 

susceptibilities within the digital framework of the target, thereby gaining unauthorized entry 

to confidential information. Consequently, these two classifications epitomize distinctive and 

divergent methodologies aggressors employ to procure invaluable records. 
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.  

Figure 2:- Social engineering attacks, adapted from Salahdine et al. [2]. 

Figure 3 categorizes it into three categories: technological attacks, when the assailant relies on 

social networks and online platforms to amass information; societal attacks, when the assailant 

directly engages with a target to procure data; and human attacks, which are predicated on the 

perpetrator taking the initiative, such as secretly observing the victim to obtain information. 

Figure 4 amalgamates the two classifications above. 

 

Figure 3:- Social engineering attacks, adapted from Salahdine et al. [2]. 
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Figure 4:- Social engineering attacks, adapted from Salahdine et al. [2]. 

Following the illustration depicted in Figure 5, Ivaturi et al. [10]. It categorized social 

engineering assaults into two distinct classifications predicated on the manner of 

communication established between an assailant and a victim. The initial classification 

encompasses attacks directly exchanging information between the perpetrator and the target. 

Conversely, the second classification comprises assaults that materialize via an intermediary 

medium, such as telephone conversations or electronic mail correspondences. 

 

Figure 5:- Social engineering attacks, adapted from Ivaturi et al. [10]. 
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1.1.2 Social Engineering Attack Strategies:- 

A boundless array of social manipulation ploys thrive in their quest to obtain valuable data or 

infiltrate intricate systems by cunningly taking advantage of unwitting staff members. Despite 

their diverse methods, these attacks adhere to an archetypical pattern. These are [12]:- 

(1) amassing pertinent intelligence. 

(2) cultivating a profound bond. 

(3) Capitalizing on this connection. 

(4) carrying out actions with the ultimate goal of accomplishment. 

The knowledge-gathering procedure can be acquired from societal origins like internet pages, 

communal media messages, phone directories, and employment gateways, among others, or 

from a preceding societal manipulation assault. The information from this stage is exploited 

to establish a joint connection with targeted individuals. In stage 2, connection evolution is 

directed towards forging a bond to recognize the inclinations and attributes of humans. Of 

being cooperative and confiding. When stage 2 triumphs, the assailant uses the objective to 

unveil vital information like passkeys, bank card digits, log-in specifics, and covert 

knowledge. This information procured can either be the supreme aspiration of the assault or 

the initiation of the subsequent phase. In the ultimate stage, the assailant endeavors to 

accomplish the foremost aim, which might encompass a repetition of the former stages. 

1.1.3 Social Engineering Attacks Types:- 

(1)Phishing Attack:- 

The utmost prevalent social engineering assault is the Phishing assault [13]. It was previously 

employed to procure sensitive information from the targets utilizing various methods. 

Transmitting deceitful electronic messages is the customary phishing assault methodology. 

Telephonic conversations, internet pages, SMS messages, and social networks are alternative 

platforms for this endeavor. The assailant impersonates a reputable individual or assumes the 

guise of a lawful entity to gain a targeted individual's confidence. Delineated by the mode of 

communication between the assailant and the target, as well as the type of target, there exist a 

multitude of manifestations of phishing assaults [14]: 

(A)Vishing assaults:- include talking on the phone, often when a criminal pretends to be a 

colleague and asks an IT staffer for help in resetting a password.  

(B)Smuggling Attacks:- represent malicious attacks carried out via contact.  

(C)In whale attacks:- attackers focus on essential or well-known people, greatly benefiting 

them. 

(D)Spear Phishing Attacks:- An attacker targets a specific victim; this is more effective than 

the traditional phishing attack focusing on groups of people [15]. 

(2)Baiting Attack:- 
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The criminal entices victims with curious or greedy items to manipulate them. They use 

malware or flash memory to pique curiosity. Information about the target's interests is crucial 

for baiting [15]. 

(3)Reverse Social Engineering Attack:- 

This offensive maneuver commences in a manner distinct from all other offensives. The 

intended recipients are under the impression that they have instigated a rapport with the 

assailant, utterly oblivious to the true identity of this assailant. This, in turn, renders them more 

inclined to disclose their information and seek assistance freely. Meanwhile, the assailant, 

having enticed the victim into initiating this connection and fostering trust, proceeds to exploit 

said victim. The assailant may set their sights on an individual user or a collective of users and 

may execute the assault either directly or indirectly [16]. 

(4)Watering Hole Attack:- 

The attacker cunningly observes the target's online activities, identifying their most frequented 

webpage, and exploits a weakness in that page to gather valuable information, necessitating 

the expertise of a skilled assailant [17]. 

(5)Pretexting Attacks:- 

The deceiver cunningly disguises themselves as a genuine individual, fabricating a pretext to 

engage with their target and pilfer confidential data, such as masquerading as a worker in a 

lawful financial institution and contacting victims to request updates on their particulars [18]. 

(6)Quid Pro Quo Attacks:- 

In the art of quid pro quo, the assailant assumes the identity of an authorized individual and 

seeks information from the target in order to assist; for instance, the assailant may pose as a 

technical support staff and request the user to divulge confidential data or turn off the antivirus 

software under the guise of resolving a particular issue [19]. 

(7)Physical Attacks:- 

(A)Creative Summary:- Trash treasures were stolen in dumpster diving attacks; valuable data 

was snatched for identity theft crimes [18]. 

 (B)A shoulder surfing attack:- involves observing the targets to collect information about 

them, such as peering over the shoulder to steal the password or using a camera to obtain 

sensitive information while users enter it on their devices [19]. 

1.1.4 Defense Approaches Against Social Engineering Attacks:- 

One distinguishing factor between social engineering and technical assaults is the level of 

expertise of the individuals involved. Technical attacks typically involve the staff employed 

in the Department of Information Security, or I.T., who possess technical knowledge. In 

contrast, social engineering attacks target individuals across all levels of the organization who 

may lack technical expertise and awareness of security concerns. Reducing social engineering 

breaches completely may be challenging, but implementing a multilayered defense strategy 

can aid in mitigating risks and minimizing harm to systems and data. This strategy includes 

developing a security policy, providing resistance training, ongoing reminders, responding to 
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incidents, and implementing social engineering land mines [20]. 

(A) Enhanced protection for the body [21]. 

(B) A more stringent security policy is required (The Level of Foundation) [22]. 

(C) Response to Security Infringements [23]. 

(D) Incidence Handling Procedures [24]. 

1.2 Phishing Attacks:- 

Phishing attacks are a common and widely used tactic among hackers. Phishing attacks include 

tricking a victim into revealing sensitive information by pretending to be a trustworthy source. 

The target attempts to communicate via several methods, such as email or phone calls, 

encompassing malevolent sites, fraudulent declarations of prizes, counterfeit proposals, 

deceitful internet shopping sites, and an abundance of methods and strategies employed by the 

assailant to trap the prey. To exemplify transmitting a deceptive electronic mail to the prey, 

you have achieved an accolade with us; to acquire the accolade, click on the hyperlink and 

finalize your particulars and credit card digits in conjunction with clandestine digits or input 

any information that is sensitive or classified knowledge. The attackers reap the rewards and 

cater to their needs online [26]. 

1.2.1 Phishing Attack Types:- 

(1)Phishing that utilizes algorithms:- Attackers use various algorithms to obtain sensitive data 

from a website's database. V,Shreeram, M,Suban, P,Shanthi, and K,Manjula suggested a 

method to detect phishing links using a rule-based system created from a evolutionary model. 

A link is considered phishing if it complies with the guideline stored in a database created by 

the genetic algorithm [27]. 

(2)Phishing with a deceptive approach:- The approach at hand encompasses the provision of 

malicious links to clients through emails, subsequently guiding them towards websites of a 

negative nature wherein the likelihood of divulging sensitive information is high. A 

comprehensive analysis is presented by Huajun Huang, Junshan Tan, and Lingxi Liu regarding 

a deceitful phishing attack and the array of antiphishing techniques employed. The authors 

duly outline the phishers' various methods and discuss the various remedies' benefits and 

drawbacks [28]. 

(3)URL Phishing:- Even in a seemingly innocuous part of an universal resource locator (URL), 

attackers may hide links that take users to malicious websites. An strategy to recognizing URL 

phishing by URL ranking is shown in the work of M.N. Feroz and S. Mengel. They sort and 

rank the URLs using the internet popularity solutions provided by URL systems after 

classifying them according to linguistic and host-related features [29]. 

(4)Hosts File Poisoning:- By transforming the names of hosts within host records, the typical 

method used by DNS servers retrieving I.P. addresses can be overridden, leading to the 

potential for valid URLs to direct to malicious pages instead of secure sites due to the server's 

I.P. associations having been compromised. S.Abu-Nimeh and S.Nair propose a novel assault 

that utilizes DNS poisoning to bypass security and phishing filters, successfully attacking 

multiple security toolbars and browser filters undetected [30]. 
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(5)Injection of Content Phishing:- Gathering information is accomplished in this methodology 

by consolidating malevolent segments within an authentic website. J.P. Erkkil expounds on 

the diverse techniques by which phishing methodologies can deceive an individual. A catalog 

of numerous approaches that possess the capability to identify instances of phishing is 

enumerated. The scholarly article posits that organizations should embrace efficacious 

protocols to ensure the contemporaneity of their security features [31]. 

(6)Clone Phishing:- The act of replicating previously dispatched electronic mails and 

appending a harmful hyperlink to them has the potential to facilitate the accomplishment of an 

assault on an unsuspecting individual. Ahmad Alamgir Khan put forward a novel approach 

wherein internet sites employ a creative system for time passwords and machine-user 

authentication to counteract assaults from spam. Web servers will transmit a unique password 

to a user through a short message service or electronic mail and generate a secret code for the 

gadget once the user inputs the aforementioned private key [32]. 

1.2.2 Description of Existing Phishing Attack Detection:- 

Social engineering attacks use many Internet networks and threaten people's privacy, 

businesses, and essential information. The following table highlights some studies and 

research [33]. 
Disadvantage Advantage Description Reference No. 

*The identification of phishing 

pages that employ cloaking 

remains elusive. 

*Solely concentrates on widely 

recognized and renowned brands. 

* No hacking tool, including 

CANTINA and CANTINA+, can 

match the classifier. 

*The utilization of characteristics 

derived from visual analysis and 

optical character recognition is 

observed in this study. 

* Furthermore, the tool employed 

in this research is an open-

sourced one. 

* In addition, the development of 

classifiers is facilitated by 

integrating evasive behaviors 

exhibited by phishing pages. 

Conducts a comprehensive 

assessment of squatting phishing, 

wherein the phishing pages 

assume the identities of target 

brands in terms of their domain 

and content. [34] 

*The method is lightweight, as it 

exclusively relies on a singular 

class of features, namely the CSS 

structure. 

* The power of its performance is 

limited by the size and 

distribution of the data it works 

with. 

*A set of classifiers is trained 

automatically to assess the 

similarity of web pages based on 

CSS layout features, thereby 

eliminating the need for human 

expertise. 

ML aggregate analysis is 

suggested for pattern discovery. 

of page layouts. This mechanism 

is employed to identify phishing 

pages. 
[35] 

*Cannot be proficient in handling 

a random dataset in the absence 

of implementing a supervised 

resample filter. 

*The dataset is balanced using 

WEKA filters to obtain the most 

appropriate features. 

*The classifier for spam detection 

can incorporate novel features 

and identify novel types of spam 

content. 

A comment spam detection 

mechanism should be 

implemented to function as a 

browser plugin, thereby 

facilitating the elimination of 

spam comments. 

[36] 

*Machine learning systems 

cannot effectively leverage a 

dataset of such magnitude. 

*Autonomy from linguistic and 

external service providers. 

*Vast collection of valid and 

deceptive information. 

*Instantaneous implementation 

This manuscript posits a state-of-

the-art antiphishing framework 

that employs seven classification 

methodologies and features 

rooted in natural language 

processing (NLP). 

[37] 
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*Possesses the capability to 

identify novel websites due to the 

incorporation of natural language 

processing characteristics. 

*The paradigm is exceedingly 

reliant on the precision of the 

characteristics. 

*Enhances the f-measure and 

diminishes the rate of error. 

*Demonstrates that the detection 

rate is significantly elevated by 

employing superior 

characteristics and can be 

executed in forthcoming 

endeavors. 

An investigation utilizes a novel 

characteristic referred to as the 

"similarity of the top page within 

the domain" to enhance the 

efficacy of a model for detecting 

phishing attacks based on 

machine learning. 

[38] 

*The dataset is limited, consisting 

of 2500 URLs. 

*The classifier's performance 

may be compromised when 

dealing with extensive datasets. 

*A variety of characteristics are 

present. 

*A considerable level of 

precision is achieved. 

*Emphasizes the attributes that 

are essential for extraction. 

Constructing a classifier to 

identify malicious web pages and 

threats is achieved by 

incorporating elements derived 

from JavaScript code, HTML 

contents, and URLs. 

[39] 

*The detection process solely 

employs a mere ten features. 

*The dataset employed for 

analysis is confined to a modest 

number of 1353 instances. 

*The method under consideration 

is founded upon a feature vector 

that is readily obtainable and does 

not necessitate supplementary 

computation. 

A machine learning-based 

approach is presented to identify 

whether a web page demonstrates 

indications of phishing attacks. 

[40] 

*nine characteristics for every 

Uniform Resource Locator 

(URL). 

*Every characteristic is distinct. 

*Restricted dataset (1353 URLs). 

*Can be utilized to construct a 

normative framework with 

associative principles to 

categorize Uniform Resource 

Locators (URLs). 

A system is constructed 

employing the principles of 

machine learning to enable the 

classification of websites through 

the utilization of URLs. 

[41] 

*A small dataset of 850 pages 

was found. 

* Identifying DNS mimics and 

real websites was almost 

impossible. 

*Pages that circumvent the 

safelist filter undergo another 

round of filtration through 

Support Vector Machines. 

Identifies instances of phishing 

attacks through the utilization of 

an allowlist screening 

mechanism. 

[42] 

*14 characteristics identified. 

*Dataset limited, consisting of 

200 legitimate and 1400 phishing 

URLs. 

*Possible issues when applied to 

datasets with equal numbers of 

legitimate and phishing web 

pages. 

* feature selection dramatically 

enhances the precision score after 

implementation. 

*The employment of feature 

selection diminishes the 

computational time. 

Employs the feature selection 

mechanism to discern salient 

attributes that classify websites 

into the categories of phishing 

and legitimate. 
[43] 

 

2. Literature Review:-  

Phishing is the most effortless approach to amassing sensitive data from unsuspecting 

individuals. Phishers pursue confidential information encompassing passphrases, log-in 

details, and bank account particulars. Cybersecurity specialists are actively investigating 

dependable and efficacious procedures to discern phishing sites. Subsequently, the ensuing 

paragraphs divulge the most up-to-date investigations and inquiries pertinent to this domain 

[44]. 
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2.1 Social Engineering Attack Detection Based on Machine Learning:- 

In this manuscript, Assefa & Katarya [45] proposed an ingenious neural network, 

Autoencoder, that utilizes anomaly scrutiny to differentiate and categorize web portals as 

authentic or deceptive websites. The algorithm scrutinizes numerous fictitious and bona fide 

Uniform Resource Locators. It employs this methodology to investigate their attributes and 

accurately recognize the shady sites, encompassing those constructed spontaneously, 

commonly called zero-hour misleading websites. 

Veach & Bualkibash [46] This document endeavors to comprehend the exploration carried out 

in the domain and scrutinize the subsequent strides ahead. Concentrating on selecting suitable 

attributes, including genetic algorithms like AdaBoost and MultiBoost, leads to 

accomplishment. Classifiers like neural networks, ensemble algorithms, and innovative 

approaches are examined. The data is processed into a system for detecting phishing websites 

on the cloud and client sides. Advice for upcoming inquiries and assessments is offered to help 

advance in this sector. 

A.Abu Zuraiq & M.Al-Kasassbeh [47] This paper has eloquently addressed the previously 

mentioned subject matter through the clever implementation of advanced machine learning 

algorithms and the ingenious utilization of a unique dataset to identify deceptive online 

practices. This remarkable dataset encompasses 5,000 authentic web pages and several 

insidious phishing pages. To achieve the most impeccable and optimal results, a 

comprehensive examination of various machine learning algorithms was conducted with the 

utmost diligence. The algorithms handpicked for this study include the esteemed J48, the 

enigmatic random forest, and the formidable multilayer perceptron. In addition, a diverse array 

of tools for characteristic selection were deftly employed to augment the efficacy of the 

models. The culmination of this experiment yielded a truly extraordinary outcome, as it was 

revealed that the most favorable precision was attained when a selection of 20 distinguishing 

characteristics out of the available 48 was adroitly applied in conjunction with the esteemed 

Random Forest algorithm. The resulting level of precision reached an astounding 98.11%, a 

testament to the sheer brilliance of this research endeavor. 

Alsufyani and Alzahrani [48] In this manuscript, we shall exhibit specific endeavors that rely 

on the marvels of automated cognition methods and demonstrate the information harnessed in 

these methodologies. Furthermore, we shall allude to societal manipulation and its perils. 

Lopez & Camargo [49] This document introduces a framework for identifying instances of 

social manipulation using written discourse as an input. This framework can be employed 

within various contexts where textual inputs, such as SMS, chats, emails, and so forth, are the 

primary medium. By leveraging the power of natural language processing, this framework's 

methodology entails the extraction of distinctive attributes from the conversational text, such 

as the tally and appraisal of URLs, spell-checking, and enumeration of blacklisted terms, 

alongside other relevant factors. The attributes above are then employed to educate machine 

learning algorithms, namely neural networks, random forests, and support vector machines, to 

classify social engineering attacks. The outcomes of these classification algorithms have 

demonstrated an accuracy exceeding 80% in detecting instances of this nature. 

Abdulmunem et al. [50] This exploration employed various contrivance learning procedures 
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to avert these onslaughts and safeguard the contraptions via the acquisition of MTM and DDoS 

attack-related datasets obtained from the Kaggle website. This investigation used 

preprocessing after acquiring the dataset methodologies such as filling the absent values, as 

this dataset encompasses copious void values. Afterward, we utilized four ingenious learning 

techniques to perceive these attacks: chance-filled woodland (R.F.), utmost gradient boosting 

(XGBoost), gradient boosting (G.B.), and verdict tree (D.T.). Many classification metrics are 

utilized to evaluate the efficacy of the methods: precision, exactness, remembrance, and 

harmony of f1. The investigation achieved the ensuing outcomes in both kinds of data: i) all 

techniques can ascertain the MTM strike with indistinguishable effectiveness, which exceeds 

99% in all measures; and ii) all techniques can ascertain the DoS strike with indistinguishable 

effectiveness, which exceeds 97% in all measures. Outcomes demonstrated that these 

techniques can perceive MTM and DoS onslaughts remarkably well, which inspires us to 

harness their power in safeguarding devices from these strike. 

U.A.Butt et al. [51] This manuscript uses unique lawful and fraudulent data aspects, discovers 

new emails and applies diverse characteristics and algorithms for classification. A new dataset 

is generated by analyzing the current methods. A CSV file and a document with titles are 

created. The inquiry utilizes SVM, NB, and LSTM algorithms. The primary objective is to 

identify fake emails. SVM, NB, and LSTM have excellent performance in detecting fraudulent 

emails. Naive Bayes, Support Vector Machines, and Long Short-Term Memory classifiers 

exhibit precision rates of 97%, 98%, and 99.62%, respectively. 

d.v.grbic&i.dujlovic [52] In this paper, we present the potential utilization of ChatGPT in 

preparing environments for carrying out social engineering-based assaults. Shortly after its 

public release, ChatGPT has demonstrated remarkable efficacy across various subjects, 

encompassing the provision of responses to broad and specific inquiries, code generation, and 

creating text templates about particular subjects. By merging these capabilities with the 

system's adeptness in readiness, it becomes feasible to obtain all the necessary elements for 

phishing or similar attacks with minimal effort and in a matter of minutes. This paper 

comprehensively explores the scenario of orchestrating a phishing attack through the 

employment of ChatGPT, accompanied by an overview of social engineering assaults and their 

general preventive measures. 

C.K. Jia et al. [53] The current framework incorporates two distinct modules, self-

enhancement and interactive enhancement, which gradually augment characteristics to capture 

intricate morphing patterns. The proposed methodology was compared against nine traditional 

technologies through experimentation conducted on a widely recognized database, ultimately 

exhibiting outstanding performance. 

Hussain et al. [54] This article introduces the concept of social manipulation. The internet has 

revolutionized contemporary systems. Billions of internet users exist and are increasing daily 

and making sure that security is a primary concern for cyber-physical systems. The article 

focuses on social manipulation as a crucial aspect of cyber security. It involves manipulating 

human emotions. Organizations use advanced systems to protect data in their data centers. 

However, individuals must also secure their personal information from social manipulators. 

The article discusses issues related to data privacy and social manipulation methodologies. It 

provides a concise summary of these methodologies, concluding the article. 
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2.2 Phishing Attack Detection in Social Engineering:- 

Lansley et al. [55] The innovative minds behind this study have devised an ingenious technique 

to identify social engineering attacks. This groundbreaking method relies on utilizing the 

potential of natural language processing and artificial neural networks. It seamlessly finds 

application in online and offline situations, promptly identifying any conversation indicating 

a social engineering assault. In the initial stages, the text of the conversation undergoes 

meticulous parsing and thorough examination to detect any grammatical errors, employing the 

exceptional capabilities of natural language processing methods. Following that, an artificial 

neural network steps in and adeptly classifies potential attacks. To validate the effectiveness 

of this approach extensive evaluations have been conducted using both partially artificial data 

sets resulting in highly impressive accuracy outcomes.  

Yichiet Aun et al. [56] a cutting edge security engineering framework has been developed 

utilizing a neural network for long and short term memory functions. The primary goal is to 

uncover security engineering threats lurking within social media posts. A unique dataset 

meticulously gathered from corporate and personal Facebook posts serves as the foundation 

for this research. Initially a designed tool called Social Engineering Attack Detection (SEAD) 

is deployed to analyze posts and filter out those, with intentions using domain specific rules. 

Subsequently each social media post is broken down into sentences followed by a detailed 

sentiment analysis that leads to the labeling of content. Finally an RNN LSTM model is 

meticulously trained to identify five categories of social engineering attacks that may show 

signs of information gathering attempts.Experimental findings unequivocally demonstrate that 

the Social Engineering Attack (SEA) model attains a remarkable classification precision of 

0.84 and a commendable recall rate of 0.81 compared to the ground truth, expertly identified 

by network specialists. 

Fatima Salahdine et al. [57] In this manuscript, the authors have used an ingenious technique 

for identifying fraudulent phishing attempts by applying machine learning. We have diligently 

gathered and meticulously examined over 4000 deceitful emails aimed explicitly at 

compromising the esteemed University of North Dakota's electronic mail system. We have 

meticulously selected ten salient distinguishing characteristics to emulate these insidious 

attacks and constructed an extensive data repository. This comprehensive collection has been 

employed to proficiently train, validate, and assess the efficacy of the machine learning 

algorithms. To accurately gauge the performance, we have judiciously used four key metrics: 

probability of detection, probability of miss-detection, probability of false alarm, and 

accuracy. It has been unequivocally demonstrated through empirical exploration that 

employing an artificial neural network leads to heightened detection capabilities. 

Nikolaos et al. [58] In this manuscript, we unveil the present cutting-edge S.E. assault 

identification frameworks. We meticulously analyze an S.E. assault to perceive the diverse 

phases, structures, and qualities and segregate the pivotal catalysts that can sway an S.E. 

assault to operate. In conclusion, we present our innovative approach to a framework that 

automates the detection of chat-based S.E. attacks. This framework is built upon the 

foundations of personality recognition, influence recognition, deception recognition, speech 

act, and chat history. 

Abeer & Emad [59] in this document, the survey encapsulates the notion of societal 



                                               A Review of Social Engineering Attack.... Noor Sabah Asker et al. 686  
 

Nanotechnology Perceptions Vol. 20 No. S7 (2024) 

manipulation and how the assailant endeavors to attain it. For this purpose, it initiates with an 

assault, phishing. It constitutes a fusion of societal manipulation and technical approaches to 

entice the user into divulging their delicate and private information. In addition, it delves into 

the categorization of phishing through societal manipulation. Furthermore, this manuscript 

will delve into survey techniques to mitigate this onslaught and strive to enhance awareness 

of safeguarding while nurturing a more refined civilization of humanity to avoid falling victim 

to a fraudulent ploy. The goal of these well-planned assaults is to steal sensitive information 

or trick targets into doing what the attackers want them to do through email exchanges or 

malicious and counterfeit software posing as a legitimate platform and urging compliance. 

Instances encompass personal credit card particulars and passwords. The manipulation of 

society represents one of the most formidable obstacles to network security, as it capitalizes 

on the inherent human inclination to bestow trust. To conclude, I propose a few preventative 

measures and potential resolutions to the perils and vulnerabilities of societal manipulation. 

Francois et al. [60] The SEADM's underlying limited state system is asserted in this study. 

The model's effectiveness in preventing social engineering attacks employing two-way, one-

way, or indirect communication has been validated. A more accurate picture of the model's 

cognitive processes may be obtained by speculating about and investigating the model's basic 

finite-state machine. Limited-state machines provide a more conceptual and adaptable model 

that emphasizes the relationships between task types connected to various situations, in 

contrast to the current model that provides a detailed, step-by-step approach for creating 

detection systems for social engineering assaults. To facilitate the inclusion of organization-

specific enhancements more rapidly, the limited state machine classifies related tasks into 

separate categories, which are further subdivided into several states. 

Yuanyuan et al. [61] This paper presents a novel framework for identifying social engineering 

attacks employing a deep neural network. The current methodologies for social engineering 

detection, encompassing phishing, deception, and content-based detection, are critically 

examined. Furthermore, an in-depth analysis of deep learning algorithms with exceptional data 

performance is conducted. The attention-based Bi-LSTM is employed to capture and extract 

the semantic context from natural language in chat history. Additionally, ResNet integrates 

user and content characteristics for classification and judgment. By elucidating the 

characteristics of social engineering attacks and online conversations, the proposed model's 

viability and efficacy are substantiated through algorithm selection and applicability. 

Kesari et al. [62] The task involves harmonizing diverse A.I. algorithms, namely Logistic 

Regression, Naive Bayes, Decision Trees, and Gradient Booster. This amalgamation forms a 

flawless framework, one that is astoundingly intelligent. Consequently, they have successfully 

implemented this exemplary model to forge a comprehensive email security system. This 

system effectively combats the prevailing threat of social engineering attacks. The authors 

have duly provided source validation, spam detection, extensive content scanning, and URL 

extraction.Additionally, they have meticulously analyzed the model, utilizing many 

performance metrics. These metrics encompass performance accuracy and execution time. 

Moreover, the creators have adeptly elucidated how this methodology can bolster the 

development of an intelligent and precise model. Such a model can be aptly tailored to meet 

the specific requirements of various organizations. 
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Noor Faisal et al. [63] This quest for knowledge embarks on a journey exploring three 

exquisite machine learning algorithms, all harmoniously working together to unravel the 

mysterious realm of predicting the enigmatic phishing status of any given website. Throughout 

the arduous path of experimentation, these unparalleled models were painstakingly trained, 

drawing inspiration from the very essence of the URLs themselves. Furthermore, a valiant 

effort was undertaken to thwart the treacherous Zero-Day attacks, where a visionary software 

proposal emerged capable of discerning between the virtuous sanctity of legitimate websites 

and the dangerous waters of phishing websites, all through an intricate URL analysis. This 

proposed model, magnificent in its design, showcases a graceful combination of swiftness and 

efficiency, as it elegantly relies solely on the URL for its profound analysis without the need 

for other extraneous resources, thus distinguishing itself from the previous studies in a most 

remarkable manner. 

Ajeetha & Priya [64] A groundbreaking technique has been used to identify widespread refusal 

of service onslaughts via the imprints within the course of traffic. An enigma array has been 

created from these imprints. Two categorizers, Uninformed Bayes and Haphazard Woods, 

categorize the traffic as aberrant or typical, employing the characteristic and onslaught 

contours acquired from existing datasets. The uninformed Bayes formula yields superior 

outcomes compared to the Haphazard-Woods formula. 

 

3. Conclusion:- 

In finality, it is of utmost significance to acknowledge that identifying fraudulent activity is a 

pivotal realm of apprehension and presents a grave hazard to the safety and fortification of the 

online domain. So, we focused on the newest research and studies that showed promising 

results in the area of fraud using the power of automated learning systems and the quality of 

the haphazard woodland mechanism. This would lead to even better fraud detection by quickly 

giving all users access to the best attributes. 
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