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In today’s digital era, safeguarding cloud environments has become paramount 

due to the increasing complexity and volume of cyber threats. This research 

presents an innovative LSTM-enabled Big Data Security Framework that 

integrates the Kerberos Authentication Protocol on the Amazon Web Services 

(AWS) cloud platform. The proposed framework leverages the scalability and 

processing capabilities of Hadoop to manage and analyze large-scale data while 

ensuring robust security through Kerberos. The Long Short-Term Memory 

(LSTM) model is deployed to predict and detect anomalies in authentication 

requests, enhancing the framework's ability to mitigate unauthorized access. By 

combining LSTM’s predictive analytics with Kerberos’s ticket-based 

authentication, the framework ensures a multi-layered security architecture 

capable of identifying threats in real-time. Hadoop’s distributed computing 

environment further enables efficient processing of security logs and user 

behavior data, making it ideal for large-scale enterprise applications. A 

comprehensive evaluation of the framework demonstrates its efficacy in reducing 

false positives and achieving a high detection accuracy rate for potential threats. 

Key metrics, including precision, recall, and F1 score, validate the robustness of 

the approach. Additionally, the framework showcases superior scalability and 

adaptability to dynamic workloads in the AWS environment, ensuring consistent 

performance under varying data loads. This research contributes to the 
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advancement of secure cloud computing by bridging the gap between traditional 

authentication methods and machine learning-driven threat detection. The 

integration of Kerberos with Big Data analytics and LSTM-based models 

establishes a foundation for future work in securing large-scale cloud ecosystems. 

Keywords: LSTM (Long Short-Term Memory); Big Data Security; Kerberos 

Authentication; AWS Cloud Security; Hadoop Framework; Anomaly Detection. 

 

1. Introduction 

Cloud computing is one of the many areas of IT that is changing at a rapid pace. Cloud 

application development, deployment, and management has seen a proliferation of new 

platforms in recent years, each providing a somewhat different set of tools and services to 

consumers. Users encounter challenges while trying to ascertain which cloud service platform 

is most suited to their specific requirements. This research aims to assist consumers in 

choosing the best cloud platform by comparing four popular options: AWS, Azure, Google 

App Engine, and IBM Cloud. Web app developers should seriously consider Google App 

Engine for its efficiency and low cost. Startups and organisations using Windows servers will 

find Microsoft Azure to be the perfect fit. Large companies can take advantage of AWS's 

global reach, while users can enjoy IBM Cloud's private cloud services and unique 

virtualisation. This study is useful for developers at startups, small and medium-sized 

businesses, and large organisations when they are choosing a cloud platform. 

There are a few drawbacks to cloud computing, but it does have some positives as well. 

Possible dangers include: 

Peril of information disclosure 

Somebody else may be able to access user information at any time. Maintaining data secrecy 

requires reliable cloud and data protection measures. Access to the internet is necessary, The 

only way to access cloud computing is through an internet connection. Its ability to use cloud 

computing will be immediately disabled in the event that its location does not have access to 

the Internet or if the connection to its cloud provider goes down. In underdeveloped nations 

and other rural locations with spotty internet service, using the public cloud presents a 

significant challenge. One drawback of the public cloud is that all users use the same server, 

which makes it more vulnerable to attacks and reduces its performance. 

Level of security 

Some of the most dubious parts of cloud computing are its security and privacy features. By 

entrusting our data to businesses that offer cloud computing servers, we ensure that it will be 

kept secure and private. When you encounter an issue, you cannot sue the server for data 

corruption. In the event that you experience an issue, you are not able to sue the server for data 

inaccuracies. Computing is one of the complaints levelled against cloud computing. Servers 

are extremely susceptible to assaults because of the open nature of the cloud computing 

system, which is an online work system. Problems with data security and privacy develop as 

a result of hacker attacks. 
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Technical issue 

When you use cloud computing, you won't be able to handle problems on its own. 

Alternatively, you could try contacting customer support, albeit they might not be available 

24/7. Furthermore, there may be extra costs associated with certain types of help. 

Connection issues 

This isn't very useful when the connection is sluggish. The reliability of the servers is an 

important consideration when picking a cloud service provider. If the server is slow or goes 

down, we will be negatively impacted by its poor quality. Despite its many drawbacks, cloud 

computing is an indisputablely revolutionary system. Additionally, it undergoes continuous 

technological evolution, which impacts the trajectory of cloud administration. While cloud 

services do have certain drawbacks, they also provide several benefits. Finding the correct 

cloud service provider is essential prior to making the move to the cloud. 

The Steps to Deploying an Application 

Businesses can take advantage of storage, resources, and data storage on demand through the 

cloud. Instead of investing in their own data centres, they can rent access to cloud computing 

services. Lessening the initial investment and ongoing expenditure on a complicated IT 

infrastructure allows businesses to run more efficiently. Many businesses have begun to 

outsource their information technology to cloud services. Gaining the many benefits of the 

cloud requires choosing the correct cloud solution provider. This decision will have far- 

reaching consequences for the operations and success of a business. More and more businesses 

are providing cloud solutions. Amazon, Microsoft, and Google are the most well-known 

brands in the industry. Custom cloud services might be offered by other, smaller companies 

as well. 

There are three major players in the cloud computing industry. This is the dissection:[21] 

 AWS, or Amazon Web Services, accounts for 63% 

• Azure by Microsoft (29%) 

• GCP, or Google Cloud, which accounts for 8% 

 Picking the Appropriate Cloud Service 

 Knowing its organization's needs and finding a provider that can meet them is essential 

for selecting the best cloud services. Here are the three things you need to do to choose a cloud 

service provider: 

 Fulfils Organisational Requirements—Jumping at the chance to work with the largest 

supplier is never a smart move. Finding the available solutions that match the needs of the 

organisation requires research. 

 Choosing a supplier with dependable security and storage services is crucial for 

organisations to minimise the risk of data loss and cyberattacks. Reliability in all situations is 

key when choosing a cloud service provider. You need a customised environment for its 

business because basic protection packages aren't enough. 
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 Provider Flexibility—Another important quality of a cloud service is the ability for its 

services to expand and adapt with its business. It is the responsibility of the cloud provider to 

facilitate growth, not impede it. 

Exploring Amazon Web Services 

Amazon Web Services (AWS) is a robust and dynamic cloud computing platform that 

integrates SaaS, PaaS, and software as a service. Resources for managing computers, storing 

databases, and delivering information are all handled by AWS services. 

Amazon established the foundation for Amazon Web Services in 2006[23] as a component of 

their online retail activities. Users were able to buy computing resources, storage space, or 

bandwidth as needed with AWS's pay-as-you-go cloud computing services, which were 

among the first of their kind. With Amazon Web Services, you may access cloud computing 

in over 190 countries [24]. Amazon Web Services is accessible to public and private 

organisations, schools, and businesses. 

One of AWS's capabilities, AWS Amplify, will be utilised in the deployment effort. It enables 

rapid and easy development and deployment of any application. 

Cloud Amplify 

As a JavaScript library, AWS Amplify facilitates the rapid management, configuration, and 

creation of apps with AWS Cloud for developers. Rapid application development that takes 

advantage of AWS's extensive service catalogue is a breeze with AWS Amplify. If you're 

looking to build a web app, Amplify is a great choice because it supports several popular 

frameworks and languages. To build and manage mobile applications, there are other options 

such as iOS, Android, Ionic, React Native, and Flutter [25]. Many of the modules available in 

AWS Amplify—including Auth, Analytics, Storage, API, Caching, UI components, and many 

more—can be utilised to expedite the development process. 

Code repository 

In a nutshell, GitHub is a website and cloud service that facilitates better code management, 

tracking, and control for developers [27]. Version control and Git are the two interrelated 

principles that form GitHub. Version control allows developers to keep track of and manage 

different versions of code. The most popular version control system, Git, is an open-source, 

free program that can efficiently manage projects of any size. With Git, you can easily keep 

track of all the changes you've made to files and roll back to previous versions if necessary. 

Plus, using Git, numerous users can collaborate on a single project and have their 

modifications automatically merged. 

For this test, I'll be utilising a GitHub-pushed shopping list app that was developed using 

React.js. It was with npx-create-react-app that the react app was constructed. I will 

demonstrate how effortless and straightforward it is to launch an app using AWS Amplify. A 

free tier on Amazon Web Services was utilised for this experiment. Services that are free either 

permanently or for a limited time are available under the AWS Free Tier. 

Scope of the Study 

For today's many companies, offices, and IT service providers, open and distributed 
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architectures have been covered in a plethora of published methods. Dedicated workstations 

and servers, either located in one physical location or spread out over the network, are common 

parts of distributed systems. Under this configuration, authentication information is required 

from the user as well as the servers that execute service requests. Because of Hadoop's many 

benefits, businesses are moving their data to it. Cloud computing is a growing sector that 

provides vital services online, and its appeal is only going to grow. Forrester Research 

Corporation has offered two distinct forecasts for cloud computing growth in 2020, both 

expressed in billions of dollars, for the benefit of companies. The corporation is expected to 

achieve 160 billion USD in sales in 2020, according to a 2011 projection. Its revised 2014 

projection of $190 billion USD is a considerable improvement. 

The paper is organized into several key sections to provide a comprehensive understanding of 

the proposed framework. The Introduction outlines the challenges in securing cloud 

environments and the motivation for integrating Kerberos authentication with AWS. The 

Related Work section reviews existing methods in cloud security, focusing on Kerberos, Big 

Data frameworks, and machine learning techniques. The Proposed Framework details the 

architecture, including the integration of Kerberos with Hadoop on AWS and the role of LSTM 

models in anomaly detection. The Implementation and Experimental Setup explains the 

deployment process, tools, and configurations used. The Results and Discussion section 

presents the evaluation metrics, performance comparisons, and insights into the framework's 

effectiveness. Finally, the Conclusion and Future Work summarizes the contributions and 

suggests enhancements for scalability and broader application. 

 

2. Review of Literature 

Modern production clusters aim to make the most of limited resources by incorporating a wide 

variety of jobs with different priorities (Cheng et al., 2005). Frequently, MapReduce 

schedulers employ preemption to guarantee that non-production processes can utilise the 

cluster without impeding production workloads. 

Schiller et al. (2008) discussed that the last two decades have experienced a steady rise in the 

production and deployment of sensing-and connectivity-enabled electronic devices, replacing 

‘‘regular" physical objects. The resulting Internet-of-Things (IoT) will soon become 

indispensable for many application domains. Smart objects are continuously being integrated 

within factories, cities, buildings, health institutions, and private homes. 

El-Khamra et al. (2010) states that cloud computing enables new execution modes, which are 

frequently accompanied by advanced features like autonomic schedulers. These features 

depend on accurate runtime estimation and calculation on a specific infrastructure. In their 

study, they employed a popular HPC workload and found significant performance variations 

between experiments on EC2 and Eucalyptus-based cloud systems. 

Losup et al. (2011) discussed that Cloud computing is an emerging commercial infrastructure 

paradigm that promises to eliminate the need for maintaining expensive computing facilities 

by companies and institutes alike. Through the use of virtualization and resource time sharing, 

clouds serve with a single set of physical resources a large user base with different needs. 
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Openly sharing and reusing scientific data, techniques, tools, and outcomes with society was 

stressed in the debate of the Open Science paradigm by Calatrava et al. (2023). The European 

Union is introducing the European Open Science Cloud (EOSC) program to establish a 

trustworthy, virtual, open, and federated computing environment for the aim of running 

scientific applications and storing, sharing, and reusing research data across borders and 

scientific fields. 

Pelle et al. (2023) present and experimentally validate a framework for managing serverless 

applications in an edge computing context. By offering hitless dynamic movement of 

application compute processes between two edge nodes and completely automating the 

deployment of serverless applications, it enables the management of far more intricate 

conditions. The architecture enhances the performance and capabilities of AWS IoT 

Greengrass by providing an integrated infrastructure for deployment, monitoring, and 

offloading. 

In order to make MQTT communication more efficient and secure, Akshatha et al. (2023) 

offer a method that utilises blockchain technology. The use of blockchain sharding makes this 

approach more scalable, improves performance, and reduces computational overhead 

compared to traditional blockchain approaches; all of these qualities make it ideal for resource- 

constrained IoT applications. 

When it comes to virtualisation and containerisation, the following cloud providers can 

manage client workloads and applications: AWS (Amazon Web Services), Azure (Microsoft), 

Cloud Zero (Cloud Computing), Kubernetes, and Google App Engine (Poovizhi et al., 2023). 

Protecting sensitive information in the cloud is possible with a mix of covert sharing 

techniques and homomorphic encryption, as demonstrated by Ali et al. (2024). Using these 

two approaches, we were able to construct a trustworthy, private, and secret computing 

platform. 

The increasing prevalence of time-varying patterns in shared production clusters is 

demonstrated by Xu et al. (2024). To improve workload performance, schedulers now focus 

on taking advantage of cluster load balancing and initial container placement on servers to the 

fullest. Major service level objective (SLO) breaches and a large number of invalid migrations 

(containers migrating across servers quickly) would ensue. This study introduces Tetris, a 

model predictive control (MPC) based container scheduling strategy, to proactively relocate 

long-running workloads for cluster load balancing. 

Needs Of Study 

For today's many companies, offices, and IT service providers, open and distributed 

architectures have been covered in a plethora of published methods. Dedicated workstations 

and servers, either located in one physical location or spread out over the network, are common 

parts of distributed systems. Under this configuration, authentication information is required 

from the user as well as the servers that execute service requests. Because of Hadoop's many 

benefits, businesses are moving their data to it. 

Cloud computing is a growing sector that provides vital services online, and its appeal is only 

going to grow. Forrester Research Corporation has offered two distinct forecasts for cloud 

computing growth in 2020, both expressed in billions of dollars, for the benefit of companies. 
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The corporation is expected to achieve 160 billion USD in sales in 2020, according to a 2011 

projection. Its revised 2014 projection of $190 billion USD is a considerable improvement. 

 

3. Proposed methodology 

While reading data from HDFS is simple, writing data is more involved and counterintuitive. 

A quick overview of the HDFS writing procedure is provided in the next section. Reading 

from HDFS follows a pattern that is quite similar to writing to it. The following are the seven 

stages: 

(1) To access a file, the client first creates an HDFS class library object called 

DistributedFileSystem and then opens it using the create() method. 

(2) The Namenode receives the writing request from DistributedFileSystem via the RPC 

protocol. To see whether it contains any duplicate file names, the Namenode will do a search. 

Then, the client with the necessary permissions to write may create the namespace records. 

When an error occurs, the Namenode will notify the client by returning the IOException. 

(3) FSDataOutputStream objects are sent to clients by the DistributedFileSystem once it 

receives a successful return message from the Namenode. An enclosed DFSOutputStream 

object is in charge of writing in the FSDataOutputStream. For data transmission to the 

FSDataInputStream, the client uses the write() function. The data is queued by the 

DFSOutputStream and then read by the DataStreamer. It is necessary for the DataStreamer to 

request blocks and an appropriate address from the Datanode prior to the actual writing. 

(4) Several Datanodes will be assigned by the Namenode to store each data block. Take 

the case of a single block that requires storage in three Datanodes. The first Datanode will be 

used by DataStreamer to write the data block. The data block will then be passed on to the 

second Datanode, and so on. At last, the Datanode chain will have all of its data written to it. 

(5) The Datanode will notify the DataStreamer after each Datanode has been written. The 

process will continue until all the data has been successfully written by repeating Step 4 and 

Step 5. 

(6) After all the data has been written, the writing operation will be closed by the client 

using the close() function of the FSDataInputStream. 

(7) After the entire writing process is finished, the Namenode will receive an alert from 

the DistributedFileSystem. 

If a single Datanode makes a mistake during data publishing and the operation fails, the 

DataStreamer will lose communication with the Datanode. Datanode chain deletion of the 

failed node will also occur simultaneously. If the returned packages fail, the Namenode will 

select a different Datanode to go on processing. The writing operation will consider the 

procedure finished after a single Datanode is written successfully. 

Managing HDFS with Authority 

Like POSIX, HDFS has an authority system. An owner and a group are associated with every 

directory and file. Everyone from the owner to members of the same group has varied 
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permissions when it comes to files and folders. The -r and -w permissions are necessary for 

users to read and write to files, respectively. In contrast, users require the -r authority to list 

the contents of directories and the -w authorization to create or remove directories. Due to the 

absence of the idea of executable files in HDFS, the POSIX system does not support setuid, 

setgid, or sticky directories. As stated by Gang (2014) 

HDFS's Drawbacks 

With its numerous benefits, HDFS—the open-source version of GFS—is a great distributed 

file system. The low-priced commodity hardware, not the high-end workstations, was HDFS's 

intended platform. Because of this, the chances of a node failing are rather high. If we look 

into HDFS's architecture from every angle, we could see that it has both strengths and 

weaknesses when it comes to solving certain cases. The following features primarily showcase 

these limitations: 

Authentication requests could fail and lead to access problems if the system clocks are out of 

sync, even by a small margin. Any disruption in time synchronization might result in a denial 

of service for valid users, hence it's important to have dedicated Network Time Protocol (NTP) 

servers to keep the time accurate across a complete network architecture. For more 

conventional Kerberos setups, scalability is another major consideration. When faced with an 

overwhelming number of authentication requests, the KDC can create a bottleneck in systems 

with hundreds or even millions of users. Despite Kerberos' efficiency-focused design, the 

conventional paradigm still relies on a limited, controllable set of users inside a well defined 

administrative domain. The centralized administration of modern organizations is typically 

inefficient since they cover several areas and locations. Scaling Kerberos to support a huge 

user population sometimes necessitates intricate cross-realm authentication, in which many 

KDCs are required to have mutual confidence. This makes administration more difficult, and 

security risks might arise from cross-realm setup misconfigurations. 
 

Figure 1: Cloudera manager status 
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Traditional Kerberos also has the issue of user password security. At the outset, the protocol 

verifies the user's identity with the KDC using a shared secret, which is usually the password. 

A user's tickets might be exposed and unauthorized access could be granted if their password 

is either weak or leaked, which compromises the entire authentication procedure. 
 

Figure 2: Kerbros client status 

This highlights the crucial nature of endpoint device security, however conventional Kerberos 

relies mostly on the security characteristics of the operating system to protect session keys, as 

there are no built-in mechanisms to do so beyond encryption. 

Traditional Kerberos also has the issue of replay attacks. When an intruder intercepts 

legitimate data (such as tickets) and retransmits it, they have launched a replay attack. 
 

Figure 3: Cloudera manager deshboard 
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Although Kerberos employs time stamps to circumvent this risk, an attacker might still exploit 

a valid ticket if they were to intercept it during its validity window. While this highlights the 

significance of time synchronization and brief ticket lives, it also highlights the potential 

inconvenience that shortening ticket validity lengths might cause genuine users, who may have 

to re-authenticate more frequently, to face. Keeping up with encryption standards is another 

major obstacle. Older encryption techniques used by traditional Kerberos implementations 

might not be safe enough according to today's requirements. For instance, DES (Data 

Encryption Standard), which was utilized by early iterations of Kerberos, is currently 

considered unsafe since it may be easily brute-forced. For ever-changing security needs, 

businesses must guarantee that their Kerberos installations are compatible with stronger and 

more recent encryption techniques like as AES (Advanced Encryption Standard). However, 

maintaining backwards compatibility with current systems is essential when changing 

encryption standards, which may be a complicated task in and of itself. 
 

Figure 4: Cloudera manager charts. 

Machine Learning Enhancements for Kerberos 

By incorporating machine learning algorithms for anomaly detection, machine learning has 

the potential to greatly improve the Kerberos authentication protocol, making it more secure 

and adaptable. Sophisticated attacks can exploit the inflexible architecture of traditional 

Kerberos, which rely on predefined parameters and static rules for authentication. Kerberos 

automates the process of detecting abnormalities in authentication patterns by incorporating 

machine learning models such as Isolation Forests or Autoencoders. These models may 

identify suspicious user activity, such as logins at odd hours or from strange places, and notify 

administrators to possible invasions before they become serious security breaches. The use of 
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Reinforcement Learning (RL) for adaptive authentication systems is another potential 

improvement area. One potential security hole in conventional Kerberos is that authentication 

procedures are context-independent. Machine learning would allow Kerberos to dynamically 

adapt to new threats by adjusting the authentication stringency in response to risk assessments. 

For example, the system may ask for further verification procedures like biometric verification 

or multi-factor authentication if it detects suspicious activity from the user. On the other side, 

a simplified authentication method may be implemented to reduce friction for low-risk 

individuals who access non-sensitive resources. Machine learning methods also allow for the 

integration of behavioral biometrics into Kerberos. Metrics derived from behavioral analysis, 

such as typing speed and mouse movement, can serve as a continuous authentication check, 

adding an additional degree of protection. It is possible to keep tabs on these biometric details 

to make sure the verified user is still the same one using the system. The likelihood of account 

penetration can be reduced by using neural networks to learn and categorize certain patterns 

of activity. This is because attackers would have to imitate not only credentials but also user- 

specific actions. 

 

Figure 5 Machine learning model for Kebros authentication 
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LSTM for Kerberos Authentication 

Kerberos is a trusted authentication protocol widely used to verify identities in network 

environments. Traditionally, it relies on ticket exchanges, but this method can be vulnerable 

to sophisticated threats that adapt over time. The integration of machine learning, specifically 

Long Short-Term Memory (LSTM), offers a solution by analyzing sequences of user behavior 

to predict authentication outcomes. LSTM, a type of Recurrent Neural Network (RNN), is 

particularly suited for time-series and sequence data, making it ideal for understanding user 

activity patterns over time and detecting anomalies indicative of potential security threats. 

Data Collection for LSTM Training 

To effectively train an LSTM model for Kerberos authentication, robust data collection is 

essential. Data is gathered from various components of the Kerberos protocol, including logs 

from the Authentication Server (AS) and Ticket Granting Server (TGS). This dataset includes 

login timestamps, sequences of access requests, types of services accessed, IP addresses, and 

device identifiers. Additionally, historical user behavior, such as patterns of normal and 

abnormal activity, is necessary to train the LSTM model to distinguish between legitimate and 

malicious actions. Proper anonymization and encryption practices must be followed during 

data collection to protect user privacy and sensitive information. 

Data Preprocessing and Feature Engineering 

Once the data is collected, preprocessing is performed to prepare it for training. This includes 

cleaning the data by handling missing values, filtering out irrelevant logs, and removing noise. 

Feature engineering involves extracting time-based features, such as the frequency of login 

attempts, average session durations, and time intervals between successive logins. Categorical 

data, like device type or IP region, is encoded, while numerical features are normalized. The 

data is then structured into sequences that LSTM can process, ensuring that each input 

sequence captures a meaningful slice of user behavior over time. 

Exploratory Data Analysis (EDA) for Behavior Insights 

EDA is conducted to understand user behavior patterns and detect preliminary trends or 

anomalies. Time-series plots are utilized to visualize login activity across different periods, 

highlighting patterns like peak usage times or abnormal access attempts. Heatmaps can 

illustrate correlations between features like IP addresses and login success rates. Statistical 

analyses, such as calculating mean and standard deviation for login frequencies, help define 

what constitutes typical behavior. EDA guides the selection of features and sequences that are 

critical for the LSTM model’s training, ensuring that important aspects of user behavior are 

captured accurately. 

Building the LSTM Model for Authentication 

The core of the system is the LSTM model, designed to analyze sequences of user activities 

and identify anomalies. LSTM is chosen because of its ability to retain information over long 

sequences while ignoring irrelevant data through gating mechanisms (input, forget, and output 

gates). This model is initialized with parameters like the number of LSTM layers, hidden units, 

learning rate, and batch size. During training, the LSTM model learns to associate patterns in 

the input sequences with expected authentication outcomes, distinguishing between legitimate 
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and illegitimate activities. 

Model Training and Hyperparameter Tuning 

Training the LSTM model involves feeding it sequences of user behavior data, adjusting 

weights based on prediction errors using backpropagation through time (BPTT). A portion of 

the data is reserved for validation to ensure the model’s generalizability. Hyperparameters 

such as the number of epochs, learning rate, dropout rate, and sequence length are tuned using 

techniques like Grid Search or Bayesian Optimization. This ensures that the LSTM model 

achieves optimal performance with minimal overfitting. The training is iterative, with 

continuous adjustments based on validation results to ensure accuracy in predicting 

authentication results. 

Model Evaluation with Real-World Metrics 

Once the LSTM model is trained, its performance is evaluated using metrics suitable for 

authentication scenarios. Accuracy, Precision, Recall, F1 Score, and Area Under the Curve 

(AUC) are calculated to measure the model’s effectiveness in detecting unauthorized access 

while minimizing false alarms. Additionally, time-series specific metrics like Root Mean 

Squared Error (RMSE) help evaluate how well the LSTM handles sequential data. Security- 

focused metrics, such as the false alarm rate, are critical to ensuring that legitimate users are 

not wrongly flagged, maintaining user trust and system usability. 

 

4. Results & Analysis 

The LSTM model's performance on the AWS authentication logs dataset was evaluated using 

standard metrics such as precision, recall, F1-score, and AUC-ROC. The model achieved an 

average precision of 0.93, recall of 0.88, and an F1-score of 0.90 on the test dataset, indicating 

its robust ability to detect anomalous patterns while minimizing false positives. The AUC- 

ROC score of 0.95 reflects the model's excellent discrimination ability between normal and 

anomalous events. These results validate the efficacy of LSTMs in capturing the temporal 

dependencies in authentication logs. 

The model demonstrated a high detection rate for anomalies such as login failures, unusual 

geolocations, and abnormal response times. In cases of anomalies caused by brute force login 

attempts or access from blacklisted IPs, the LSTM model successfully flagged over 95% of 

incidents. However, for subtle anomalies, such as slightly delayed response times due to 

network issues, the model's recall dropped to 80%. This indicates potential areas for 

improvement in feature engineering or threshold tuning. 

The experiments were conducted on an AWS EC2 instance configured with GPU acceleration 

(g4dn.xlarge with NVIDIA T4 GPUs). Training the LSTM model with 100 epochs and a batch 

size of 32 took approximately 45 minutes. Inference on the test dataset, consisting of 10,000 

sequences, was completed within 2 minutes. These results highlight the suitability of EC2 

GPU instances for handling large-scale log datasets in real-time or near-real-time scenarios. 

CPU-based instances required significantly longer training times, emphasizing the benefits of 

hardware acceleration. 
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To enhance interpretability, SHAP (SHapley Additive exPlanations) values were computed, 

revealing that key features like ̀ login_status`, ̀ geo_location`, and ̀ response_time` contributed 

most to anomaly detection. Time-series plots of model outputs overlaid with ground truth 

labels showed strong temporal alignment, with anomalies detected consistently at the correct 

time windows. These insights offer actionable intelligence for security teams to investigate 

and mitigate threats proactively. 

The trained LSTM model was deployed on AWS SageMaker for seamless integration with 

real-time systems. Authentication logs streamed through AWS Kinesis were processed, and 

anomalies were detected with an average latency of under 1 second per sequence. Alerts for 

flagged anomalies were sent to security teams via Amazon SNS, ensuring timely response to 

potential threats. This end-to-end pipeline underscores the practical applicability of the 

solution for strengthening AWS infrastructure security. 

Table 4.4 demonstrate the ablation study results of LSTM-based anomaly detection on AWS 

authentication logs using an EC2 instance. The study investigates the impact of varying 

hyperparameters, preprocessing steps, and model configurations on performance metrics. 

Table 4.4 Result analysis 

Experiment Batch 
Size 

Sequence 
Length 

Number 
of 
LSTM 
Units 

Dropout 
(%) 

Preprocessing 
Applied 

Evaluation 
Metric 

Precision Recall F1- 

Score 

AUC- 
ROC 

Exp-1 32 30 64 20 Normalization 
only 

Validation 
Accuracy 

0.88 0.76 0.81 0.89 

Exp-2 32 30 128 20 Normalization 

+ Categorical 

One-Hot 

Validation 

Accuracy 

0.92 0.82 0.86 0.91 

Exp-3 64 30 128 20 Normalization 
+ Categorical 
One-Hot 

Test 
Accuracy 

0.91 0.85 0.88 0.92 

Exp-4 64 50 128 30 All 
preprocessing 
steps 

Test 
Accuracy 

0.94 0.88 0.91 0.95 

Exp-5 64 50 256 30 All 
preprocessing 

steps 

Test 
Accuracy 

0.96 0.90 0.93 0.97 

Exp-6 128 50 256 30 All 

preprocessing 

steps 

Test 

Accuracy 

0.95 0.87 0.91 0.94 

Exp-7 128 100 256 40 All 
preprocessing 
steps 

Test 
Accuracy 

0.93 0.85 0.89 0.92 

This table provides a clear comparison of configurations and their impact on anomaly 

detection performance in an AWS EC2 setup. 
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Figure 7 Preformance gained 
 

Figure 8 Preformance of Proposed model 

 

5. Conclusion & Future Scope 

AWS (Amazon Web Services) provides a secure, flexible, and scalable platform that allows 

organizations to handle massive datasets while maintaining strong data protection measures. 

Kerberos, a widely used authentication protocol, provides secure authentication through 

secret-key cryptography, ensuring that only authorized users can access sensitive data within 

distributed systems such as Hadoop. This paper explores how AWS’s security services can be 

used in conjunction with Kerberos for effective user authentication and secure data processing 

in big data applications running on Hadoop clusters. 

Future Scope 

The integration of the AWS Security Framework with the Kerberos Authentication Protocol 

and its deployment on Big Data Hadoop environments presents a promising avenue for 
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enhancing security and data protection. Here are several future developments and 

opportunities in this domain: 

The future of Kerberos-based security in AWS can be expanded by incorporating multi-factor 

authentication (MFA) alongside Kerberos tokens. As organizations increasingly adopt zero- 

trust security models, integrating MFA with Kerberos will provide an additional layer of 

security, ensuring that both the user and the device are verified before access is granted to 

sensitive data in Hadoop clusters. This development will reduce the risks posed by 

compromised Kerberos tickets. One promising area for the future is leveraging machine 

learning (ML) algorithms to detect abnormal patterns in authentication requests or access 

behaviors on Hadoop clusters. By analyzing Kerberos authentication logs using anomaly 

detection techniques, AWS security frameworks can automatically identify potential security 

threats like unauthorized access attempts or unusual query patterns in real-time. Such 

capabilities would help detect insider threats, misconfigurations, and evolving attack 

strategies. When conducting research on an AWS Security Framework using the Kerberos 

Authentication Protocol and its deployment on Big Data Hadoop, several limitations need to 

be addressed, considering both the technology stack and the research environment. Below are 

ten key research limitations that should be considered: One of the primary limitations in 

integrating Kerberos Authentication with AWS and Big Data Hadoop is the complexity of 

configuring both systems to work seamlessly. AWS provides a robust cloud environment with 

varying security services, while Kerberos requires careful configuration, including the 

establishment of a Key Distribution Center (KDC). The research would need to address the 

intricacies of setting up this integration, which could be technically challenging for large-scale 

deployments or in a cloud-native environment. 
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