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Decision-making in IoT ecosystems involves using data from interconnected
devices to make real-time, informed decisions that improve efficiency and
functionality. This research tackles the significant challenge of real-time
decision-making in Internet of Things (I0T) ecosystems by integrating Big Data
Analytics (BDA) and Hadoop frameworks. This study aims to develop and assess
a sophisticated decision-making model that utilizes BDA and Hadoop to boost
operational efficiency, predictive maintenance, and actionable insights in loT
settings. The methodology includes employing Python libraries for data analysis,
Hadoop Distributed File System (HDFS) for scalable storage, and Hive for
structured querying. Key evaluation parameters are latency, throughput, delay
metrics, regression predictions, and K-means clustering for anomaly detection.
The findings reveal substantial enhancements, with the average delay reduced to
approximately 7.1 ns, a maximum delay of 9.31 ns, and a minimum delay of 2.08
ns. Throughput values varied between 0.5 and 2 samples/second, showcasing
efficient processing capabilities. Regression analysis and K-means clustering
successfully identified significant delays and anomalies, proving the model's
efficacy. This research offers scalable and fault-tolerant solutions for real-time
data processing in 10T ecosystems. Future research should focus on refining
predictive analytics, optimizing data processing frameworks, and exploring
hybrid systems to ensure secure data management.

Keywords: Big Data Analytics (BDA), Decision-Making, Hadoop Framework,
0T Ecosystems, Machine Learning.

Nanotechnology Perceptions 20 No.7 (2024) 2974-2992


http://www.nano-ntp.com/

2975 Anu Vij et al. Enhancing Decision-Making in loT Ecosystems...

1. Introduction

The Internet of Things (loT) is a new concept that changes the optics of activities in many
areas, including healthcare production, the development of smart cities, and engagement in
agriculture [1]. The 10T environment is represented by intelligent devices and sensors that
constantly produce massive quantities of data. This has enabled the users to have the concept
of real-time conditions to allow for automated processes of decision-making [2-4]. However,
the data challenge: the quantity, variety, and velocity of data generated from the 10T devices
is one of the data management and decision-making frameworks many traditional frameworks
grapple with [5]. Processing and analyzing the data becomes harder in real time as the systems
get more complicated and extensive chart systems [6]. Most often, this results in allocation
and waste of time, which is a barrier to the organized efforts for 10T to be able to generate
real-time intelligence. In this respect, efficient streaming and analysis of data presents the
greatest challenge in terms of innovation and searching for solutions, hence Big Data Analytics
(BDA) [7].

BDA is the central enabler of the success of 10T systems because it elicits significant insights
from the vast amounts of data generated [8]. Technologically, issues in storing, processing,
and deriving actionable intelligence from heterogeneous sources of data haunt loT systems
[9]. BDA, therefore, offers tools and technologies to address these challenges by providing
scalable ways to manage complex datasets [10,11]. With these advanced methods, BDA can
assist in 1oT data analysis by discovering patterns and correlations that could be used as
decisions. In this case, smart cities are a good example: BDA could facilitate traffic
management, energy consumption, and public safety optimization, using data processing of
sensors, cameras, and other 10T devices in real-time [12-14]. BDA transforms raw data into
actionable insights that enhance the 10T ecosystem's capabilities to make smart, timely, and
automated decisions [15,16].

Along with BDA, Hadoop is another very handy tool regarding data management and
analytics. Hadoop is an open-source framework that supports a very widely distributed
environment for the storage and processing of large amounts of datasets across multiple
computers [17,18]. This framework is quite suitable for the IoT ecosystems as it can be
scalable, tolerant of faults, and able to handle heterogeneous data easily. 10T devices generate
structured, semi-structured, and unstructured data that can be stored and processed efficiently
using Hadoop Distributed File System (HDFS) and the associated MapReduce processing
model [19,20]. That is, Hadoop's distributed nature makes sure data processing occurs in
parallel on multiple nodes; thus, the time to analyze large datasets is quite less. Additionally,
being fault-tolerant, the availability of data and continuous processing ensure data remains
accessible even after the failure of some nodes. Thus, it is a reliable solution to the growing
demands of IoT data management. Figure 1 depicts the basic collaboration between the
Hadoop Framework and Big Data technologies [21,22].
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Figure 1 Basic collaboration among MapReduce, Hadoop, and Big Data [23]
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The integration of BDA and Hadoop frameworks allows companies to leverage the full value
of 10T ecosystems by overcoming some of the key challenges related to data management,
processing, and analysis [24]. Such technologies form the backbone of decision-making across
industries, especially by efficiently managing large datasets, extracting actionable insights,
and basing decisions in real-time [25,26]. With this evolution and growth of the 10T ecosystem,
the BDA-Hadoop combined approach is becoming increasingly important to help
organizations realize the value they expect to gain from their investments in loT through data-
driven decisions to drive innovation. Altogether, they offer an end-to-end solution that can
benefit operational efficiency along with the creation of a smart and responsive 10T system
fitting an interconnected world [27].

This research aims at designing and evaluating an integrated decision-making model through
Big Data Analytics and Hadoop frameworks to leverage optimization in the decision process
within 10T ecosystems, thereby providing real-time data-driven insights for improved
operational efficiency, predictive maintenance, and better decisions across various 10T
applications.

The scope of this research involves the design and evaluation of a Big Data Analytics-driven
decision-making model within 10T ecosystems. It covers the integration of 10T data sources,
the development of Hadoop-based frameworks for data management, and the optimization of
real-time decision-making processes, aiming to enhance efficiency and actionable insights
across loT applications.

The significance of this research lies in addressing the challenges of 10T data management by
introducing an advanced decision-making model powered by Big Data Analytics and Hadoop
frameworks. By efficiently managing vast IoT data, the model enhances operational
efficiency, predictive capabilities, and actionable insights, contributing to smarter, more
responsive 10T applications across various industries.

This research has the following contributions:
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o This research contributes to the development of a Big Data Analytics and Hadoop-
based decision-making model that enhances real-time decision processes in 10T ecosystems.

o The study applies Hadoop frameworks to efficiently manage and process large-scale
loT data, improving operational efficiency and predictive capabilities.

o The research addresses the challenges of managing massive, diverse 10T data by
providing a scalable, fault-tolerant solution that ensures actionable insights for improved
decision-making.

o The model is rigorously evaluated for its effectiveness in optimizing 10T ecosystem
performance, ensuring reliable, data-driven insights across various 10T applications.

Section 1 of this research presents an overview of the subject matter. Section 2 delineates the
pertinent contributions of numerous researchers. Section 3 delineates the proposed
methodology. Section 4 presents the results and discussion. Section 5 presents the conclusion
and future directions for research.

2. Review of Literature

This section carries an integrative review of the studies of relevant authors based upon
Enhancing Decision-Making in 10T Ecosystems with Big Data Analytics and Hadoop
Frameworks.

Haddad et al., (2024) [28] developed a cutting-edge methodology for sentiment prediction
with deep learning, batch processing, and streaming BDA. Researchers utilized distributed
systems such as Hadoop and Spark for stream preparation and involved preliminary data
cleansing, volume reduction, minimizing time to access, and minimizing volume storage. The
research's big data datasets were processed from brief volume scripts using batch and
streaming frameworks with deep learning implemented for Natural Language Processing
(NLP). The experimental results validated the efficacy of the proposed model, reaching 96%
accuracy, and also demonstrated its superiority to existing methods in the literature.

Hasanpuri et al., (2024) [29] suggested an advanced distributed cluster-based system for
performance evaluation of extensive loT datasets utilizing Big Data analytics tools to tackle
issues in the processing and analysis of 10T data. It proposed a scalable and fault-tolerant
methodology for evaluating the 10T analytics system. Important contributions and applications
were highlighted, thus advancing the research on loT data analytics. The framework proved
to be a useful tool for businesses and scientists working with large 10T data sets and enabled
many insights to be gained. The Test of MapReduce for TeraSort operation showed unique
throughput performance, which decreased as data size went beyond 200GB, stressing the
limitations in performance due to the increase in 10T data.

Thanekar and Puri (2024) [30] proposed a metadata-driven safe approach using Hadoop to
enhance data processing as well as storage with reduced unnecessary data transit and job
execution time. This research enhanced the understanding and the real-world application of
deduplication in Hadoop systems as well as provided valuable insights to scholars and
practitioners dealing with large data processing.
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Patidar et al. (2024) [31] carried out Hadoop-oriented Large-Scale Attacks Data Analytics,
seeking to bypass some elementary security vulnerabilities in the maturing 10T space. The
study looked at some of the threats that the 10T devices were subjected to using the large-scale
and novel dataset CIClIoT2023. Some of the researchers processed the data using the Big Data
technologies Hadoop and Hive, as well as the visualization tools Microsoft Power Bl to derive
actionable insights from complex data. Such insights emphasize the weaknesses and the
attacks within the 10T ecosystem.

Rahmani et al. (2024) [32] implemented a Workflow Scheduler Based On the Hadoop
Framework (WSH), aware of heterogeneity in the system while planning jobs that were to be
executed with high processing power or Input/Output (10). Before task scheduling, WSH
gathered information through a training task. The results show better utilization of resources
and a smaller makespan due to load balancing in job allocation in Hadoop. It was
demonstrated, using a variety of workflows and experimental data, that the proposed method
outperformed the algorithm in terms of the scheduling length ratio (42% improvement),
makespan (20% reduction), and speedup (around 37%).

Fatima et al. (2023) [33] investigated the application of the recent development of the big data
paradigm in distributed and parallel computation focusing on the agriculture industry. In an
attempt to enhance farming methods and consideration concerning facts, it was sought to
investigate the frameworks such as Hadoop and Spark used in the context of agricultural data
collection, storage, processing, and analysis. It became apparent that farming operations and
their decision-making processes improved significantly due to the capabilities of Hadoop and
Spark frameworks towards agricultural data processing and analysis. This research has
elaborated on the potential of big data analytics in the agricultural sector, including the aspects
of distributed computing and parallel processing.

Demirbaga et al. (2022) [34] developed a big data architecture level health data analysis
solution with an loT application, which helps to demonstrate how verifiable access to
resources should be done. The architecture consists of 2 subsystems: the BDA monitoring
system and the blockchain data storage and access system. This method combined big data
and blockchain for the secure storage and analytics of 10T data, thus validating its access using
a zero-knowledge protocol to secure illegal access to the information and data likability. The
overall findings suggest that a method resulted in efficiency regarding solving BDA and
privacy problems in healthcare. For 100 users, mining time was reported as 289 seconds, and
the same for 200 users was 358 seconds.

Pajooh et al., (2021) [35] designed a layer-based distributed data storage architecture for a
blockchain-enabled large-scale 10T system and implemented it using the Hyperledger Fabric
(HLF) platform. The approach avoided issues by eliminating central servers and their
associated third-party auditors. It relied on HLF peers for the validation of transactions and
record audits. Lightweight verification tags were stored on the blockchain ledger. The results
showed the feasibility of managing loT data provenance inside a Big Data framework,
achieving a throughput of 600 transactions with an average response time of 500 ms, CPU
utilization of 2-3% at peers and 10-20% at clients, and latency that was minimal under 1
second.

Sekhar et al., (2020) [36] proposed experimental architecture using BDA to make common
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efficiency enhanced and the integration of multivariate data in smart cities excellent. The
proposed architecture integrated real-time and offline data analysis systems, which enabled
data processing and statistical assessment efficiently. Established authenticated datasets were
used to extract the important parameters for urban operational management. Performance tests
indicated the superiority of the developed platform, analyses of throughput, and processing
times superior to those reported by earlier approaches. The architecture effectively
demonstrated the efficacy of BDA in improving data-driven urban management.

Li and Chaomin (2020) [37] suggested an extensive approach that brings 10T technologies
together with big data tools in a unified platform for monitoring and analyzing real-time data.
A Fog-assisted loT-based Smart Real-time Healthcare Information Processing (SRHIP)
system was conceptualized by transferring loT-generated data to the Fog cloud for analytics
with minimal latency. The processed data was then forwarded to a central cloud for further
processing. The transmission cost, accuracy, and storage capacity constitute the measures used
in determining the assessment of the Fog-assisted model. The SRHIP system reduced the
transmission cost by 40.10%, completely removed compromised bytes, and decreased the size
of the data to 60% of that sized by benchmark techniques.

Research gaps

o Limited focus on the practical implementation of deduplication techniques in dynamic
and evolving data environments [30].

o Insufficient examination of implementation challenges in real-world hybrid systems
for secure data management [31].

o Limited exploration of the scalability, cost-effectiveness, and real-time processing
capabilities of Hadoop and Spark in large-scale agricultural settings [33].

o Limited analysis of Hyperledger Fabric's throughput in managing large-scale 10T
networks within the distributed storage architecture [34].

3. Research Methodology

This study provides a detailed examination of the employed strategy, showing the tools
utilized, methods, and how recommendations are performed as follows:

Tools Used

This section lists the tools that are employed: Python, a set of libraries like Scikit-learn,
Pandas, NumPy, Matplotlib, and Seaborn for learning inside Jupyter Notebook and HDFS, a
kind of distributed, fault-tolerant storage system built to support MapReduce, which, in turn,
is built to support Hive for efficient big data processing.

o Python

Python is a cross-function, broadly applied language for data analytics, machine learning, and
visualization [38]. Its rich ecosystem does include libraries like Scikit-learn, providing robust
tools for building and evaluating machine learning models like regression, clustering, and
classification [39]. Pandas make data manipulation and analysis exceptionally simple and
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powerful with its powerful DataFrame structure. NumPy for the massive multidimensional
arrays and mathematical operations is essential for numerical computing [40]. Matplotlib and
Seaborn are visualization libraries that enable the creation of detailed plots, charts, and
statistical graphics to explore trends and patterns [41]. SciPy addresses these with advanced
mathematical functions for optimization, integration, and statistics. Jupyter Notebook is used
as an interactive development environment to enact code, visualization, and narrative building
all in one, well-suited for iterative workflows and report generation. Together, these packages
are an integral part of Python's ecosystem of data-driven applications [42]. Figure 2 gives a
visual representation of the ecosystem, which grows from foundational libraries to domain-
specific projects.

Figure 2 Schematic view of the Python scientific software ecosystem [43]
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o HDFS

HDFS is a highly scalable and fault-tolerant file storage system designed for big data
applications [44]. As the core component of the Hadoop ecosystem, HDFS enables the storage
of large datasets across a distributed network of machines while holding high availability and
reliability [45]. It employs a master-slave architecture, with a Name Node managing metadata
and directory structure and Data Nodes storing actual data [46]. HDFS is designed for write-
once, read-many applications and, therefore, is best suited for batch processing as well as
analytics. The replication mechanism of HDFS ensures redundancy of data, keeping against
hardware failures [47].

Further, HDFS supports integration with processing frameworks like MapReduce and
guerying tools such as Hive, enabling structured as well as unstructured data analysis [48].
HDFS enables distributed storage and parallel processing, which provides the foundation for
efficiently dealing with extremely large data volumes in big data ecosystems [49]. Figure 3
illustrates the visual representation of the Hadoop ecosystem.
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Figure 3 Hadoop ecosystem [50]
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Proposed Methodology

loT sensors such as DHT11/22 and HC-SR04 transmit data to platforms like ThingSpeak,
Adafruit 10, or local MySQL databases. A single-node Hadoop cluster with HDFS and Hive
enables distributed data storage and structured querying. Batch processing pipelines analyze
data stored in HDFS using Hive queries, with results visualized or exported via Python
libraries like Matplotlib and Seaborn. Machine learning models developed using Scikit-learn
focus on regression for trend prediction and K-means clustering for anomaly detection,
implemented via Jupyter Notebook. Performance is evaluated based on accuracy, latency, and
throughput, with a comparison of local and Hadoop-based processing methods. A systematic
methodology for integrating these components seamlessly is illustrated in Figure 4.
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Figure 4 Proposed Methodology
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Proposed Algorithm

Step 1: Sensor Node Deployment

1.

Infrastructure Configuration:

Let S be the set of 10T sensors, S={s1,52,..., Sn}, Where $;=DHT11/22, s,=HC-SR04.
Let D be the data collected from S, D={d1,d>,...,dx}.

Data transmission:

If Storage=Cloud, transmit D to P, where P.=ThingSpeak or Adafruit IO.

If Storage=Local, store D in Ls, where Ls=MySQL database or local file.

Data Flow Design:

Define a mapping function f: D—T, where T is the target storage:

T=Google Drive (cloud) or T = MySQL (local).

Step 2: Hadoop Ecosystem Deployment

1.

Core Components Deployment:

Deploy Hadoop cluster H = {HDFS, Hive}.

Configure HDFS for data storage:

HDFS(D) = Ds, where D; is the distributed storage of D.

Configure Hive for structured queries Q, where Q € SQL queries on Ds.

Step 3: Big Data Processing Pipelines

1.

Pipeline Architecture:

Use a batch processing pipeline Py:

Input: Ds — Py,

Output: Processed data Dy.

Data Workflow:

Apply Hive queries Q(Ds) — D.

Export Dy to:

CSV file C, where D, — C, or

Visualize D, using Python tools V,, where V, = Matplotlib/Seaborn.

Step 4: Decision-Making Models

1.

Model Development:
Let M be the set of machine learning models:
M = {M1,M,}, where:
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. M1 = Regression (Linear/Polynomial),
. M2 = K-means clustering.

. Input data for M: M(Dy).

2. Implementation Scope:

. Model execution M(Dp) — {R,G}, where:

. R is regression results (trend predictions),

. G is clustering results (grouping/anomaly detection).

Step 5: Performance Evaluation Metrics

1. Evaluation Criteria:

. Let:

. Latency = L= Time for processing data.
+ Throughput (1) = Tt Tasks Processed
2. Comparative Analysis:

. Compare local processing Pyand Hadoop-based processing Ph:
. A(P) vs. A(Py),

. L(P)) vs. L(Pn),

. T(P)) vs. T(Pn).

Step 6: Data Analysis Techniques

1. Statistical Methods:

. Compute basic statistics St

. Mean u = %

. Variance ¢* = % i(di — w?

2. Visualization and Reporting:

. Generate plots V:

. Line graph: Viine(Dp),

. Bar chart: Vbar(Dp).

. Automate reports Ra:

. Ra = Key findings in Jupyter Notebook.
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4, Results and Discussion

This section provides the outcomes of the research that are obtained after the implementation
of the proposed methodology.

Evaluation Metrics
o Minimum Delay (MinDelay)

The shortest amount of time taken for a process to complete in the system. It represents the
most efficient performance observed in the dataset [51].

Minimum Delay = min (D;) @
where D; represents the delays for all observed instances i.
o Maximum Delay (MaxDelay)

The longest amount of time taken for a process to complete in the system indicates the worst-
case scenario [51].

Maximum Delay = max (D;) 2
o Average Delay

The mean time taken for processes provides an overall measure of the system’s processing
performance [51].

N .
Average Delay = % (3)
Where N is the total number of instances.

° Mean

The central tendency of a dataset represents the average value of delays or other metrics [52].

N x.
Mean (p) = % 4)

where X; is the value of each data point, and N is the total number of data points.
o Variance

A measure of the spread of data points around the mean indicates the variability or consistency
of the delays [52].

Variance 0% = % YL — w)? (5)
. Latency

The total time taken for a system to process and respond to a request is often measured in
seconds or milliseconds [53].

Latency = End time — Start time (6)

where End Time is the time when the task finishes and Start Time is when it begins.
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o Throughput

The rate at which tasks or data are processed by the system is typically measured in units per
second. It indicates system efficiency [53].

Throughput (T) = Total Tasks Processed -

Total time

where Total Tasks Processed is the number of operations completed, and Total Time is the
duration over which the tasks were processed.

Performance Evaluation

The attached Table 1 presents a detailed analysis of processed delay metrics from a Big Data
processing study, focusing on the maximum, minimum, and average delays associated with
specific Block IDs. The data reveals significant variance in delay times. These findings
illustrate the effectiveness of delay reduction techniques, emphasizing their role in optimizing
Big Data workflows for improved decision-making, as outlined in the research paper on
enhancing loT ecosystems with Big Data analytics and Hadoop frameworks.

Table 1 Processed Delay Metrics

S.No Blockld Processed_MaxDelay Processed_MinDe  Processed_Average
lay Delay

1 blk_-1608999687919862906 23279620000.0 20883414.0 624508500.0

2 blk_7503483334202473044 6067420000.0 103947.6 82003250.0

3 blk_-3544583377289625738 7609327.0 483231.6 1233637.0

4 blk_-9073992586687739851 1916508000.0 0.0 6456451.0

5 blk_7854771516489510256 18396530.0 2771217.6 5241321.0

The attached Figure 5 illustrates the mean values of the processed delay metrics: MaxDelay
(~9.31 ns), MinDelay (~2.08 ns), and AverageDelay (~7.1 ns). The MaxDelay is significantly
higher, reflecting the impact of outliers with extreme delay values. In contrast, MinDelay
shows the lowest mean value, highlighting effective delay reduction across Block IDs. The
AverageDelay, lying between the two, demonstrates overall consistency and optimization in
delay times. These findings confirm the success of Big Data processing techniques in reducing
delays, particularly minimizing extreme values, thereby enhancing the reliability and
efficiency of decision-making in 10T ecosystems.
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Figure 5 Mean of Processed Delay.
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Processed_MaxDelay Processed_MinDelay Processed_AverageDelay
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Figure 6 illustrates the variance values of the processed delay metrics: MaxDelay (~5.35),
MinDelay (~1.23), and AverageDelay (~4.28). The MaxDelay shows the highest variance,
indicating substantial fluctuations in maximum delay values across the dataset. In contrast,
MinDelay demonstrates the lowest variance, reflecting consistent reductions in minimum
delays after processing. The AverageDelay exhibits moderate variance, suggesting relative
stability in average delay values while still being influenced by variations in maximum delays.
Overall, the graph highlights the effectiveness of Big Data processing techniques in
minimizing inconsistencies, especially in minimum delays, while underscoring the need for
further optimization to reduce variability in maximum delays.

Figure 6 Variance of Processed Delays

Variance Value
w

]

Processed_MaxDelay Processed_MinDelay Processed_AverageDelay
Metric

Table 2 shows the regression predictions against the average delays for a certain Block ID,
which shows performance and variability in processing efficiency. Block 1 shows the highest
regression prediction (557,005,200.0) and average delay (594,770,000.0), meaning the
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processing delay is substantial, and there is much to be optimized. Block 2 has a moderate
regression prediction (114,075,200.0) and average delay (78,098,340.0), which indicates fairly
stable performance with some potential for improvement. Block 3 is characterized by a
negative regression prediction of -11,072,250.0 and a minimal average delay of 1,174,892.0,
suggesting possible anomalies or inconsistencies in predictive modeling. Block 4 has a
regression prediction of 26,894,780.0 and an average delay of 6,149,001.0, which indicates
balanced performance. Finally, Block 5 has a slight negative regression prediction of -
1,691,078.0 and an average delay of 4,991,734.0, indicating relatively stable processing with
minor predictive errors. These results prove that the optimization of real-time decision-making
is the focus of research on 10T ecosystems. It shows through analysis of how well predictions
were correlated to observed delays how effective a regression model may be and indicates
where improvements could be made in it. The findings validate that enhancing predictive
analytics and the inclusion of strong Big Data and Hadoop frameworks will greatly promote
operational efficiency, mitigate delays, and improve decision-making systems' accuracy in an
loT environment.

Table 2 Regression Prediction

Blockld Regression_Predictions AverageDelay
1 557005200.0 594770000.0
2 114075200.0 78098340.0

3 -11072250.0 1174892.0

4 26894780.0 6149001.0

5 -1691078.0 4991734.0

The following table 3 presents the result of K-means clustering in anomaly detection. Here,
block IDs are classified into various clusters with the aid of their delay metrics. Only Block 1
has been assigned uniquely to Cluster 1.0, where the maximum delay was at its highest
(2.116329e+10), and its minimum delay is pretty high, about 17,402,845.0. It indicates a
probable anomaly or outlier. All the rest of the blocks were assigned to Cluster 0.0. Block 2
has a maximum delay of 5.515836e+09 and a minimal delay of 86,623.0, showing to have
been mediocre performance. Block 3 shows that the maximum delay was at 6.917570e+06
and the minimum at 402,693.0. Block 4 is at a maximum delay of 1.742280e+09 and a
minimum of 0.0; this indicates variability in process times and possibly inefficient usage of
processing time. Finally, Block 5 shows a maximum delay of 1.672412e+07 and a minimum
delay of 2,309,348.0, which means that it is more stable than the other blocks. These clustering
results align with the research's objective of enhancing decision-making in 10T ecosystems by
identifying anomalies and optimizing data processing. By isolating outliers and differentiating
normal performance patterns, the table supports the refinement of anomaly detection methods
and validates the efficiency of the proposed Big Data and Hadoop frameworks. This facilitates
targeted optimization, reducing delays, improving consistency, and ensuring robust and
reliable system performance.

Table 3 K-means clustering for anomaly detection.

Blockld Cluster_Label MaxDelay MinDelay
1 1.0 2.116329e+10 17402845.0
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2 0.0 5.515836e+09 86623.0

3 0.0 6.917570e+06 402693.0
4 0.0 1.742280e+09 0.0

5 0.0 1.672412e+07 2309348.0

Figure 7 depicts the latency (in seconds) across various Block IDs, ranging from
approximately 1 second to 4.5 seconds, with notable fluctuations. Peaks at 4.5 seconds
highlight instances of high processing delays, while drops to around 1 second reflect efficient
performance in certain blocks. Latency variability suggests inconsistent processing, with
certain regions, such as Block IDs between 30 and 40, experiencing consistently higher delays,
whereas others, like near Block IDs 10 and 20, maintain stability. These findings emphasize
the need for targeted optimization in blocks with higher delays while preserving the efficiency
observed in low-latency blocks to enhance overall system performance and real-time decision-
making capabilities.

Figure 7 Latency Vs Block ID.
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Figure 8 illustrates the throughput (samples per second) across various Block IDs, ranging
from 0.5 samples/second to a peak of 2 samples/second, highlighting variations in processing
performance. Block IDs around 6, 26, and 36 achieve the highest throughput, nearing 2
samples/second, indicating highly efficient processing, while lower throughput values,
approximately 0.5 samples/second, are observed around Block IDs 11 and 41, suggesting
potential inefficiencies or bottlenecks. Overall, throughput remains relatively stable across
most Block IDs, fluctuating between 1-1.5 samples/second, reflecting consistent system
performance with occasional dips and peaks. These results emphasize the need to optimize
low-throughput blocks while leveraging the efficiency demonstrated in high-throughput areas
to enhance overall system performance.
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Figure 8 Throughput Vs Block ID.
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5. Conclusion and Future Scope

Enhancing decision-making in IoT ecosystems involves utilizing advanced technologies to
process and analyze vast amounts of data generated by interconnected devices, enabling real-
time, informed decisions that improve efficiency and functionality. The research paper focuses
on enhancing decision-making in loT ecosystems using Big Data Analytics and Hadoop
frameworks. As l0T devices generate massive data, traditional frameworks fail to process them
in real time. The present study aims to design and evaluate an integrated model leveraging
BDA and Hadoop for optimizing decision-making, improving operational efficiency,
predictive maintenance, and actionable insights. The methodology includes employing Python
libraries like Scikit-learn, Pandas, NumPy, Matplotlib, and Seaborn for data analysis, Hadoop
Distributed File System (HDFS) for scalable storage, and Hive for structured querying. loT
sensors such as DHT11/22 and HC-SR04 transmit data to platforms like ThingSpeak, Adafruit
10, or local MySQL databases. A single-node Hadoop cluster with HDFS and Hive enables
distributed data storage and structured querying. Batch processing pipelines analyze data
stored in HDFS using Hive queries, with results visualized or exported via Python libraries
like Matplotlib and Seaborn. Machine learning models developed using Scikit-learn focus on
regression for trend prediction and K-means clustering for anomaly detection, implemented
via Jupyter Notebook. Performance is evaluated based on accuracy, latency, and throughput,
with a comparison of local and Hadoop-based processing methods. Evaluation parameters
include latency, throughput, delay metrics, regression predictions, and K-means clustering for
anomaly detection. The results reflect a tremendous reduction in delay times. The average
delay is reduced to approximately 7.1 ns, the maximum delay at 9.31 ns, and the minimum
delay at 2.08 ns. The throughput values vary between 0.5 and 2 samples/second, which reflects
processing efficiency. Regression prediction has been done to depict processing delays. The
notable prediction includes 557,005,200.0 and 114,075,200.0. K-means clustering efficiently
detects anomalies. It shows that Block 1 had the maximum delay of 2.116329e+10. The current
work does achieve notable improvement in real-time data processing, thus providing scalable
Nanotechnology Perceptions Vol. 20 No.7 (2024)
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fault-tolerant solutions to the loT ecosystem. In the future, predictive analytics may be refined,
data processing frameworks may be optimized, and hybrid systems may be researched to make
data management secure.
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