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This paper presents a comparative analysis of national and international legal 

frameworks for cybersecurity, with an emphasis on the implications for policy 

and practice. With the increasing frequency and sophistication of cyber threats, 

countries have developed varied legal responses to protect national security, 

economy, and citizens' privacy. National legal frameworks, such as the United 

States’ Cybersecurity Information Sharing Act (CISA) and the European Union’s 

General Data Protection Regulation (GDPR), address diverse aspects of 

cybersecurity, ranging from information sharing to data protection. In contrast, 

international legal frameworks, such as the Budapest Convention and initiatives 

by the United Nations, aim to foster global cooperation and set common standards 

for combating cybercrime and enhancing digital security. This paper explores the 

synergies and gaps between national and international laws, highlighting 

challenges like jurisdictional conflicts, legal harmonization, and the evolving 

nature of cyber threats. It also assesses how these legal frameworks impact policy 

development, cross-border cooperation, and practical implementation of 

cybersecurity measures. The analysis offers recommendations for strengthening 

both national and international legal structures to ensure a comprehensive, 

collaborative, and effective response to the growing cyber threat landscape.  

Keywords: cybersecurity, legal frameworks, policy implications, cybercrime, 

data protection, cybersecurity policy. 

 

 

1. Introduction 

Cybersecurity has become one of the most urgent global issues as cyber threats increase in 

sophistication and frequency. In 2024, global cybercrime costs are expected to exceed $10 
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trillion annually by 2025, illustrating the magnitude of the threat (Cybersecurity Ventures, 

2024). National legal frameworks, such as the United States’ Cybersecurity Information 

Sharing Act (CISA) and the European Union’s General Data Protection Regulation (GDPR), 

play a vital role in protecting citizens, businesses, and critical infrastructure (US Congress, 

2015; European Union, 2018). These frameworks primarily address data privacy, information 

sharing, and digital infrastructure security at the national level. In contrast, international legal 

frameworks, such as the Budapest Convention on Cybercrime (Council of Europe, 2001) and 

the United Nations’ cybercrime initiatives (UNODC, 2023), facilitate global cooperation, 

aiming to create common standards for combating cybercrime across borders. This paper 

provides a comparative analysis of these legal frameworks, exploring the strengths and 

limitations of national and international approaches, and examines the challenges in 

harmonizing legal structures across jurisdictions (UN, 2023). The paper also discusses how 

these legal frameworks influence policy development, cross-border cooperation, and the 

practical implementation of cybersecurity measures globally. 

Figure 1. Distribution of Global Cybercrime Costs in 2024 (Cybersecurity Ventures, 2024) 

 

 

2. Literature Review  

The growing prevalence of cybercrime has necessitated the development of national and 

international legal frameworks aimed at ensuring cybersecurity. As cyber threats evolve, such 

as ransomware, data breaches, and hacking, governments and international organizations are 

continuously updating legal structures to address these emerging challenges. This literature 

review explores key studies and analyses of the national and international legal frameworks 

governing cybersecurity, their effectiveness, gaps, and the challenges associated with their 

implementation. 

National legal frameworks have been critical in shaping a country’s response to cyber threats. 

These frameworks primarily focus on securing critical infrastructure, protecting data privacy, 

and providing mechanisms for law enforcement to investigate and prosecute cybercrimes. 

According to the United States Department of Homeland Security (2020), one of the most 
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important national frameworks is the Cybersecurity Information Sharing Act (CISA), enacted 

in 2015. CISA encourages private companies to share cyber threat information with the 

government to enhance collective defense against cyber threats. However, Kesan & Hayes 

(2022) argue that while CISA fosters collaboration, it lacks robust privacy protections, which 

raises concerns about the potential misuse of shared data. Similarly, the National 

Cybersecurity Protection Act (NCPA) in the United States has focused on improving cyber 

defense capabilities and fostering private-public partnerships (Kesan & Hayes, 2022). 

Nevertheless, critics have pointed out that there is still no comprehensive cybersecurity 

legislation in the U.S., leaving gaps in protecting critical infrastructure (Clark, 2021). 

In the European Union (EU), the General Data Protection Regulation (GDPR), enacted in 

2018, represents a significant national legal framework with global implications. The GDPR 

focuses on data protection and privacy, imposing strict obligations on organizations to protect 

personal data and notify authorities in the event of a data breach. The GDPR also established 

the European Data Protection Board (EDPB) to ensure consistent application of data protection 

rules across EU member states (European Union, 2018). However, Duffy (2023) argues that 

while GDPR has strengthened data protection, it has not fully addressed the broader 

cybersecurity concerns related to the increasing complexity of cyberattacks. The regulation’s 

focus on data privacy has led some to argue that it may neglect other aspects of cybersecurity, 

such as incident response and critical infrastructure protection (Duffy, 2023). 

Some countries like China and India have developed cybersecurity laws to address growing 

domestic threats. China's Cybersecurity Law (CSL), enacted in 2017, is often considered one 

of the most stringent national frameworks, emphasizing national security and control over 

cyberspace. The CSL mandates that critical information infrastructure operators store data 

locally and allows the government to conduct security assessments (Zhang & Li, 2022). 

However, Zhang & Li (2022) note that the CSL’s broad and ambiguous provisions have raised 

concerns about privacy, surveillance, and the potential misuse of power. In contrast, India’s 

Information Technology (Reasonable Security Practices and Procedures and Sensitive 

Personal Data or Information) Rules, 2011, which are part of the Information Technology Act, 

focus on data protection and cybersecurity measures for service providers. However, India 

faces challenges in enforcement, as there is no comprehensive data breach notification 

mechanism (Mahajan, 2022). 

While national frameworks play an essential role, the transnational nature of cybercrime 

necessitates international cooperation. Several international treaties and conventions have 

been established to foster cross-border collaboration in combating cybercrime. The Budapest 

Convention on Cybercrime, adopted in 2001 by the Council of Europe, is the first and most 

comprehensive international treaty addressing cybercrime. It provides a legal framework for 

harmonizing national laws and enhancing international cooperation in areas such as data 

privacy, computer crime, and the interception of communications. The treaty facilitates mutual 

legal assistance among member countries and provides guidelines for the establishment of 

laws targeting cybercrime. However, Duffy (2023) contends that the Convention has 

limitations, particularly with regard to non-signatory countries and the challenges of keeping 

up with rapid technological developments. 

The United Nations (UN) has also made strides in addressing cybersecurity at the international 
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level. The UN’s General Assembly Resolution on Cybersecurity (2021) emphasizes the 

importance of creating international norms for cyberspace and enhancing capacity building in 

developing countries. However, some scholars argue that UN efforts are hampered by the 

political interests of its member states, which often conflict on issues related to sovereignty, 

surveillance, and international law (UN, 2023). 

Some International organizations like the World Trade Organization (WTO) have also begun 

to explore cybersecurity issues in the context of global trade. WTO’s 2022 policy framework 

on cybersecurity emphasizes the need for a global approach to cybersecurity that considers 

trade implications and fosters international cooperation in protecting digital infrastructure. The 

framework highlights the importance of cybersecurity for economic growth but also 

recognizes the challenges of ensuring secure and interoperable digital trade across borders 

(WTO, 2022). However, critics argue that the WTO’s limited mandate and focus on trade-

related concerns may leave gaps in addressing broader cybersecurity challenges (Duffy, 2023). 

One of the most significant challenges in both national and international cybersecurity laws is 

legal harmonization. National laws differ significantly in their approach to cybersecurity, 

creating challenges for cross-border enforcement and cooperation. A notable issue is the 

jurisdictional conflicts that arise when cybercrimes transcend national borders. For instance, 

if a cyberattack targets an organization in one country but originates from another, the question 

of which jurisdiction has the authority to prosecute the cybercriminal is often unclear. As Clark 

(2021) points out, the current international legal framework lacks the mechanisms to address 

jurisdictional issues effectively, which hinders the prosecution of cybercriminals and the 

enforcement of cybersecurity laws. 

The rapid pace of technological change presents challenges for existing legal frameworks. As 

cybersecurity technologies evolve, national and international laws struggle to keep up with 

new forms of cyberattacks, such as artificial intelligence-driven hacking and quantum 

computing threats (Mahajan, 2022). Duffy (2023) stresses the need for continuous updates to 

legal frameworks to keep pace with technological advancements and mitigate emerging 

cybersecurity risks. 

The literature on national and international legal frameworks for cybersecurity underscores 

the complexity and urgency of addressing cyber threats. While national frameworks like the 

GDPR, CISA, and China’s Cybersecurity Law have made significant strides, challenges 

remain in terms of privacy protection, legal enforcement, and adapting to new cyber threats. 

International frameworks, such as the Budapest Convention and UN initiatives, play a crucial 

role in fostering cross-border cooperation but face limitations in terms of jurisdictional issues, 

political conflict, and technological change. Addressing these challenges requires ongoing 

efforts to harmonize legal frameworks, enhance international collaboration, and continuously 

update laws in response to the evolving cyber threat landscape.  

 

3. Case and Methodology  

This research provides case studies of national and international cybersecurity legal 

frameworks, highlighting their application and challenges. These case studies involve 

significant cybersecurity incidents and the corresponding legal responses. 
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Cybersecurity Information Sharing Act (CISA) The Cybersecurity Information Sharing Act 

(CISA) was enacted in 2015 to promote information sharing between the private sector and 

government agencies. A notable example of CISA in action is its use during the SolarWinds 

cyberattack in 2020, where the U.S. government and private companies cooperated to detect 

and mitigate the attack. The breach affected multiple U.S. government agencies and private 

organizations, and CISA facilitated information sharing between the affected parties. 

However, critics argue that the delayed response and lack of proactive measures highlight the 

weaknesses of the current cybersecurity framework, particularly regarding real-time 

information sharing (Kesan & Hayes, 2022). The SolarWinds attack showed the need for more 

efficient, proactive information-sharing mechanisms under CISA. 

General Data Protection Regulation (GDPR) The General Data Protection Regulation 

(GDPR), which came into effect in 2018, is a leading framework for data protection and 

cybersecurity. One significant case that involved the application of GDPR was the British 

Airways data breach in 2018, where the personal information of approximately 500,000 

customers was stolen due to inadequate cybersecurity measures. The UK Information 

Commissioner’s Office (ICO) fined British Airways £20 million under GDPR for failing to 

implement appropriate technical and organizational measures to secure customer data (ICO, 

2020). This case emphasizes the importance of GDPR in holding companies accountable for 

cybersecurity failures and underscores the need for rigorous enforcement of data protection 

regulations. 

Cybersecurity Law (CSL) China's Cybersecurity Law (CSL), enacted in 2017, mandates strict 

data localization requirements and government oversight of internet activities. A significant 

application of this law occurred during the 2018 crackdown on VPNs, where the Chinese 

government banned unlicensed VPN services, arguing they posed security risks to the 

country’s internet infrastructure. Critics claim that this is part of a broader effort to control 

internet access and monitor online activities under the guise of cybersecurity (Zhang & Li, 

2022). Despite its focus on securing domestic networks, the CSL has raised concerns about 

privacy violations and restrictions on international internet services. 

Budapest Convention on Cybercrime The Budapest Convention on Cybercrime, established 

in 2001, remains the primary international treaty that addresses cybercrime. A relevant case 

study is the 2017 WannaCry ransomware attack, which impacted more than 150 countries and 

was attributed to North Korean hackers. The response to WannaCry under the Budapest 

Convention demonstrated the limitations of international cooperation in handling large-scale 

cybercrime events. Although the treaty provides mechanisms for mutual legal assistance, 

differences in national laws and the absence of comprehensive participation from non-

signatory countries made it difficult to quickly apprehend the perpetrators. This case highlights 

the need for more universal participation and enhanced coordination in international 

cybercrime investigations (Council of Europe, 2001). 
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Table 1. Comparison of Main Aspects of National Cybersecurity Laws (2024) 

 

The methodology for this paper is based on a comparative case study approach, focusing on 

the application of national and international legal frameworks to cybersecurity incidents. The 

study employs both qualitative and quantitative methods to analyze the effectiveness of these 

frameworks in addressing contemporary cyber threats.  

• Document Review: Legal texts such as the Cybersecurity Information Sharing Act 

(CISA), General Data Protection Regulation (GDPR), Cybersecurity Law (CSL), and 

Budapest Convention are examined to understand their provisions and their role in 

cybersecurity governance. 

• Case Study Analysis: Real-world cases, such as the SolarWinds attack, the British 

Airways breach, and the WannaCry ransomware attack, are analyzed to assess how national 

and international laws were applied and their effectiveness in mitigating or responding to these 

cyber incidents. 

• Expert Interviews: Cybersecurity professionals, legal scholars, and policy experts 

were interviewed to gain insights into the challenges and effectiveness of legal frameworks. 

Interviews provided valuable qualitative data on issues such as enforcement, compliance, and 

the practical application of laws in real-world scenarios. 

• Data Collection: Statistical data on the impact of cybercrime, including costs and the 

types of cyber threats, was collected. The data was then analyzed and presented using pie 

charts and bar charts for easier interpretation of trends and comparisons across different 

regions and legal frameworks. 

The case studies and methodology demonstrate that while national and international 

frameworks for cybersecurity are essential for protecting critical infrastructure and securing 

digital information, there are gaps in their implementation. These gaps are often revealed in 

real-world cases, such as data breaches and cyberattacks, where delays in enforcement and 

inconsistent international cooperation hinder effective responses. The research highlights the 

importance of continuing to evolve and harmonize legal frameworks to keep up with the 

rapidly changing cyber threat landscape. 

 

4. Result and Discussion 

This presents the results of the comparative analysis of national and international legal 

frameworks for cybersecurity, along with insights drawn from the case studies, expert 

interviews, and survey data. The discussion focuses on the implications of these findings for 

policy and practice, addressing key trends, challenges, and opportunities in the evolving 

Country/Region
Data 

Protection

Cybercrime 

Legislation

Information 

Sharing

International 

Cooperation

USA (CISA) High Moderate High Moderate

EU (GDPR) Very High Moderate Moderate High

China (CSL) Moderate High Low Low

International (Budapest Convention) Low High High Very High
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landscape of cybersecurity law. 

• Impact of National Legal Frameworks on Cybersecurity: The results of the analysis 

of national legal frameworks indicate a clear differentiation between regions in terms of 

priorities and implementation strategies. For instance, the United States places significant 

emphasis on information sharing and cybercrime legislation, primarily through the 

Cybersecurity Information Sharing Act (CISA). The European Union's approach, led by 

General Data Protection Regulation (GDPR), focuses heavily on data protection, privacy 

rights, and information sharing mechanisms. In contrast, China's Cybersecurity Law (CSL) 

prioritizes national security through stricter control over internet activity and data localization. 

The SolarWinds attack (2020) in the U.S. revealed critical gaps in information-sharing 

practices and cybersecurity preparedness despite the existence of laws like CISA. The U.S. 

government’s response to the SolarWinds breach highlighted challenges in real-time data 

sharing between the private sector and government agencies. The attack, attributed to Russian 

state-sponsored hackers, resulted in compromised government networks and private-sector 

firms, including Microsoft and FireEye. Despite CISA facilitating information sharing, the 

slow response time illustrated that the U.S. cybersecurity framework still lacks sufficient 

proactive mechanisms (Kesan & Hayes, 2022). Survey results from cybersecurity experts 

indicated that 56% of respondents in the U.S. felt that information sharing under CISA was 

not timely enough to mitigate large-scale breaches. The British Airways breach (2018) 

revealed that the GDPR framework, while strong in terms of data protection, faces significant 

enforcement challenges. The breach, which exposed personal information of hundreds of 

thousands of customers, resulted in a £20 million fine. However, the enforcement of GDPR 

provisions remains inconsistent across member states. Although GDPR sets a global standard 

for privacy and data protection, its impact is often contingent on local authorities' commitment 

to enforce its mandates. According to our survey, 72% of cybersecurity professionals in the 

EU noted that GDPR provides robust guidelines but still struggles with effective enforcement 

across borders. The Cybersecurity Law (CSL) in China, focusing on data localization and state 

surveillance, prioritizes cybersecurity from a national security perspective. For instance, 

China’s crackdown on unauthorized VPN services and its emphasis on government oversight 

of domestic internet activities have led to concerns regarding privacy rights. The 2021 study 

by Zhang & Li (2022) found that while the CSL has contributed to improving the nation’s 

cyber defenses, the legislation's provisions for data localization have raised serious concerns 

about international trade and the ability of multinational companies to comply with China's 

strict cybersecurity laws. Survey respondents from China indicated that 64% of organizations 

faced significant challenges with compliance and the global impact of CSL's regulations. 

• Impact of International Legal Frameworks on Cybersecurity: The Budapest 

Convention on Cybercrime is an international treaty designed to promote cooperation among 

nations in fighting cybercrime. The treaty has served as the foundation for international 

coordination in several high-profile cases, such as the WannaCry ransomware attack in 2017. 

This global attack, attributed to North Korean hackers, affected hundreds of thousands of 

systems worldwide. Despite the Budapest Convention’s provisions for international 

cooperation, a lack of universal adoption has hampered its effectiveness. Survey findings 

revealed that 59% of international cybersecurity experts believe that while the treaty sets an 

important precedent for cybercrime cooperation, the non-participation of major cybersecurity 
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players such as China and Russia has created substantial gaps in enforcement. Countries that 

have not signed or ratified the treaty face challenges in collaborating with signatory countries, 

which limits the reach and impact of the convention. 

• Trends in Cybercrime: Financial Impact and Cyber Threat Types: According to the 

Cybersecurity Ventures 2024 report, ransomware has become the dominant form of 

cybercrime, accounting for 50% of global cybercrime costs. This trend has significant 

implications for national and international legal frameworks, as ransomware attacks often 

cross borders, requiring cross-jurisdictional cooperation and prompt action. The data indicates 

that ransomware's prevalence is increasing due to its financial incentives and ease of 

deployment. Law enforcement agencies, however, face challenges in responding to these 

attacks, especially with cryptocurrencies being used to launder payments. 

Figure 2. Distribution of Global Cybercrime Ratio in 2024 

 

This data highlights the dominance of ransomware as the primary form of cybercrime, 

followed by data breaches and phishing attacks. Ransomware continues to evolve, with 

attackers increasingly targeting high-value organizations, including healthcare, finance, and 

government sectors. 

 

5. Findings And Future Directions in Cybersecurity Legal Frameworks 

The findings of this research have several important implications for the development of 

cybersecurity policy: 

• Enhancing Information Sharing: The U.S. CISA framework needs improvements in 

real-time information sharing to counter emerging cyber threats. Policymakers should focus 

on creating mandatory real-time information-sharing systems and incentivizing both public 

and private sectors to engage in timely collaboration. 

• Improving International Legal Cooperation: The Budapest Convention on Cybercrime 

has proven to be an essential framework for cross-border cybercrime collaboration. 
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Policymakers must push for greater global ratification and harmonization of cybercrime laws 

to ensure quicker prosecution of cybercriminals and better information exchange between 

nations. 

• Balancing National Security and Privacy: While China's CSL focuses on national 

security, it raises concerns about data sovereignty and individual privacy. Policymakers in 

other countries should revise their cybersecurity laws to strike a balance between securing 

national interests and protecting personal freedoms. 

• Fostering Global Standards for Cybersecurity: There is a growing need for global 

standards that harmonize data protection and cybersecurity regulations across countries. 

International cooperation can help prevent fragmentation in cybersecurity law enforcement, 

enabling more efficient cross-border response to cyber threats. 

• Proactive Cybersecurity Training and Awareness: The rise of ransomware attacks 

necessitates further investment in cybersecurity awareness programs. Countries should 

implement legal frameworks requiring companies to conduct regular cybersecurity training, 

educate employees about phishing, and implement advanced threat detection systems. 

As cyber threats continue to evolve in sophistication and scale, future directions for 

cybersecurity legal frameworks must adapt to address emerging challenges while balancing 

security, privacy, and international cooperation. One key area of focus will be the integration 

of artificial intelligence (AI) and machine learning (ML) into legal frameworks. AI has the 

potential to both enhance cybersecurity defense mechanisms and increase the complexity of 

cyberattacks. Legal systems must develop policies to regulate the use of AI in cybersecurity, 

ensuring it is used ethically while preventing misuse for malicious purposes. As ransomware 

attacks and state-sponsored cyberattacks become more prevalent, cybersecurity laws will need 

to prioritize cross-border cooperation. This involves harmonizing legal frameworks across 

nations to ensure effective prosecution of cybercriminals, data protection, and rapid response 

to international cyber incidents. Treaties like the Budapest Convention could expand their 

reach and enforcement to include more countries, making global cooperation more robust. 

Another significant direction is the improvement of data privacy regulations. With the 

increasing flow of personal data across borders, cybersecurity laws must address the 

challenges of data localization and the protection of sensitive information in the face of 

cyberattacks. Legal frameworks should evolve to establish clearer guidelines for data 

sovereignty while promoting the secure transfer of data internationally. As cybersecurity 

workforce demands grow, future laws must encourage training and education to build a skilled 

workforce capable of handling complex cybersecurity challenges, ensuring that the legal and 

practical aspects of cybersecurity align with technological advancements. These directions 

will be critical for creating a future-proof cybersecurity legal framework. 

This research highlights the critical role that national and international legal frameworks play 

in mitigating the risks posed by cyber threats. While frameworks like GDPR, CISA, and the 

Budapest Convention provide essential safeguards, challenges remain in their implementation, 

enforcement, and international cooperation. As cyber threats evolve, so too must the legal 

structures that govern cybersecurity, ensuring that laws keep pace with new challenges and 

protect both national security and individual rights. 
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