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In a vehicle communication system, each vehicle transmits a BSM message including information
about its location, speed, direction, etc. together with a signature of the message in a broadcasting
mode once at regular intervals. The receiving side can use the signature of the received BSM
message to confirm that the contents of the message are not forged/falsified and are normal. When
generating the signature of the BSM message, the sender's private key is used, and the receiver's
public key is used to determine whether the received BSM message is normal or not. In this study,
a method was studied to allow the private key and public key used for message signature and
verification to be changed according to location. The user who generates the signature holds a
location-independent secret key (KRs), and based on KRs, a secret key that changes depending on
the location (KRId-s) is generated. This location dependent private key is used in the message
signature. A location independent public key (KUs) is stored in the certificate. The receiving side
generates a public key (KUId-s) that changes according to location based on KUs, and uses it to
determine whether the received message is normal. Therefore, the receiving side has the
advantage of not needing to separately verify the location information.

Keywords: Location dependent, Public key, Certificate, Security, Vehicle Communication.

1. Introduction

An entity or person and a public key are linked together by means of an electronic document
called a certificate, which bears a digital signature. The company that validates the true
identity of the person who holds the certificate and issues the certificate is known as the
certificate authority (CA), and it is a reliable third party (Jake, 2017). The purpose of a
certificate is to establish a trust relationship between two parties that are communicating over
the Internet. Public key certificates are commonly used in secure communication protocols
such as HTTPS, FTPS (ftp secure), SMTPS (simple mail transfer protocol secure), and
virtual private networks (VPNSs).

Public Key Infrastructure, or PKI, is the specification that describes how certificates and CA
work. By combining public and private keys, PKI is a technigque that aids in securing online
communication. The PKI system employs a sender's private as well as public keys in
conjunction to safely interact with another person or device. According to Josh (2020) and
Adams et al. (2003), the exchange of messages takes place via the use of a sender's private
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key for encryption and a receiver for decryption. In a vehicle communication system, this
kind of PKI system is used and used. A vehicle communication system is a system that
allows vehicles to communicate with each other and with roadside equipment (RSE). This
communication can be used for improving safety, optimizing traffic flow, or providing
infotainment services. There are several technologies that can be used for vehicle
communication, including dedicated short-range communication (DSRC), cellular networks,
and IEEE defined wireless access in vehicular environments (WAVE) technologies.

Particularly intended for use in transportation, the DSRC is a form of wireless
communication operating in the 5.9 GHz frequency region. Over short distances, it enables
direct communication between cars and roadside infrastructure. Automotive communication
can also be facilitated via cellular networks, including 4G and 5G. One of the wireless
communication protocols in the IEEE 802.11 family is IEEE WAVE, also referred to as
IEEE 802.11p. It is designed specifically for use in vehicular communication systems and
the WAVE uses the DSRC protocol (IEEE, 2013; IEEE, 2010). In addition to these
technologies, there are also various protocols and standards that have been developed to
enable interoperability between different communication systems and devices. Examples
include Vehicle-to-Everything (V2X) communication, which allows vehicles to
communicate with other vehicles, pedestrians, and infrastructure (Ahmad et al., 2021; Zhao
et al., 2022). In V2X communication, each vehicle periodically transmits a Basic Safety
Message (BSM) in broadcast mode. This BSM message stores data such as the vehicle's
position, speed, heading, and other basic safety-related information. The BSM message is
transmitted in broadcast mode, and neighboring cars or roadside infrastructure devices that
receive this message can use it to improve the safety and efficiency of vehicle operation
(Noah, 2018). Car functioning may be seriously jeopardized if an attacker generates and
transmits a malicious BSM message. As a result, the ability to discern if a BSM
communication is forged must be provided to the recipient for the message. Currently, to do
this, the sender signs the message using their secret key, and the receiver checks the
signature to see whether it was faked. Nevertheless, this method raises the recipient-side cost
of message verification. Every automobile has to be able to validate one BSM message every
5ms, for instance, if 20 cars are in the area and one car transmits the message once per
100ms. In this study, we propose a solution that supports a public key that is automatically
changed according to the location information, and we research how to apply it to car
communication. The proposed method has the advantage of not requiring the sender to
transmit location information, and the recipient can quickly verify the received BSM
message (IEEE, 2022; SAE, 2020).

In section 2, we describe the general methods for creating and verifying certificates and the
structure of certificates, and explain the methods of transmitting location information based
on these conventional methods. Section 3 describes the operation and advantages of the
method proposed in this study, and Section 4 describes the conclusion.

2. TRANSMISSION AND VERIFICATION OF LOCATION INFORMATION

In this chapter, we describe the structure, creation, and verification of certificates, and the
traditional method of using certificates to transmit location information in a car
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communication system.
2.1 Certificate creation and verification
Figure 1 shows the process of creating and verifying a certificate.
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ReqUEStl IDAlicel KUprice

(3) Caiice = “IDprices KUpyjces
Timel, ..”, “CA sign”

Name: Alice
Pub key: KU i,

additional info.

CA’s signature

(1) gener‘ate KUAlice, I<R.n\lice

ID, : identifier of A
KU, : A’s public key
KRy : A’s private key

Fig. 1: Certificate creation and verification

There are several steps involved in creating a digital certificate (Villanueva et al., 2022;
Eungi, 2019; Cooper et al., 2005).

. Generate a Public/Private Key Pair: The production of a public/private key pair
(KUA, KRA) is the initial stage in the certificate creation process. The owner keeps the
private key confidential, but others can access the public key.

. Submit a CSR: A CSR (Certificate Signing Request) is a message that requests the
creation of a certificate and includes the requester's ID and public key.
. Certificate Creation: The CA will verify the information in the CSR and, if

everything is in order, will issue a digital certificate. A certificate is composed of the owner's
ID, public key, and the CA's signature that can verify it.

Digital certificates are used to verify the identity of a person or organization. In order to
verify a digital certificate, the following steps can be taken:

. Check the Expiration Date: The certificate should still be valid and not have expired.
. Check the Issuing CA: The entity validating the certificate, or the person checking it,
should trust the CA that issued the certificate.

. Check the Chain of Trust: The intermediate CAs must be legitimate and the
certificate must be signed by a reliable root CA.

. Check the Revocation Status: The issuing CA had no right to revoke the certificate.
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. Verify The Signature: The "CA's signature” field of the certificate is verified to
prove that the contents of the certificate are correct. This process uses the CA public key
stored in the CA's certificate.

2.2 Certificate Structure

In Figure 2, the structure of an X.509 certificate, which is currently the most widely used, is
shown (Cooper et al., 2008).

The structure of a X.509 digital certificate consists of several fields that contain information
about the certificate and the entity it belongs to. These fields are organized into several
sections, including:

. The header, which identifies the certificate as a X.509 certificate and the version of
the X.509 standard that it follows.

. The serial number, which is a unique identifier assigned to the certificate by the
issuing CA.

. The digital signature of the certificate was created using a cryptographic technique,
which is specified by the signature algorithm. (For example, SHA-256)

. The issuer, which is the name of the CA that issued the certificate.

. The validity period, which specifies the dates between which the certificate is valid.

. The subject, which is the name of the entity to which the certificate belongs (e.g., an
individual, an organization, or a device). (ex. Alice)

. The subject's public key, which is the entity's public key. (ex. KU aiice)

. The extensions, which contain additional information about the certificate or the

entity it belongs to.

. The digital signature, which is used to verify the integrity and authenticity of the
certificate. (CA’s signature)
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version

serial number

signature algorithm id

CA name
validity period
user name
public algorithm id

key info | public key value

extensions
CA signature

Fig. 2: X.509 certificate format
2.3 Verification of Location Information in a Vehicle Communication System

In the vehicle communication system, each vehicle broadcasts a BSM message once every
certain amount of time. The transmitted BSM message is signed with the sender's private key
so that the receiver can verify that the received message is normal.

Figure 3. shows the process of signing the location information message. A message
containing location information is hashed to create a message digest, which is then encrypted
using the sender's private key and used as the message's signature.

Message
Location Message Digest Digital
information (192/256/512 bits) signature
af2d47decf3sa
asymmetric
encryption |

SHA2, SHA3 RSA, ECC '\

private key ( Z
(Alice)

Ty | This is test
document.

ad3fbazice | <

Fig. 3: Location information signing process

Figure 4, the signature verification process of a received message is shown. At the receiving
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side, the signature of the received message is decrypted using the sender's public key and the
resulting value is compared with the calculated digests of the received message. If the two
values are the same, it can be confirmed that the message is normal.

Message digest

hash
SHA2, SHA3
Location

information —_—D

ad3fb423ce \
cignature (oo
decryption

RSA, ECC

public key
@‘f‘f% (Alice)

Fig. 4. Location information verification process

3. LOCATION DEPENDENT PUBLIC KEY SCHEME
3.1 Our Designed Scheme

Each vehicle in a car communication system transmits its location, direction, speed, etc.
information in a BSM message in broadcast mode periodically. In this study, we propose a
solution to quickly verify the location information at the receiver using a location dependent
public key.

Figure 5 shows the operation of the proposed method using ECC (Elliptic Curve
cryptography).

. KRs: sender original private key

. KUs: sender original public key

KUs = KRsX G (G: generator)

. KRia-s: sender location dependent private key

KRies = KRs + (location information)

. KUiq-s : sender location dependent public key
KUja-s = KRig-s XG

= (KRs+ location information) X G

= (KRsXG) + (location information) X G

= (KUs) + (location information) X G

Fig. 5: key generation methods
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The user has a unique secret key/public key (KRs, KUs) and in actual signature and
encryption, the location dependent secret key/public key (KRiqs.s, KU4.s) is used depending
on the location. The user's unique public key KUs is stored in the certificate in the usual way.
This method does not need to separately verify the location information, and has an
advantage that the location information is automatically verified. Figure 6. compares the
operation of the existing signature method and the method proposed in this study.

Location information

_ = Sign with KU
Other information
signature {._—aff’//

Fig. 6(a): Traditional scheme for location verification

Other information } Sign with KUy

signature {__4_HH,//

Fig. 6(b): Our designed scheme for location verification

Fig. 6: Comparison of proposed and existing methods
3.2 Processing of Our Designed Scheme

Figure 7 shows the operation of the receiving side for processing location information
including digital signatures in the conventional method. The receiving side calculates the
hash value including the location information and verifies whether the value is the same as
the value decrypted by the signature of the message. The method proposed in this study does
not require such a process, and has the advantage of being able to verify location information
through a process of simply verifying a certificate.

verify sender certificate;

digest = hash (“Location information | Other information™);

decrypted_sig = decrypt the signature using the public key stored in the sender certificate;
if (digest = decrypted_sig)

verification success;

else

verification fail;

Fig. 7: Traditional location verification methods

3.3 Processing Overheads

In the method proposed in this study, an operation of adding location information to an
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existing secret key is required, and an operation of multiplying the result of this addition by a
generator must be performed.

Figure 8 shows the overhead required for the processing of the method proposed in this
study. This experiment was programmed using openssl in Intel(R) Core (TM) i7-12700K
CPU, RAM 64 GB, Linux fedora 6.1.14-200.fc37.x86_64 environment. Encryption uses the
ECC method, and the compared ECC curves are as follows.

. prime256v1: (NID_X9_62_prime256v1)
. secp224rl: NIST/SECG curve over a 224 bit prime field (NID_secp224rl)
. secp256k1: SECG curve over a 256 bit prime field (NID_secp256k1)
. secp384rl: NIST/SECG curve over a 384 bit prime field (NID_secp384r1)
14 13.281
12
9,921 9.998
0 9.57
BNID X9 62 prime256vl
8 mNID secp224rl
6 ENID secp256kl
NID secp384rl
A
2
0

Fig. 8(a): private key processing overheads (micro-sec)
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Fig. 8(b): public key processing overheads (micro-sec)

Fig. 8: Processing overheads of our designed methods

4. CONCLUSION

Our approach in this study is to modify the user's public key and private key dynamically
based on where they are. Our suggested approach involves the user having a temporal secret
key (KRId-S) that varies based on location and his or her personal secret key (KRS) that is
used to sign messages. When a message is received, its authenticity is assessed by the
receiving end using the temporal public key (KRId-S), which is created based on the location
and is saved in the certificate. Our proposed method has the advantage of not requiring
separate location verification because the public key used for message verification itself
contains location information. Therefore, our designed method can be applied to all systems
that require periodic transmission and verification of location information.

Afterwards, we plan to conduct research to apply the results of this research to actual vehicle
communication systems.
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