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A block of transactions is a collection of recorded transactions. Each block is linked together using
cryptography and includes transaction data, a timestamp, and a cryptographic hash of the block
before it. This is based on distributed ledger technology and can be used with a variety of Internet-
based interactive systems, including the Internet of Things, Identity Management, and Supply
Chain Management. However, some privacy issues make it difficult to use in practise. This study
aims to explore current security risks and privacy concerns related to the blockchain. We have
talked about the present privacy-preserving cryptographic defence methods as well as the
advantages and disadvantages of the cryptographic defence mechanisms utilised in the current real-
world applications.
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1. Introduction

Blockchain is a revolutionary advancement in decentralised information technology that
ushers in a new era. In 2009, Satoshi Nakamoto posted the initial Bitcoin [1] technical
specification and proof of concept (POC) on a mailing list for cryptography. The first and
biggest cryptocurrency, Bitcoin continues to be the market leader in terms of trading volume
and economic worth. As of Dec 2023, the market value [2] of Bitcoins was over $820 billion,
and Ethereum is a decentralised open-source blockchain with smart contract features with a
market valuation of $276 billion. Ethereum is the second-largest cryptocurrency and enjoys a
very strong and dominant position in the cryptocurrency market after Bitcoin. The potential
uses of Blockchain extend far beyond cryptocurrencies and there have been numerous
improvements in developments, new test cases and applications as the technology has recently
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gained more popularity, There are countless possible uses of blockchain technology including
Cryptocurrency, Real estate management, Digital certificate management, E-Voting, 10T
device management and security, Supply Chain, Payment Security Management, Cross Border
Trade, Electronic Health Record Management, Decentralised Finance (DeFi) and many more.
Although cryptocurrency applications are the most popular usage of blockchain, there are
other uses as well, making it appealing for Internet of Things environments with decentralised
topologies and numerous Internet-enabled devices. Data synchronisation and device
management automation in loT devices can be made simpler and faster by leveraging the
blockchain (described in [3], [4], and [5]). The tracking and tracing of the products in supply
chain management system can also be improved by blockchain([6], [7], [8]). Additionally, the
decentralised nature of blockchain might naturally lessen the load on centralised servers that
manage identification or Public Key Infrastructure(PKI) management system([9], [10],[11],
[12]).Blockchain Technology will be an effective abstraction for the creation of distributed
systems, but when deciding how to safeguard user’s interests, it's important to take into
account privacy issues including the revealing of genuine user names and transaction amounts.
For instance, in the blockchain network, if the transactions and conversation between
Purchasers and Vendors are not secured properly, it may result in the disclosure of crucial
trade secrets of the suppliers and purchasers. Adoption of blockchain technology in supply
chain management (SCM) systems is severely constrained because it is possible to determine
the prices of goods from different suppliers by looking at transaction records when the
blockchain is integrated with supply chain management system. As a result, suppliers will
have less incentive to use this blockchain-based system. The aforementioned signs suggest
that a comprehensive study and evaluation of blockchain privacy preservation is required.

2. Security Threats for Blockchain Technology

Blockchain technology generates a tamper-proof immutable ledger of transactions, but
blockchain networks are still susceptible to fraud and cyberattacks. A number of hacks and
frauds have been successful over the years because of recognised weaknesses in the
blockchain technology. Examples include Sybil attacks, Phishing attacks, 51Pecent attacks
and Routing attacks, which pose a danger to blockchains in four different ways.

A Phishing attacks

Phishing is an effort to get a user’s login credentials using fraud. Wallet key owners get emails
from scammers that seem to be coming from a reputable source. The emails contain fake
hyperlinks that request user’s login information. If a user's login credentials or other sensitive
information is compromised, both the end user and the blockchain network could suffer losses.

B. Routing attacks

Real-time, huge data transfers are necessary for blockchains. Data transfers to internet service
providers(ISP's) can be intercepted by hackers. Routing attacks generally hide the danger from
blockchain participants, making everything appear to be normal. However, behind the scenes,
thieves have taken money or private information.
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C. Sybil attacks

The primary objective of this attack is to overload the blockchain network and bring down the
system by creating and using several bogus network identities. Sybil, a popular literature
character name, has been identified as having a multiple identity disorder.

D. 51percent attack

It is also called as majority attack, a gang of miners or an entity will take complete control of
more than 50percent of the blockchain hashing power. Though it is difficult on larger network,
it is very much feasible in smaller networks which require less hashing power to defeat the
majority of nodes.

3. Privacy-Preserving Solutions for Blockchain

In order to improve the anonymity of blockchain technology and also to protect user identity
privacy and transaction data privacy, many researchers have come up with many blockchain
privacy protection solutions. Mixing services, ring signatures, and non-interactive zero-
knowledge proofs are three approaches commonly used in blockchain to maintain anonymity.

A. Mixing services

It's important to note that Bitcoin does not truly ensure anonymity because transactions employ
pseudonymous addresses, which frequently makes it possible to connect one

user's transactions to another. Furthermore, in fig.1, all of the user's transactions might be made
public if even one of those transactions is connected to his identity. In order to conceal their
ownership, in fig.2, mixing services will accept the user coins and exchange them at random
for other coin users. It is also known as laundries or tumblers. By severing the connections
between addresses, mixing services enhances anonymity. No one is aware of the precise
location of any given group of coins since the sources and destinations of the coins are
separated. Coins from one user are exchanged at random with coins from another user is called
mixing. As a result, their ownership of the coins is concealed from the spectator. Before the
transactions are registered in the ledger, a mixing service is used to conceal the connections
between the senders and recipients of such transactions. These mixing services do not offer
any security against coin theft.

Fig. 1. Normal Transaction
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Fig.2.Transaction on Mixing Services

B. CoinJoin

If user A pays ten rupees in cash to user B, B does not know where the money came from.
Later if user B gives to user C, C will not be able to figure out that user A was once owned it.
But transactions in cryptocurrency are completely different and it is made of inputs and

outputs.

Input: 5 Output: 2 @ @ Input: 10 Output: 5 @
@ BTC BTC -> BTC BTC ->

User A User B User UserD

¢ Output: 3 ¢ Output:5

Fig. 2. A Two Different Simple Transaction
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In fig-3, User A has 5 bit coins in his wallet and want to send 2 bitcoins to User B, and User
C has 10 bitcoins in her wallet and wants to send 5 Bitcoins to User D. User A creates a
transaction with 5 BTC UTXO (unspent transaction output) as an input and 2 BTC will be sent
to user B’s address as an output and the balance 3 BTC will be returned to user A’s address,
similarly user C creates a transaction with 10 BTC UTXO (unspent transaction output) as an
input and 5 BTC will be sent to user D’s address as an output and the balance 5 BTC will be
returned to user C’s address. It is basically like writing the details of the transaction amount
and name of the participants in the bill register, the history of the transaction is not hidden and
visible to everyone. As a substitute for traditional bitcoin transaction anonymization, CoinJoin
[14] was put forth in 2013. It is driven by the concept of shared payment. With CoinJoin
process, in fig-4, all the transactions are clubbed and executed as single transaction. The ledger
will show that bit coins were paid from A and C addresses to B and D addresses. The addresses
of A and C is concealed and not visible to everyone.
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Fig. 3. A CoinJoin Transaction

There are various service providers in CoinJoin market who performs the mixing services and
they charge fee for each transaction. Apart from above, user can also generate coinjoin
transaction with discussing other users and make a combined payment, But it requires
technical background to perform the transaction.To overcome these problems, Tim Ruffing
introduced the CoinShuffle concept [15] in 2014, which further evolves the Coin-Join idea and
promotes anonymity by eliminating the need for a third party to scramble transactions.
CoinShuffle is a completely decentralized coin mixing protocol with anti-theft security.

C. Ring Signature

The algorithm of the ring signature is basically a kind of digital signature scheme, Any member
of a group with access to the same set of keys can use the ring signature and the same was
formalised by Rivest, Shamir, and Tauman[16].

serd PK4
SK4

Signature valuel

Fig. 4. Ring signature creation process

The signature contains only ring members. In this, the signer will randomly choose the public
keys from multiple ring members, then combines their public and private keys and random
numbers to complete the signature. The verifier of the signature will only verify that the
signature comes from this signature group, but does not know the actual original signer who
signed the signature. In fig.5, in the ring signature creation process, Signer chooses a group of
selected participants including him and creates a ring like Userl,User2...User7. Each and
every participant will have the public and private key. The signer signs the message with his
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own private key (SK6) and all the public keys PK1, PK2,...., PK7 of the ring members. In fig-
6, The verifier will be able to know someone from the group has signed the message but he
does not know who is the original signer. Therefore, this signature provides complete
confidentiality and anonymity.

;% Signature Value

Werifier

Fig. 5. Signature verification process

The ring signature algorithm must satisfy the below mentioned properties,

1. Unconditional Anonymity: The attacker will not be able to determine which member
of the ring generated the signature.

2. Correctness: Everyone must confirm the signature.

3. Unforgeability: No one else in the ring could replicate the genuine signer's signature.

Even if an attacker received a legitimate signature, he cannot create a fake signature for the
message. In situations where the signer's identity must be protected, especially anonymous
authentication in the cryptocurrency[18] and in the ad hoc group [17] , the ring signature has
a number of uses. For the first time, by using the ring signature, CryptoNote[18] has concealed
the source of the transaction. CryptoNote can safeguard the identity anonymity of both the
payer and the payee’s transactions. A transaction in CryptoNote is signed and confirmed via
ring signature, and the verifiers may only confirm that the signer is a member of a particular
user-set and cannot determine the signer's true identity. It can generate two distinct one-time
private and public key pairs for its payee using a combination of random numbers generated
by the payer and the payee's public address. For each transaction, a payer generates a one-time
key, and the payee is the only one who can get their hands on the accompanying private key.
The beneficiary's address becomes invisible to outsiders thanks to CryptoNote's achievement
that no one can tell if two transactions are made to the same recipient. It uses traceable ring
signatures [19] to track the sender who attempts to sign twice on several transactions to spend
the same currency in order to inhibit double-spending attacks brought on by unidentifiable
payers. Numerous Cryptocurrencies were created based on a similar concept and were inspired
by CryptoNote, with Monero[20] being the most well-known.

D. Zero knowledge proof

It is an encryption technic which was coined by Goldwasser[21] in early 1980°s. Prover and
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verifier are the two parties involved in zero-knowledge proofs. The prover states his proof is
true, without sharing any "knowledge" outside the statement, and the verifier must accept this
assertion[24].Zero-knowledge protocols employes algorithms which takes any data as input
and it gives result as either "true" or "false". A zero-knowledge protocol needs to fulfill the
conditions mentioned below:

1) Completeness: If the given input is authentic, the zero-knowledge protocol consistently
returns “true". Therefore, the proof will be accepted if the underlying claim is accurate, the
prover and verifier are sincere.

2) Soundness: The zero-knowledge protocol cannot be logically tricked into returning "true™
if the given input is flawed. This means that a dishonest prover cannot trick a sincere verifier
into believing a bogus claim to be true.

3) Zero knowledge: The verifier should have zero knowledge of the claim and learns whether
the claim is true or untrue, the verifier cannot derive the contents of the statement from the
proof.

The structure of the zero-knowledge proof consists of three components: Witness, Challenge,
and Response. The prover and the verifier are the two primary roles in zero-knowledge proofs.
In fig-7, here Prover is called as A and the verifier is called as B, A must provide evidence that
he are aware of the secret and the B must be able to confirm whether the A is telling truth or
not.

Select a question
User A Calculate the

Proof
S
Proof

Send the Proof

S

User B

Fig. 6. Witness

in fig-7, the objective of the user A is to prove that he is aware of some secret information.
Here the secret information is nothing but is a proof for the witness. A presumes that the
witness is aware of the evidence, it creates a series of questions which can only be addressed
by a party who have the access to the information. So, user A selects a question at random,
determines the answer, and then sends it to User B to begin the verification process.
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Please answer the question 5,

Select a question

O

User B

Fig. 7. Challenge
In fig-8, user B selects some more new set of questions, and asks the user A to answer.

O >
OSend the answer to the question @

User A

User B
Fig. 8. Response

in fig-9, User A receives the query, determines the response, and gives it back to user B. based
on the response from A, user B can determine whether A has the access to the witness or not.
B again chooses additional inquiries to ensure that A is not just guessing and arriving at the
correct answers only based on assumptions. Over the course of a number of iterations of this
conversation, which continues until B is satisfied, the possibility of A inventing knowledge of
the witness substantially lowers.

E. Non-interactive zero-knowledge proof

Although groundbreaking, interactive proving was only marginally useful because it required
both parties to be present and engage in frequent interaction. Even if the verifier had full faith
on the veracity of the prover, the proof would not be available for independent verification
because it would need new messages between the verifier and the prover to compute a new
proof. To overcome this problem, Non-Interactive Zero-Knowledge Proofs[24] involving a
shared key between the prover and the verifier was introduced by Manuel Blum, Paul Feldman,
and Silvio Micali. This gives the prover the ability to show their knowledge of something
without actually disclosing it. In contrast to interactive proofs, non-interactive proofs simply
required the transmission of one piece of information amongst the prover and the verifier. To
generate a zero-knowledge proof, the prover feeds the secret data to a particular algorithm.
The verifier receives this evidence and will use different algorithm to confirm that the prover
is aware of the confidential information. Once the proof is accessible to anyone to verify, it
decreases the communication amongst the prover and verifier.

The new ZKP-based protocol called zk-SNARK (Zero-Knowledge Succinct Non-Interactive
Argument of Knowledge) has the following extra features:

1. Succinct: The first important feature is, the size of proof is small and due the
reduction of proof size, the verification process completes in some milliseconds.
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2. Non-Interactive: The proof transcript is only one message from the prover to the
verifier, thus there are no rounds of back-and-forth communication necessary.

3. Argument of knowledge: Prover should be with high computational power to verify
the wrong statement.

zk-SNARK protocol consists of 1) Key generator-(G), 2) Proving key (pk), 3) Verification key
(vk) and 4) Secret parameter (A).

-4>A G ? »
vK

Fig. 9. Key generation process

In fig-10, first the key generator has to create two keys pk(proving key) and vk(verification
key). The input to the key generator is secret parameter ().

X

\
$

Fig. 10. Proof generation process

In fig-11, A proof is produced with the key pk and with additional inputs x(common) and
w(private), proof = PF(pk, X, y).

'ﬂ'\
| 27“ vl

Fig. 11. Evaluation of proof

In fig-12,the verifier function(\VF) takes proof as a input along with verifier key and private
input, after completing the evalution process it gives result as to accept or reject. Verification=
VF(vk, X, prf).

bitcoin
Sender address 0BTCD receiver address
Td06182c9548087 31025664 377a698 817d5a30c2003cbads4d0fe17342c85¢c

Fig. 12. Transaction without zk-SNARK

Using zk-SNARK protocol, in fig-13, The sender and receiver addresses are visible to
everyone and it is visible to the public.
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> i
ZEC Unknown (receiver)

Fig. 14. Transaction with zk-SNARK

In fig-14, The sender and receiver addresses are not visible to everyone. Bitcoin transaction
are fully transparent. Everyone can use the Bitcoin block explorer to check the transaction that
has been sent from once BTC address to another BTC address. But in Zcash transactions can
be private only if the user chooses z-address. A special view can provide selective
transparency. Blockchain privacy is significantly increased by zero knowledge proof
technology. This verification method will not reveal any other information about the message
other than the truth of the statement. Numerous examples have demonstrated the value of zero
knowledge proof in blockchain and cryptography. Many issues will be efficiently resolved if
messages can be verified using zero knowledge proof. The most well-known, Zerocoin is
designed with strong cryptographic technic along with zero-knowledge proofs to construct a
currency pool which can be accessed by all over the world, from this currency pool,
participants can easily transact enormous amount of coins without the need of third party. It
is a Bitcoin expansion that provides dependable promises of anonymity which was proposed
by Miers[25]. It does not rely on central banks or digital signatures to validate currencies, this
feature prevents from double spending and also prevents transaction graph analysis. Zerocoin
verifies the authenticity of currencies by demonstrating with zero knowledge that they are
listed on an open list of reliable coins

AN

y

Unknown {Sender)

Zerocash [26] offers even greater anonymity because it never makes public any information
that connects the origin and destination of transactions. In contrast to Zerocoin, which only
concealed a payment's origin and not its destination or quantity, Zerocash conceals both
transaction amounts and user coin values.

Table 1. Security and Privacy Techniques Merits and Demerits

Privacy Applications Type of | Merits Demerits
Technique Privacy
L.The centralized mixing services introduce a
L.Improved protection from | single point of trust and failure, the service
hackers. provider knows everything about the mixed
Mixing Bitcoin User identity 2.An extra Iay_er_of protection. transactions,_and this will lead to trace or
B.Hides the origin of the fund. even steal coins.
f.1t is hard for hackers to trace R.Fee is charged for mixing by the service
where they come from. provide.
B. There will be delay in transactions.
L.High cost and proof scalability.
P.The size of the transactions are very large
which will rapidly increase the storage space
Ring Monero, User Identity 1L.No need trusted setup. in the whole blockchain records.
signature CryptoNote P. Internal unlink ability. B.Keeping ring size small (i.e. more number of
participants) will reduce the anonymity set
size which will lead to increasing the risk of
deanonymization.
Zero- ZeroCoin, Both User L.Hides both transaction and [.The major problem is, it requires trusted
Knowledge Zerocash Identity and | identity details. setup.
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Proof

analysis. secretly mint coin.

4, Conclusion

The advantages and disadvantages of each security and privacy solution are listed in Table-1.
We would like to stress the following three elements in order to accomplish security and
privacy in a complicated blockchain system that must satisfy various security and privacy
criteria with acceptable qualities:

1. The privacy and security of a blockchain cannot be ensured by a single technology.
Therefore, it's crucial to select the appropriate solutions depending on the application
environment.

2. When a new technology is incorporated into a huge, complicated system that already
exists, it invariably leads to new problems or new types of attacks. These demands paying
close attention to risk factors and potential harms of incorporating certain security and privacy
strategies into blockchains and that is error-free or flawless in all ways.

3. Security, privacy and efficiency are continuously in competition with one another. As
opposed to conventional data structures, we should promote the idea that blockchain
technology can offer greater advantages. We list the typical attack vectors against blockchain
in this study. We examine the solutions that are already in place to solve security and privacy
concerns with blockchain technology.
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