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Cyber security has become a critical issue for organizations, especially in public and private sectors
where sensitive information is stored and processed. This study aims to examine the impact of cyber
security strategy on information systems effectiveness, through a comprehensive literature review.
The primary outcome reveals a positive association between effective cybersecurity practices and
the success of information systems, highlighting cybersecurity’'s management vital role in
controlling and protecting information within organizations in the private and public sectors.
Additionally, the research emphasizes the importance of using new tools and mechanisms to search
the sources and causes of cyber threats and attacks and to abandon traditional mechanisms to
identify them, perhaps those related to information systems and methods to manage and protect
information systems and information within organizations. Key recommendations include that
developing a strategy for cybersecurity is crucial for ensuring the resilience of an organization
against cyber risks, and essential to protecting institutions' systems and users' data from theft and
exposure to risks. This investigation enriches the academic dialogue on cyber security's strategic
value and provides actionable insights for entities seeking to improve their systems and maintain
the privacy of their data and information through reinforcement cybersecurity measures.

Keywords: Cyber Security, Cybersecurity Strategy, Cybersecurity Risk Management,
Information System Effectiveness, Cybersecurity Success.

1. Introduction

The rapid environmental changes and developments have led business organizations to rely on
modern technology using applications, technologies, and modern information networks [] ["].
as well as relying on cloud computing ["'], which helped organizations store a huge amount of
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their data on the cloud within the digital space or cyberspace to develop their performance and
make them more efficient and effective. And then stay and carry on.

The increasing use of technologies such as social media, the Internet of Things, mobility, and
cloud computing has led to an expansion of sources of potential cyber risks. this leads to the
emergence and continuation of cybersecurity risks in any place or location where such data is
located [V]. Here organizations, companies, and individuals face different types of cyber
security risks. Organizations that face challenges and risks in the work environment, especially
those related to information and information technology, must follow specific frameworks to
implement an approach that is aware of those risks and threats, rather than focusing on
identifying areas that must be addressed to avoid those unsafe risks and threats that can cause
losses. huge investments.

Using a framework that covers the fully functional areas of business and information
technology responsibility helps organizations avoid many of the risks and threats faced by their
information systems projects. Cybersecurity concentrates on protecting information systems
from cyber threats ["].

The research significant:

The significance of the current research is highlighted by researching and learning more about
cyber security and information system effectiveness to contribute to bridging the knowledge
gap for these variables by clarifying their concepts and the sub-dimensions of each approach
and providing results that can be used in future studies. This is reflected in expanding the range
of visions towards more future studies and research in analyzing the topics of the current study
and linking them with other variables that have a reflection on the effectiveness and efficiency
of information systems of organizations in general. The significance of the current research
stems from the increasing prevalence of cyber threats, understanding how a well-defined
cybersecurity strategy framework affects information systems success is crucial for ensuring
the resilience of organizations against potential cyber-attacks.

The research problem:

Despite some research developments in the subject of cybersecurity, the volume of academic
research work focused on cybersecurity is still relatively small, which makes the scope of
cybersecurity unclear and many gaps must be filled. Theoretically and practically.

Hence, the features of the current problem in its two dimensions can be summarized as follows:
- The theoretical dimension of the problem

The literature and previous studies did not provide a comprehensive framework for formulating
a strategy for cybersecurity in organizations that helps them to reduce cyber risks, and threats
and manage and safeguard their information systems and information in them, as well as help
understand how the practices of cybersecurity can help organizations manage to direct and
control their information technology departments and develop strategic plans for them in line
with their overall strategy.
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- Practical dimension of the problem:

The need to direct the attention of decision-makers in their positions in the organizations to the
need to search for sources and causes of cybersecurity risks and to abandon traditional
mechanisms in identifying and clarifying cybersecurity risks, their nature, and ways to confront
them by developing a clear strategy for cybersecurity, as they must realize that the foundations
of survival Modern continuity are based on new tools and mechanisms, perhaps the most
important of which are those related to information systems and methods of protecting them
and protecting information in them.

The issue of how the organizations develop a cybersecurity strategy to confront cyber risks
and how to reduce them and their impact on the effectiveness of their information systems is
still under discussion and is not clear to the administrations of the organizations, and those
departments do not have an understanding and awareness of the fact that the cybersecurity
strategy is related to methodological alignment planned information systems strategy with the
general and main objectives of the organization.

The research objectives:

The primary objective of this research is to explore the impact of cyber security on information
system effectiveness. Through a comprehensive literature review, this study aims to anatomy
the fundamental concepts and consequences of cyber security and its influence on information
system effectiveness. Furthermore, it seeks to inflame interest among researchers in the
momentous variables under investigation, emphasizing the significance of leveraging the
findings and recommendations derived from this study. This research endeavors not only to
chart the topography between cyber security and information system effectiveness but also to
serve as a stimulus for future investigations, promoting a deeper exploration into how cyber
security strategies can be enhanced to increase the effectiveness of information systems.

2. Methodology:
Literature Review:
Cyber Security.

ISO/IEC 27032:2012 defines cybersecurity as “Preservation of the confidentiality, integrity,
and availability of information within complex environments, which arise from the interaction
of individuals, software, and services on the internet through technological devices and
connected networks” [ [

Cybersecurity is defined as a set of informational, organizational, and technical measures
designed to protect information systems, communications, and networks from activities or
events that could cause damage, destruction, alteration, or disruption of their operations ['"].

Ensuring the continuity of cybersecurity necessitates several requirements, including
confidentiality, integrity, and availability. These requirements guarantee that only authorized
users have access to the information or resources used or stored within the organization's
information systems [/]. This is because the data is integral to all operations within an
organization, preserving it necessitates adherence to specific procedures and rules. These
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include determining access permissions to ensure only authorized individuals can access the
data, thereby maintaining confidentiality. This approach ensures the credibility, reliability, and
availability of the data. Data loss can lead to organizational failure ["'"'].

Cybersecurity strategy.

Cybersecurity strategy is defined as “Investigating security threats to an organization involves
identifying security weaknesses, locating vulnerabilities and breach points, and making
informed decisions about managing the cyber risk landscape” [ii]. It has also been defined as
“the measure, techniques, and policies involved in cybersecurity risk management” [*].

The National Institute of Standards and Technology (NIST) defines cyber risk management as
“a framework for enhancing the security of cyberinfrastructure” [¥]. It was explained that “The
Cyber Risk Management (CRM) framework encompasses three interconnected processes:
cyber risk assessment, identified risk analysis, and regular evaluation of cyber risks” [i] [ii].

Cybersecurity risk management (CRM) is the “The process involves detecting an
organization’s security threats, identifying vulnerabilities to pinpoint potential attack vectors,
and making decisions on how to address the cybersecurity risk” [ii]. Where defined as “the
process of managing cybersecurity risk” [ix].

Implementing comprehensive organizational risk management has become a standard practice,
yielding both tangible and intangible benefits. These include enhanced performance across all
management operations, bolstered organizational reputation, increased competitiveness, and
mitigation of damages resulting from threats and risks through systematic risk identification,
assessment, analysis, response, and control [ii].

The framework for the cyber security management model is crucial and indispensable for
organizations, aiding in the protection of cyber security and the reduction of cyber risks and
threats within their operations [ii] [iii] [*].

Cyber Risk Assessment.

Cyber risk assessment is a foundational and crucial initial process within the broader domain
of cybersecurity and cyber risk management [¥] [*']. It is considered as an integral component
of the organization's enterprise risk management process [V]. It entails systematically
assessing the organization's information technology (IT) infrastructure, identifying potential
cyber threats, analyzing system vulnerabilities susceptible to these threats, evaluating the
potential impact of these threats if realized, and assessing the likelihood of their occurrence
[xiii].

[xii] explained risk assessment involves identifying assets and systems that require protection
and evaluating potential threats, vulnerabilities, and risks to the organization's core services
and operations. Various methodologies and techniques exist for conducting risk assessments.
One approach integrates results from threat assessments, vulnerability assessments, and impact
assessments to quantify the risk level for each asset-threat pair.

Cyber Risk Analysis.

[*] identified Cyber risk analysis involves conducting a thorough examination of potential
threats to an organization's information systems, devices, and data security, aiming to prevent
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cyber-attacks. It includes a detailed exploration and understanding of identified risks to discern
their nature, potential consequences, and the most effective strategies for managing or
mitigating them [*1].

[V stated that “Cyber risk analysis involves assessing the likelihood of threat events and
identifying vulnerable conditions that could adversely affect system assets. The analysis
evaluates the impact of these events and calculates risk exposure using methodologies outlined
in the organization’s risk strategy. Results are documented in rating column reports under
Likelihood, Impact, and Exposure”.

Respond to Cyber Risk.

[*xv] highlighted the essential for effectively responding to cyber risks, emphasizing proactive
planning, prompt detection, and efficient containment strategies. They underscored the
importance of incident response plans that include isolating affected systems, analyzing
attacks, mitigating damage, and restoring systems.

[ addressed the need to address cyber risks by implementing measures such as deploying
security protocols, updating software, training employees in cybersecurity best practices, and
regularly assessing and adapting security measures to evolving threats. The objective is to
minimize the impact of cyber threats and uphold the integrity, confidentiality, and availability
of critical data and systems.

Recovery Cyber Risk.

According to [¥*] “The goal of recovery is to restore systems to their normal state after a
security incident. This involves taking specific actions once the threat has been eliminated™.
Based on [*] the recovery phase in cyber risk management encompasses post-incident
activities such as data restoration, system reconfiguration, and service reinstatement. It also
involves implementing enhanced security measures to mitigate the risk of similar incidents in
the future.

Activity Control.

Previous studies showed the concept of activity control in cybersecurity and its importance in
mitigating cyber risks within the organization. [*] [l demonstrated that “Activity control
involves managing, monitoring, and organizing user activities within the information system
or network to ensure security, integrity, and compliance. This includes implementing measures
to restrict and monitor user actions and enforcing policies to prevent malicious activities.”

According to [*"activity control “This involves implementing access controls, authentication
mechanisms, and authorization protocols to manage and oversee user interactions with digital
resources. It includes granting appropriate permissions to users and defining their roles to
monitor and review activities”.

Information System Effectiveness.

IS a set of components to collect, manipulate, store, and disseminate information, aiming to
achieve organizational goals, this is what Zemmouchi-Ghomari defined in the book "Current
Issues in Information Systems — A Global Perspective" by its author, [*V]. “The significance
of information security for organizations lies in their focus on safeguarding confidentiality,
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privacy, and integrity of their most critical asset: data and information” [*].

[*outlined three dimensions of information system effectiveness, based on the Delone and
Mclean model these dimensions are as follows:

System Quality.

System quality is “Desirable attributes of an information system include ease of use, system
flexibility, reliability, ease of learning, intuitiveness, sophistication, and response time” [*""].
According to [*¥"] “System quality a metric used to assess the quality of an IT system”.

Information Quality.

According to [**], information quality is a critical factor in the success of an information
system model, defined as the suitability of information characteristics for information users.
Meanwhile, as explained in [**], information quality refers to the degree to which data or
information is accurate, reliable, timely, relevant, consistent, and usable for its intended
purposes. This ensures that information is trustworthy, comprehensible, and valuable for
decision-making and other organizational functions.

Service Quality.

High service quality has emerged as a distinctive strategy in recent times. To meet the diverse
needs of stakeholders, many organizations have developed websites that offer high-quality
information and services. Consequently, there has been a growing emphasis among service
providers on improving service quality as a pivotal strategy for enhancing stakeholder
satisfaction [**1.

Other studies, such as [**], view service quality through the lens of customer perceptions
regarding the quality of products or services and their alignment with expectations. According
to another study [, there is consensus that service quality is determined by comparing
expectations with perceptions of performance.

Supporting Theories of Study:

This study used some theories and conceptual frameworks such as Resource-Based View
(RBV), and NIST Cybersecurity Framework that helped link cybersecurity strategy and
information system effectiveness and clarify the relationship between them.

- Resource-Based View (RBV)

The Resource-Based View (RBV) was originally formulated by [**V] in his influential 1991
paper titled "Firm Resources and Sustained Competitive Advantage.” He introduced the VRIN
criteria, asserting that resources must be valuable, rare, inimitable, and non-substitutable to
provide a sustained competitive advantage. [**] later expanded on evaluating firms based on
their resource profiles. The RBV theory posits that a firm's resources and capabilities, meeting
the VRIN criteria, are pivotal in achieving competitive advantage. These resources form the
foundation of the firm's strategy and performance [xxxiv].

Cybersecurity as a Strategic Resource

o Valuable: Effective cybersecurity measures protect the organization's information
assets, ensure compliance with regulations, and maintain the trust of the organization.
Nanotechnology Perceptions Vol. 20 No. S8 (2024)
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o Rare: Advanced cybersecurity capabilities, such as cutting-edge technologies and
highly skilled cybersecurity professionals, are not easily available to all organizations.

o Inimitable: The specific combination of cybersecurity policies, practices, and
technologies tailored to an organization's needs makes it difficult for competitors to replicate.

o Non-substitutable: No other resource can fully replace the need for robust
cybersecurity measures in protecting information systems.

Information System Effectiveness as a Strategic Resource

o Valuable: Effective information systems enhance operational efficiency, support the
organization's processes, and improve decision-making.

o Rare: Information systems that are perfectly aligned with the strategic goals of
organizations and that operate seamlessly are unique.

o Inimitable: The integration of information systems with organizations -specific
workflows and data makes them hard to replicate.

o Non-substitutable: Effective information systems are essential for the digital
functioning of organizations, and there are no perfect substitutes for their role.

- NIST Cybersecurity Framework

The NIST Cybersecurity Framework (NIST) comprises guidelines and best practices aimed at
assisting organizations in managing and mitigating cybersecurity risks. Developed by the
National Institute of Standards and Technology (NIST), an agency within the U.S. Department
of Commerce, the framework was initially released in February 2014. It was created in
response to an executive order from former President Barack Obama, aimed at enhancing
cybersecurity for critical infrastructure.

Many studies have employed the NIST Cybersecurity Framework in their research. For study
[ utilized the framework to investigate the impacts of cyber regulations and security
policies on organizational outcomes, focusing on the Protect function. The study presented
empirical evidence demonstrating how the NIST Framework assists organizations in
improving their cybersecurity readiness and resilience. Furthermore, the research referenced
NIST standards to analyze the impact of cybersecurity policies on knowledge management
processes, exploring how adherence to NIST guidelines can enhance the security and
efficiency of knowledge management systems.

A study by [ utilized the NIST Cybersecurity Framework to assist Italian SMEs in
navigating digital transformation while managing cybersecurity risks. The study underscored
the implementation of the Detection and Protection functions through technologies such as
encryption and access controls. It emphasized the significance of the Respond and Recover
functions in developing incident response plans and ensuring rapid recovery from
cybersecurity incidents. The research applied the framework to establish continuous
improvement processes, enabling organizations to adapt to evolving cyber threats.
Additionally, the study referenced NIST standards to evaluate the effectiveness of
cybersecurity practices in organizations using big data analytics, illustrating how adherence to
NIST guidelines enhances the safeguarding of knowledge assets.
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In another study by [xxii], the NIST Cybersecurity Framework was utilized to enhance
cybersecurity practices within organizations in Bahrain. The study employed the Identify
function for Risk Assessment, assessing and identifying cybersecurity risks to gain a
comprehensive understanding of potential threats and vulnerabilities. It also utilized the Protect
function to implement Security Measures, deploying tools like firewalls, encryption, and
access controls to safeguard critical infrastructure and sensitive information. Additionally, the
study incorporated the Detect and Respond functions for Incident Detection and Response,
establishing processes to swiftly identify and mitigate cybersecurity incidents, thereby
reducing their impact. Lastly, the study employed the Recover function for Recovery Planning,
creating and executing plans to restore any capabilities or services affected by cybersecurity
incidents promptly.

While study of [xxxvii] utilized the NIST Cybersecurity Framework to bolster cybersecurity
practices in Kenyan SMEs. The study focused on employing specific functions of the
framework, including ldentifying Risks (NIST Identify Function), Implementing Protective
Measures (NIST Protect Function), Detecting and Responding to Incidents (NIST Detect and
Respond Functions), and Recovery Planning (NIST Recover Function). These efforts were
aimed at strengthening cybersecurity resilience and readiness among small and medium-sized
enterprises in Kenya.

These studies underscore the versatility and effectiveness of the NIST Cybersecurity
Framework across diverse sectors. They emphasize its ability to establish governance
frameworks, conduct comprehensive risk assessments, implement protective measures, and
facilitate ongoing enhancements in cybersecurity practices.

This study implements the NIST Cybersecurity Risk Management Framework within
organizational settings. The framework aids in establishing a cybersecurity governance
structure by forming a committee comprising IT professionals and other pertinent stakeholders.
It also delineates roles and responsibilities for cybersecurity across the organization. Utilizing
this framework, organizational management can evaluate risks to their systems and
infrastructure and deploy proactive measures such as firewalls, intrusion detection systems,
and encryption. Furthermore, it facilitates the development of policies and procedures for
managing access to sensitive information and systems, along with conducting regular
cybersecurity training and awareness programs for staff members.

By employing this framework, organizations can strengthen their capability to detect threats,
identify potential cybersecurity incidents, and develop response and recovery plans
accordingly. The framework facilitates ongoing evaluation and enhancement of cybersecurity
measures, safeguarding infrastructure and fostering a secure environment. Consequently,
organizations can leverage the NIST Cybersecurity Framework to fortify their cybersecurity
posture, safeguard sensitive information, and bolster the resilience of their operations.

Based on RBV, and NIST Cybersecurity Framework the researcher developed a conceptual
framework that illustrates the relationships between variables in this study by the following:

Hypothesis development:
Cybersecurity Strategy and Information System Effectiveness.

The relationship between cybersecurity strategy and information system effectiveness is
Nanotechnology Perceptions Vol. 20 No. S8 (2024)
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considered complex and interconnected within the organizational context. [**Vconfirms the
prerequisites for attaining cybersecurity in management information systems within select
Arab countries. The study's findings delineate cybersecurity prerequisites pertinent to
administrative information systems, underscoring how this security significantly influences the
efficiency and overall functionality of information systems by guaranteeing continuous
operation.

The study by [***] demonstrated the correlation between the effectiveness of information
security and the prevalence of information security threats. A robust cybersecurity strategy
emphasizes safeguarding digital assets, systems, and information against cyber threats. When
implemented adeptly, it fortifies the security stance of information systems, safeguarding them
from unauthorized access, data breaches, malware, and other risks.

['] explores the tactics employed by leaders of small financial institutions in Qatar to safeguard
their information systems against cyber threats, driven by the expanding reliance on computer
networks in their business's trading and governance facets. The findings underscore that these
leaders protect their information systems by proficiently overseeing information security
practices, establishing robust cybersecurity policies, identifying, assessing, and mitigating
cybersecurity risks, and implementing a comprehensive organizational strategy.

[ aimed to identify the primary cybersecurity risks (CSR) encountered by Kenyan SMEs and
to devise an implementation strategy that serves as a guide for treating cyber-risk (CR) as a
business risk. The study findings indicate that effective management of cyber-risk within
SMEs hinges on investments in cybersecurity, robust cybersecurity governance, training and
awareness initiatives, well-defined cybersecurity policies, proactive cybersecurity
vulnerability management programs, real-time network monitoring, and incident management
protocols.

Drawing from the literature review, the following hypothesis was formulated:
H1: Cybersecurity strategy has a positive impact on Information system Effectiveness.
Cyber Risk Assessment and Information System Effectiveness.

The importance of assessing cyber risks for maintaining information systems is evident in
previous studies, [xi] The study introduced a novel framework that identifies practical
organizational drivers and priorities aimed at enhancing cyber resilience from a regulatory
standpoint. The results indicated that numerous organizations still face challenges in
implementing cybersecurity risk assessment and management programs.

The study [*'] conducted a review of existing cyber risk assessment methodologies and their
applicability to NIST guidelines for Internet of Medical Things (IoMT) systems, focusing on
Operationally Critical Threats, Asset and Vulnerability Assessment, Threat Assessment, and
Remediation Analysis.

The study described in [*'"] aimed to establish a framework for cybersecurity risk assessment
within an organization. This framework enables systematic evaluation of a firm's strategic
alignment with its cybersecurity posture. The objective is to aid senior management in
optimizing security investments while effectively managing cyber risks within their
organization. This research addresses the critical need to enhance the capabilities of
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organizational leaders, including Chief Information Officers (ClOs) and others, in addressing
the escalating challenge of cybersecurity threats through a comprehensive methodology for
cross-organizational cybersecurity risk management.

Therefore, the second hypothesis for the study was proposed as follows:
H2: Cyber Risk Assessment has a positive impact on Information System Effectiveness.
Cyber Risk Analysis and Information System Effectiveness.

According to [¥] Tiii] [ix], highlight the critical role of Cyber Risk Analysis in assessing the
effectiveness of information systems across various sectors, including healthcare, financial
institutions, and educational settings. These studies explore how analyzing cyber risks
influences the enhancement of information system effectiveness within these specific domains,
the third hypothesis for the study was proposed as follows:

H3: Cyber Risk analysis has a positive impact on information system effectiveness.
Response to Cyber Risk and Information System Effectiveness.

A study referenced by [xli] addressed responses to cyber risks, highlighting cyber security
incident management as a significant area of concern. The study underscored that many
companies are inadequately prepared due to limited resources, leading to heightened
vulnerability to cyber security incidents. It recommends that companies develop actionable
strategies to effectively manage discovered cybersecurity occurrences.

Another study, conducted by [*V], aimed to investigate managerial responses to data security
breaches and whether such breaches prompt increased earnings management activities. The
findings indicate that firms are more likely to engage in earnings management, particularly
when breaches involve financial data and disclosure of the breach is delayed.

these previous studies indicate a positive relationship between response to cyber risk and
information system effectiveness. Therefore, the fourth hypothesis for the study was proposed
as:

H4: response to cyber risk has a positive impact on information system effectiveness.
Recovery Cyber Risk and Information System Effectiveness.

The relationship between recovery from cyber risk incidents and information system
effectiveness is crucial for maintaining the resilience and functionality of organizations' IT
environments. The literature review on this topic explores various studies that investigate how
effective recovery strategies contribute to the overall effectiveness of information systems.
This was confirmed by a study conducted by [*V'] the focus was on strategies for recovering
equipment and restoring operations following a cyber incident. Communication with industry
partners at the NIST Center for Teaching and Learning (CTL) outlined an approach to
responding to and recovering from attacks in the manufacturing sector. This approach
leverages cybersecurity capabilities such as event reporting, log review, event analysis, and
incident handling and response, with the implementation of recovery plans during or after
cybersecurity incidents.

Another study [xix] aimed to develop an intelligent electronic security platform designed to
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protect companies at every stage of the attack process (prevention, detection, containment, and
recovery). This platform aims to enhance the security of small and medium-sized enterprises
(SMEs) and reduce economic and social impacts resulting from attacks. It helps SMEs prevent
attacks, detect threats to their systems, take preemptive measures to mitigate attack effects, and
respond effectively to restore systems to normal operation.

Additionally, study [xli] highlighted the ongoing need for small and medium-sized companies
to develop internal and external communication protocols to enhance cybersecurity resilience.
The study emphasized that cybersecurity training and awareness remain critical areas for
improvement to effectively manage cyber risks and analyze collected data.

Accordingly, the fifth hypothesis for the study was proposed as follows:
H5: recovery cyber risk has a positive impact on information system effectiveness.
Activity Control and Information System Effectiveness.

In a study conducted by [V, the effectiveness of real-time monitoring in detecting anomalous
behaviors was investigated. The findings highlighted the importance of continuous monitoring
in strengthening the security of information systems and enabling timely responses to potential
security incidents. The role of auditing in enhancing information system effectiveness has been
a topic of academic investigation.

Furthermore, research by V'] examined the influence of regular audits on system resilience.
Their study underscores how systematic auditing helps identify vulnerabilities and maintain
resilient information systems, particularly in the context of evolving cyber threats.

Therefore, the Sixth hypothesis for the study was proposed as follows:
H6: activity control has a positive impact on information system effectiveness.
Research Framework:

Based on the above, and depending on the literature review related to the relationship between
cybersecurity strategy components and information system effectiveness (see Figure 1) the
researchers’ development of a proposed framework illustrates the relationship between
cybersecurity strategy components and information system effectiveness.

Cyber Security
Strategy

Cvher Risk
Assessment

Information
System

Cyber Risk
Amnalysis

Effectiveness

Response to Cyber
Rizk
Recovery from
Cvher Risk

[ Activity Control

Figure 1 Proposed Research Framework
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This proposed framework represents the proposed vision to include the cybersecurity strategy
dimensions in organizations to enhance the effectiveness of information systems.

The Research Approach:

The research approach refers to the accurate investigative process aimed at discovering or
collecting facts about an issue in a specific method. To achieve what the current research
pursued, the descriptive analytical approach was used, which focuses on an accurate and
detailed description of a specific phenomenon or topic to evaluate a specific situation or
monitor a phenomenon and understand its content. Previous research and literature review that
dealt with the variables of the current research were reviewed.

3. Recommendation:

In the realm of increasing growth of threats and risks especially toward information systems
in organizations, the pivotal role of cybersecurity cannot be overstated. It begins with a
foundational emphasis on cultivating a positive cybersecurity culture, this culture is not just
about adherence to protocols; it's about embedding cybersecurity into the compliance to
information system requirements of an organization across various dimensions, thereby
achieving satisfaction for its stakeholders and enhancing its performance aiming to create and
establish secure and resilient environment work.

Hence, we will present some recommendations that organizations must follow to ensure that
their information systems are effective and successfully adapt to internal and external
environmental changes: firstly, organizations should take and use robust cybersecurity
measures by developing and formulating strategies for cybersecurity including investing in
developed security technologies by using new tools, mechanisms, and methods for managing
and protecting their information systems and information from cyber threats, and risks to keep
confidentiality, integrity, and availability of information within their systems, and to ensure
their continuity, survival, and growth.

then, organizations should adopt approaches to managing and protecting their information
systems and information in them from risks and threats that threaten their systems and assets
by implementing response and recovery plans that outline measures, practices, policies, and
techniques that must be followed in order to mitigate cyber risks to protect their systems and
ensuring the effectiveness of information systems.

these strategies for cybersecurity should be aligned with the overall organization's strategy to
ensure alignment with their organizational goals and objectives through establishing clear
communication channels between cybersecurity teams and other departments to facilitate
proactive risk management.

Attention to the formulation of effective cybersecurity strategies plays a critical role in
reinforcing an organization's resilience against cyber threats.

as well as organizations should also enhance collaboration and knowledge sharing between
cybersecurity specialists, and relevant stakeholders to stay informed about emerging threats
and best practices, through participation in conferences, workshops, and forums.
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Furthermore, the development and implementation of comprehensive training programs for
employees, particularly those within information technology units, are paramount. These
programs should focus on fostering a deep understanding of cybersecurity practices, promoting
responsibility for usage behaviors, and heightening awareness of potential threats. By
empowering employees with this knowledge, organizations can fortify their first line of
defense against cyber threats.

Lastly, the landscape of cybersecurity is ever-evolving, with new threats emerging at an
unprecedented pace. This reality underscores the necessity for continuous innovation and
research within the field of cybersecurity. Staying ahead of potential hacks and threats requires
a proactive approach to cybersecurity, that anticipates future challenges and devises innovative
solutions to address them.

In sum, the journey towards enhanced information systems is multifaceted, involving the
cultivation of a cybersecurity-aware culture, interdisciplinary research, employee training,
strategic cybersecurity planning, and ongoing innovation. Together, these components form a
comprehensive framework for organizations aiming to navigate the complexities of the digital
age securely and successfully.

4. Conclusion:

In conclusion, this study underscores the inevitability for organizations to prioritize the
development of comprehensive cybersecurity strategies. As organizations increasingly rely on
information systems to achieve their operations, goals, and general strategies, the protection of
these systems against risks, threats, and attacks is essential, crucial, and indispensable.

based on the above that are mentioned in recommendations, organizations can address and
confront the challenges, and obstacles and enhance the effectiveness of their information
systems, ultimately safeguarding their assets, enhancing stakeholder's trust, and continuity of
their survival and growth. By considering cybersecurity as strategic inevitable and
unavoidable. Thus, through adopting proactive plans, organizations can mobility the
cybersecurity landscape with confidence and successfully.
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