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GPS navigation devices are widely used for location and timing data but are vulnerable to attacks
including spoofing, jamming and meaconing. This survey examines these attacks and explores
enhancements such as differential GPS and multi-sensor integration. Challenges include security,
authentication, encryption and the impact of multiple GNSS constellations. Applications that make
use of many constellations and different GPS are highlighted in the paper. Future directions require
consistent research and development to increase security and reliability. The paper enhance novel
approaches for GPS system safety and dependability and provides a roadmap for future research.
This survey acts as an outline for scholars and researchers interested in GPS navigation security.
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1. Introduction

The NAVSTAR Global Positioning System (GPS), as described by Bradford et al. [1] is one
of the military projects that gave rise to GPS navigation systems and has a long history. From
its inception as a tool for the military, GPS has become a globally recognised technology for
civilian use [2]. Global Navigation Satellite Systems (GNSS) such as GPS, GLONASS,
Galileo, and BeiDou are currently in service, demonstrating the advancement of GPS
technology over time [3]. From driving to aircraft, these technologies have revolutionised
navigation in many domains.

According to Eric et al. [4], GPS receivers use trilateration to deduce location after receiving
signals from orbiting satellites. But spoofing, jamming, and replay attacks are only a few of
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the vulnerabilities that affect GPS systems [5][6]. Such vulnerabilities pose risks across
numerous sectors necessitating a thorough exploration of attack types, advancements and
challenges in GPS navigation security and reliability,

In this survey, our main objective is to:

1. Identify different attack types targeting GPS navigation systems.
2. Explore advancements and applications enhancing GPS navigation.
3. Address challenges to bolster GPS navigation security and reliability.

We can develop effective approaches to protect and improve GPS by having an in-depth
understanding of its environment.

2. Related Works:

Recent research has extensively explored the vulnerabilities and attacks targeting GPS
navigation systems, as described in Table 1. Cui et al. [7] examine safety and security
challenges confronting autonomous vehicles (AVs), identifying unresolved issues and future
research directions. Chowdhury et al. [8] stress the importance of addressing security
challenges in self-driving cars and intelligent transportation systems (ITS), proposing
countermeasures and emphasizing the need for continuous security research. Khan et al. [9]
provide a comprehensive review of GPS spoofing attacks, categorizing techniques and
discussing experiments on GPS-reliant mobile platforms. Riahi et al. [10] discuss
vulnerabilities and cyber-attacks on Unmanned Aerial Systems (UAS), highlighting detection
techniques and stressing the importance of cybersecurity. Meng et al. [11] highlights the
significance of anti-spoofing technology in satellite navigation systems proposing a new
classification and assessing existing detection methods, challenges and adaptability. Jeong et
al. [12] analyse technology and implementation patterns while analysing recent research on
standardization initiatives, protocols, applications and security in smart transportation
systems.

Table 1: Summary of Existing surveys related to GPS attacks.

Publisher Summary Scope

Developing more effective intrusion detection and
Chowdhury et | This paper examines cyber-attacks on | prevention systems, designing secure communication
al.,[8] self-driving cars and provides guidance | protocols, developing more secure and reliable software,
2020 for future research. investigating cyber-attacks on physical components and

investigating legal and ethical implications.

Developing more effective intrusion detection and

. AV safety and security must be | prevention systems, designing secure communication

Cuietal.,[7] . 2 . o - O
2019 addressed to avoid accidents, with | protocols, building more secure software, investigating

available safety and security remedies.

cyber-attacks on physical components and analysing
legal and ethical implications.

Caoetal.,[13]
2019

This paper examines the security risks of
GPS signal attacks in road navigation, as
well as the limitations of current GPS
security measures.

Future work will focus on developing highly robust
security solutions, identifying potential vulnerabilities,
researching GPS signal attacks, exploring alternate
positioning technologies and conducting real-world
experiments.
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Khan et al.,[9]
2021

The primary goal of this study is to
increase awareness of GPS spoofing
attacks and the significance of safe and
reliable UAV operations.

UAVs need GPS receivers, multiple sensors,
cryptographic techniques, machine learning and
artificial intelligence, and regulatory frameworks.

Haider et al.,[14]
2016

This survey outlines methods to protect
civilian GPS receivers from spoofing
threats. It enhances the most effective
countermeasures by examining
combinations of strategies and analysing
various alternatives. The study aims to
increase public awareness about GPS
vulnerabilities and the necessity for
robust defences against spoofing attacks.

The paper suggests combining techniques to improve
GPS receiver security, but does not specify future works.

Meng et al.,[11]
2022

Proposes a new classification standard
for anti-spoofing technology and
examines the difficulty, impact, and
adaptability of current detection
methods.

Provide a reference for future research and contribute to
the field of navigation technology

Jeong et al.,[12]
2021

This paper provides an overview of the
present state of research on safe and
efficient  driving in intelligent
transportation systems with a focus on
systems, protocols, applications and
security, especially for autonomous
vehicles. It emphasises the importance
of international cooperation and
standards in order to build smart
transportation systems and protocols.

Secure communication protocols, improved road surface
monitoring, autonomous  driving  systems, and
cybersecurity measures to protect smart transportation
systems from cyber-attacks.

3. Types of GPS Navigation System Attacks:
3.1 SPOOFING ATTACK:

GPS spoofing, a cyber-attack altering GPS signals to mislead receivers is a serious threat in
aviation, transportation and military operations, Mohsen et al.,[15]. In Figure 1, the normal
route follows accurate GPS signals, while the spoofed route deviates due to manipulated
signals, potentially causing hazards. To counter this, researchers propose employing
supervised machine learning like artificial neural networks for detecting spoofing signals.

[ * ]

/ j:i\f_—i\\

=
Torony £ PSG College ~ |
& un 0Of Technology,
0 A SAIBE.
Government College, \ fr Gandhipuram Q
of Technology —— SMHSIYTLD

Udayampalaya
2 6ML WITDLITENG

Fig 1: Navigation path of Normal and Spoofed routes
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Current anti-spoofing methods include receiver-based techniques analyzing signal structure
and behavior according to Shafiee et al.,[16]. Elements like early-late phase, delta and signal
level are examined and machine learning algorithms such as K-NN and neural networks are
utilized for detection. Simulation results show neural networks offer rapid detection and high
accuracy.

As GPS spoofing grows more sophisticated, safeguarding against attacks becomes paramount.
Alternative positioning technologies and enhanced cryptographic measures are being explored
to fortify GPS security [17], [18]. Continuous research and innovation are vital to counter the
evolving threat of GPS spoofing and ensure the integrity of critical infrastructure systems.

3.2 JAMMING ATTACK:

GPS jamming attacks disrupt GPS signals, causing loss of navigation, location, and timing
data. Figure 2 represents the navigation path of a normal signal and a lost signal due to a
jamming attack. Arjoune et al. [19] define them as high-power signals interfering with GPS
receivers on the same frequency band as the network, hindering lawful transmission. These
attacks range from simple handheld devices to sophisticated equipment making detection
challenging [20]. Countermeasures include GPS signal filters and receivers with multiple
antennas to detect and reject jamming signals. However, the evolution of techniques like
frequency hopping presents future challenges in combatting GPS jamming. With GPS signals
increasingly vital in critical infrastructure, continuous research is essential to address the
escalating threat.
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Fig 2: Navigation path of Normal and Lost signal due to jamming attack

3.3 MEACONING ATTACK:

GPS meaconing involves intercepting and rebroadcasting GPS signals to deceive receivers
into believing they are genuine. Figure 3 illustrates the navigation path of normal and replayed
signals due to a meaconing attack. Khan et al. [9] explain how hackers manipulate GPS
receivers with fake signals. Sriramya et al. [21] propose a GPS time authentication algorithm
to detect such attacks using static receiver networks. Techniques like signal processing and
cryptographic methods as suggested by Michel et al., [22] prevent meaconing by canceling
spoofed signals and adding digital signatures. Detection software and advanced security
protocols are deployed to combat meaconing, with military and government agencies taking
proactive measures.
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Fig 3: Navigation path of Normal and Replay signals due to Meaconing attack

Future challenges lie in securing critical infrastructure and countering evolving attack
methods, necessitating international collaboration and standardization of security protocols, as
proposed by Jeong et al. [12].

4. Countermeasures Against GPS Attacks:

Countermeasures against GPS attacks like spoofing attack, jamming attack and meaconing
attack is essential to be mitigated to ensure the accuracy and reliability of GPS based
navigation system as depicted in Figure 4.
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Fig 4: Countermeasures on Various GPS Attacks

4.1. Countermeasure for GPS Spoofing Attack:

Countermeasures against GPS spoofing encompass signal strength analysis, cryptographic
authentication and spoofing detection algorithms. Quan et al. [23] propose a machine learning
approach analyzing received signal strength to detect spoofing attacks. Cryptographic
techniques, as described by Mukhtar et al. [24], provide secure solutions against spoofing,
along with advanced signal processing and multi-antenna arrays. Ghorbani et al. [25] advocate
for one-way encryption chains to validate GPS data, offering improved security compared to
traditional methods. Spoofing detection algorithms, such as Wang et al.[26] Long Short-Term
Memory model and Meng et al.[27] Drone Sensor Spoofing Detection utilize statistical
analysis and machine learning to identify and reject spoofed GPS signals. These
countermeasures enhance GPS security by analyzing signal characteristics and detecting
anomalous patterns, safeguarding against potential spoofing attacks.
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4.2. Countermeasure for GPS Jamming Attack:

Countermeasures against GPS jamming encompass frequency hopping, anti-jamming
antennas, and signal filtering techniques. Zeng et al. [28] explain frequency hopping as rapidly
changing a signal's carrier frequency, making it challenging for attackers to interfere. Kasturi
et al. [29] propose a technique based on machine learning for detecting jamming attacks, even
amidst frequency hopping. According to Chehemi et al.[30], Anti-jamming antennas reduces
the jamming signals while enhancing GPS signals with various antenna array configurations
to optimize performance. Signal filtering as suggested by Wang et al. [31], employs techniques
like adaptive extended Kalman filtering to improve the connected vehicles safety and security
by removing jamming signals. These countermeasures enhance GPS resilience against
jamming attacks by dynamically adjusting frequencies, optimizing antenna configurations and
filtering out interference.

4.3. Countermeasure for GPS Meaconing Attack:

Countermeasures against GPS jamming attacks include signal  monitoring,
authentication/encryption and multiple directional antennas. Jeong et al. [32] focus on real-
time monitoring of GNSS signals to enhance spoofing detection and lower false alarms. Signal
authentication as proposed by Chu et al. [33], verifies GPS signal integrity using cryptographic
techniques like Chameleon Hash Keychain and HMAC that prevents attackers from creating
false signals[39] and securing against meaconing attacks. Multiple directional antennas
promoted by Bhamidipati et al. [34] analyze signal data to detect irregularities indicating a
meaconing attack. These countermeasures bolster GPS security by monitoring signals,
authenticating data, and enhancing detection capabilities against spoofing and meaconing
threats.

Table 2: Survey on types of attack, Countermeasures, technology used and Detection rate

Publisher Attack Type g/cg)téntermeasure Methodology Detection Accuracy
Youness et Jamming Q;g;gg\r&mmg using Machine Learning
al.,[19] Attack signal strength technique like RF,SVM | 99%
2020 . and NN
analysis
An OSVM classifier for
identifying Cross-
Quan et al, Spoofing Signal Strength technology . Accuracy and Detection
[23] Attack Analysis communication (CTC) rate are both above 90%
2021 spoofing attacks is built by '
modelling the RSS data of
legitimate ZigBee device
Bada et Spoofin irllgvaslis strir;?rfh Signal strength analysis
al.,[35] P K 9 b ){ g and trust model like beta | High Accuracy rate
2021 attac absolute power and | 4 \yeilbull distribution.
carrier to noise ratio
Based on Navigation | Examines the security
Message  Authentication | and efficacy of the
Ghorbani et Spoofing Cryptographic (NMA), Timed Efficient | proposed approach in
al., [25] Attack Authentication Stream Loss-tolerant | comparison  to  the
2020 Authentication (TESLA). | Elliptic Curve Digital
The TESLA algorithm | Signature  Algorithm
receives the extracted | (ECDSA).
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navigation data from the
GPS L1C/A.

Jansen

et

After 15 minutes of
monitoring, it detects an

Spoofing Cryptographic attacker in less than 2
al.,[36] Attack Authentication Crowd-GPS-Sec seconds and  can
2018 S . .

pinpoint their location to
within 150 metres.
primarily makes use

Schmidt et _ of the correlator tap | Least Absolute Shrinkz?lge 0.3% detection error rate

al.,[37] Spoofing putput_ (.jf the | and Selectl_on in the signal-to-noise

2020 Attack incoming signal and | Operator(LASSO)  with ratio (SNR)

Signal Strength | Single Antenna Receiver
Analysis
Combination of Belief

Kim ot . . . Propagation (BP) based | Increased voltage

al. [34] Spoofing Spoofing  detection | Extended Kalman Filter | stability by  using

26’19 Attack Algorithm with Distributed Multiple | evaluation metric called

Directional Antenna | voltage stability index
(EKF)
GPS position accuracy
when using the civil
: . code (C/A code), which

Wang et Spoofing Spoofing Detection Machine Learning called is neither encrypted nor

al.,[26] . LSTM(Long Short Term )

2020 Attack Algorithm Memory) auth_er}tlcated. The
precision of the C/A
code pseudo-range is
around 20 metres.

Meng et . . . SSDGOF IS a .GPS and Algorithm is  more

Spoofing Spoofing Detection | optical flow fusion-based 2
al.,[27] Attack Algorith hni f d - efficient than  other
2020 gorithm technique for  detecting methods

drone sensor mimicking.
Detecting and classifying
using OFDM receiver has | Detection accuracy of

Yuchen et Jammin Anti-Jammin 2 approaches Feature | Spectrogram based

al.,[38] Attack 9 Algorithm 9 based model uses machine | model is 99.79% and

2022 g learning algorithm. | Feature based model is

Spectrogram based model | 92.20%

uses CNN

When compared to other

algorithms, such as

Decision Tree, K-Nearest | The ability to identify

Kasturi et Jamming Neighbours (KNN), | and categorise radio

al.,[29] Attack Frequency Hopping | Support Vector Machine | frequency jamming

2020 (SVM), and Artificial | attacks is highly

Neural Network (ANN), | accurate.
Random Forest performs

better.

Using a database search,

the first technique finds the

Chehemi et Jammin Anti-Jammin configuration with the | Work efficiently

al.,[30] Attack g Antennas 9 deepest null towards the | compared to other

2020 jammer. Using the second | methods

procedure, the
configuration with  the
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largest maximum to null
ratio is identified. Because
it performed better than the
Deepest Null searching
method, the Max-to-Null
Ratio searching strategy
was specifically employed
for the simulations.
Combines an adaptive
extended Kalman filter
Wang et al., . (AI\EKF)with atrained One
[31] ,?trg Crln(lng Signal Filtering I(\:/Igtszf]ineszt(j)pcpgsM)\rlrfgézz Better Accuracy
2020 A
for anomaly identification
to locate anomalies in the
sensor data.
Different kinds of spoofing Improve spoofing
Jeong et Meaconing detection techniques used detection performance
al.,[32] Attack Signal Monitoring for monitoring the signals and lower the false
2020 of global positioning alarm rate
systems (GNSS) )
Zhu ot _ Enh_anceq rgdio in
al.,[39] Xleacomng Detection Algorithm conjunction W'.th C/l\!o- 98%
2022 ttack MV,_ or carrier noise
moving variation
Artificial neural network- .
Manesh et al., based supervised machine ROC ~ Curve metric
. . ] . shows the proposed
[15] Meaconing Signal Monitorin learning with features like method outperforms all
2019 Attack 9 9 Doppler shift, pseudo | . P .
. - signal processing
range and signal to noise techniques
ratio (SNR)
By generating a
Chameleon Hash | Attackers will find it
Keychain and creating a | more difficult  to
Chu et al, Meaconin Signal new hash key every 30 | interfere with
[33] Attack 9 | Authentication/ seconds, GPS navigational | navigational signals if
2022 Encryption message verification | GPS message subframes
makes it more difficult for | are protected with a
attackers to fake GPS | distinctive hash key.
signals.
In  power distribution | The BP-EKF algorithm
systems, timing problems | complies with |EEE-
Bhamidipati M . . S resulting from  GPS | C37.118 standards by
eaconing Multiple Directional . L
etal., [34] Attack Antennas spoofing were found and | accurately  estimating
2019 fixed using the Extended | GPS timing and
Kalman  Filter (EKF) | detecting  meaconing
technique. attacks.

5. Future Direction and Conclusion

The evolution of GPS technology is poised to tackle emerging challenges and fortify against
threats. Quantum Positioning Systems (QPS) [40] represent a promising frontier, offering
unparalleled precision and security through the integration of quantum optics and
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cryptography. Multi-constellation systems [41] leverage redundant satellite signals to enhance
accuracy and resilience against disruptions. Augmentation systems [42]bolster precision and
defense against attacks, though they require robust security measures to safeguard against
vulnerabilities.

In conclusion, GPS navigation systems face diverse threats, including spoofing, jamming, and
meaconing attacks, with potentially severe consequences. Countermeasures such as anti-
jamming systems, differential GPS, and signal authentication techniques have been developed
to enhance GPS reliability and security. However, challenges persist, necessitating stronger
security protocols, improved authentication methods, and greater collaboration among GPS
providers to ensure signal integrity. Research and development efforts must prioritize the
creation of more resilient and secure GPS systems capable of withstanding various forms of
attacks and natural disasters. By implementing advanced anti-jamming systems, authentication
protocols, and encryption techniques, GPS vulnerabilities can be mitigated, bolstering system
resilience. Public awareness campaigns are crucial to emphasise the value of GPS security and
the necessity for protective measures.
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