
Nanotechnology Perceptions  
ISSN 1660-6795 

www.nano-ntp.com 

Nanotechnology Perceptions 20 No. 5 (2024) 907-914 

Exploring Algorithms For Data Extraction 

In Android Mobile Devices: A Detailed 

Survey 
 

 

Rafeeda . A. Karjagi1 , Aslam. J. Karjagi *2 , S.  A. Quadri3 

 

 
1Department Of Master Of Application, Secab. Institute Of Engineering & Technology, 

Visvesvaraya Technological University , Belgavi , Karnataka, India. 
2Department Of Computer Science & Engineering, Secab. Institute Of Engineering & 

Technology, Visvesvaraya Technological University , Belgavi , Karnataka, India. 

*Corresponding Author: Aslamkarjagi88@Gmail.Com 
3Department Of Computer Science & Engineering Secab. Institute Of Engineering & 

Technology, Visvesvaraya Technological University , Belgavi , Karnataka, India. 

 

With the widespread adoption of Android as the dominant mobile operating 

system, Android devices now store vast amounts of sensitive personal and 

organizational data. Extracting this data, whether for forensic investigations, 

data recovery, or cybersecurity purposes, has become a critical focus area. 

However, the complex nature of the Android ecosystem—marked by various 

versions, custom ROMs, encryption protocols, and security mechanisms—

presents significant challenges for data extraction. This paper provides a 

comprehensive survey of the key algorithms and techniques used in extracting 

data from Android mobile phones. We explore methods including Android Debug 

Bridge (ADB)-based extraction, memory dumping, file system traversal, SQLite 

database parsing, and cloud-based extraction. The survey also covers advanced 

techniques such as JTAG, chip-off extraction, and data carving algorithms used 

in recovering deleted or inaccessible data. For each algorithm, we assess 

strengths, limitations, and applicability in different scenarios, including forensic 

investigations and real-time data recovery. Furthermore, we address the 

challenges posed by encryption, fragmented file systems, and Android version 

fragmentation. Finally, the paper highlights future research directions for 

enhancing extraction accuracy, speed, and legal compliance, particularly in the 

face of growing data protection regulations. 
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parsing, JTAG extraction, Chip-off forensics, Data carving, Cloud-based 

extraction, Android encryption challenges. 

1. Introduction 

Data Extraction in Android Devices:   

As Android is the dominant mobile operating system globally, it contains vast amounts of 

personal, business, and transactional data. These devices store data in different forms, such as 

app data, media files, call logs, and cloud-synced information. Due to this, both legal 

authorities and malicious entities seek effective ways to extract this data for forensic 

investigations, audits, or unauthorized access. 

Android data extraction involves a variety of algorithms and tools designed to collect this 

data. The challenges in extracting data from Android include diverse operating system 

versions, manufacturer-specific customizations, data encryption, and the need for user consent 

(in legal contexts). The algorithms discussed in this survey help address these challenges to 

varying degrees. 

 2. Data Extraction in Android: Key Techniques: 

Before diving into specific algorithms, it’s essential to understand the main techniques used 

for extracting data from Android devices: 

1. File System Access:   

This technique allows direct access to the file system of the Android device. By using tools 

like ADB (Android Debug Bridge), it’s possible to navigate, copy, and transfer files from the 

device. File system access can retrieve user documents, photos, or log files. 

2. Memory Dumping:   

Memory dumping refers to extracting data from the device's volatile memory (RAM). This is 

useful for recovering session data, like open apps or active processes, and is crucial for 

forensic investigations. Memory dumps, however, are highly volatile, meaning that data is 

lost once the device is powered off. 

3. App Data Extraction:   

Applications on Android store data in various forms such as databases (SQLite), shared 

preferences, or app-specific files. Extracting this data requires algorithms that can interact 

with these structures to retrieve relevant information, including messaging logs, media, and 

app usage. 

4. Cloud-based Extraction:   

With Android’s tight integration with cloud services (e.g., Google Drive, Google Photos), 

some data is not stored on the device but in the cloud. Data extraction techniques leverage 

APIs and credentials to retrieve information stored remotely. 
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 3. Survey of Algorithms 

3.1. ADB (Android Debug Bridge) Algorithms   

Description:   

ADB is a versatile command-line tool that allows developers and security professionals to 

interact with Android devices. It is used for running commands, pushing or pulling files, 

installing apps, and even backing up data. 

Algorithms:   

- File traversal algorithms: ADB algorithms can traverse through directories and access files 

and folders. 

- Backup algorithms: These algorithms extract app data using the ADB backup feature, which 

creates a package of installed apps and their data. 

- Non-root access algorithms: On non-rooted devices, ADB algorithms use specific 

permissions granted by the user or system to extract data without needing system-level 

privileges. 

Strengths:   

- Simple to use for general file extraction. 

- Widely supported on all Android devices. 

Weaknesses:   

- Limited on non-rooted devices: Cannot access certain system or protected files without root 

privileges. 

- Slow when dealing with large data sets, especially if data encryption is involved. 

3.2. JTAG and Chip-off Algorithms   

Description:   

These techniques involve physically accessing the device's hardware, specifically the memory 

chip, to extract data. JTAG (Joint Test Action Group) is a standard for testing circuit boards 

and chips, allowing data recovery from embedded systems. Chip-off involves physically 

removing the NAND flash memory chip from the device and extracting data using special 

tools. 

Algorithms:   

- Data extraction algorithms: These include algorithms to bypass the operating system and 

directly interact with the hardware to read raw data. 
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- Reconstruction algorithms: After retrieving raw data from the chip, reconstruction 

algorithms are used to reassemble the file system and parse it into readable information. 

Strengths:   

- Can retrieve data even from severely damaged or non-functional devices. 

- Effective for recovering deleted or inaccessible data. 

Weaknesses:   

- Highly specialized: Requires expensive hardware and expertise. 

- Risk of physical damage to the device, potentially leading to data loss. 

- Not applicable for encrypted data without the proper keys. 

 3.3. SQLite Database Parsing Algorithms   

Description:   

SQLite is a lightweight database engine widely used in Android to store structured data like 

call logs, SMS, contacts, and app-specific data. Parsing these databases involves extracting 

records, handling table relationships, and reading blob data (binary large objects). 

Algorithms:   

- SQL query algorithms: Used to query and extract data from SQLite databases, focusing on 

the structured extraction of contacts, messages, browsing history, etc. 

- Deleted record recovery algorithms: These algorithms search for unallocated space within 

the SQLite database file to recover deleted records. 

Strengths:   

- Accurate extraction of structured data, including messages, call logs, and contact details. 

- Efficient parsing for large datasets.   

Weaknesses:   

- Cannot access encrypted records. 

- Requires specialized tools to handle corrupt or partially overwritten databases. 

 3.4. Volatile Memory (RAM) Extraction Algorithms   

Description:   

RAM stores transient data related to current processes and apps running on the Android 

device. RAM extraction involves extracting this volatile data to recover active sessions, 
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sensitive app data, encryption keys, and cached information. These algorithms operate on data 

held in memory, typically using forensic tools to capture the memory snapshot. 

Algorithms:   

- Memory scraping algorithms: These search for sensitive information like passwords, 

encryption keys, and session tokens in the device’s RAM. 

- Data carving algorithms: Extract and reconstruct active or partially active data from memory 

dumps. 

Strengths:   

- Can retrieve valuable data that isn’t stored on disk, like active encryption keys or session 

data. 

- Useful for law enforcement during live analysis of a device. 

Weaknesses:   

- Data is lost when the device powers off or reboots. 

- RAM extraction can be complex and requires specialized forensic tools. 

3.5. Data Carving Algorithms   

Description:   

Data carving refers to the process of reconstructing files from raw data fragments found on 

the device. This is particularly useful for recovering deleted files, especially those fragmented 

across the device's storage. 

Algorithms:   

- Signature-based carving algorithms: These search for specific file headers (like JPEG or 

MP4) and footers, then attempt to reconstruct the file from these fragments. 

- Heuristic carving algorithms: These use pattern recognition techniques to identify and 

reassemble fragmented files based on data patterns. 

Strengths:   

- Can recover deleted files from unallocated storage, even if no file system information is 

available. 

- Effective for media files (photos, videos) and partially deleted data. 

Weaknesses:   

- High error rates, especially for complex or large file systems. 
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- Limited to known file formats; cannot recover encrypted or highly fragmented files without 

more advanced techniques. 

3.6. Cloud Extraction Algorithms   

Description:   

Many Android apps and system services sync data to cloud servers (e.g., Google Drive, Gmail, 

or app-specific cloud services). Cloud extraction algorithms focus on retrieving this data using 

APIs or credential-based access. 

Algorithms:   

- OAuth-based API algorithms: These algorithms use OAuth tokens to authenticate and 

retrieve data from cloud services associated with an Android account. 

- Synchronization data retrieval algorithms: By accessing the synchronization logs, these 

algorithms retrieve remotely stored copies of contacts, emails, photos, and other cloud-stored 

data. 

Strengths:   

- Effective for retrieving data without physical access to the device. 

- Can bypass local encryption if the cloud data is not encrypted or uses weaker security 

mechanisms. 

Weaknesses:   

- Requires valid user credentials or legal access. 

- Highly dependent on cloud provider’s API limitations and security protocols. 

4. Comparative Analysis 

This section will analyze the algorithms based on various factors such as performance, 

security, accuracy, and use case suitability, which is presented in the form of a comparison 

table in the outline above. 

5. Challenges in Android Data Extraction 

1. Encryption:   

 Android’s full-disk encryption, which is enabled by default in modern devices, makes it 

difficult to extract data without knowing the encryption key or password. 

2. Data Volatility:   

Data in volatile memory (RAM) is highly ephemeral and can be lost if the device reboots or 

powers off before extraction. 
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3. Fragmentation:   

The variety of Android versions, device manufacturers, and customizations make it 

challenging to create standardized data extraction techniques. Different devices may require 

different tools or algorithms. 

4. Legal and Ethical Considerations:   

Extracting data from Android devices can raise significant legal and ethical concerns, 

particularly when done without user consent. In forensic contexts, strict adherence to legal 

protocols is necessary to ensure the data is admissible in court. 

 6. Future Directions 

1. Encryption Bypass Research:   

Developing more secure ways to bypass or handle encryption in legal contexts, without 

compromising the user’s privacy rights. 

2. Improved Volatile Data Extraction:   

Research into algorithms that can more reliably extract RAM data, even after device reboots. 

3. AI and Machine Learning in Data Carving:   

Using AI to better identify and reassemble fragmented data could improve the accuracy of 

data carving techniques, especially for more complex file systems. 

4. Cross-platform Compatibility:   

Future tools should strive to work across a wide range of Android versions and custom 

manufacturer ROMs, improving flexibility for forensic investigators. 

 7. Conclusion 

This survey paper has explored various algorithms for extracting data from Android mobile 

phones, highlighting the strengths and limitations of each approach. Despite advancements, 

encryption and fragmentation remain significant hurdles. Future research should focus on 

improving the security, accuracy, and legal compliance of these algorithms. 
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