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While the concept of the Internet of Things affords ubiquity and connection as its strength, it
depends heavily on the reliability and the security of both the devices and the network it employs.
Intrusion Detection Systems (IDS) play the role of a first barrier to protect 10T systems from the
evil deeds. However, due to the dynamism and heterogeneity of the data that is captured across the
10T network, traditional methods of intrusion detection is not possible and therefore different
advanced machine learning techniques is required. This research aims at assessing the effectiveness
of the leading machine learning algorithms such as Random Forest, KNN, SVC, XG Boost,
Decision Tree, and Linear Regression on the classification of IDS data created for the 10T purpose.
The method of this research is a path towards to understanding the organic applicability of these
models in differentiating intrusions in a blend of data from IoT devices.

They are: KNN, SVC, XG Boost, Random Forest, Linear Regression and Decision tree.

I. INTRODUCTION

The relationship between humans and new technologies has become different nearly abruptly
due to the loT becoming mainstream. Smart device environments interface with each other
creating a virtual amalgam of the physical and the online. At the same time, connectivity
introduces an unprecedented amount of risk because threat actors seeking to exploit
vulnerabilities seek out 10T systems as their primary targets. In this paradigm, Intrusion
Detection Systems (IDS) assumes roles akin to that of a sentry, a post that is absolutely crucial
in ensuring that an organization monitors the traffic on its networks and those that may point
to a possible intrusion. Networks have revealed that conventional classic IDS operate
efficiently in ordinary environments, but the peculiarities of 10T conditions offer new
challenges. More sophisticated and flexible solutions must be employed because the number
of new objects, their diversity, and especially the fact that the data they produce is real-time,
makes it impossible to address the problem with simple solutions.

IOT Dataset

In this case we have moved the IOT dataset to classify the problem. This dataset was comprised
of 123118 samples. In our research study, the attributes present in the dataset are as follows:
Important attributes have been explained below
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e Backward packets: Max. payload, Standard payload, Average payload, Minimum
payload, Initial window size bulk rate.

e Carry packets — Standard payload, Sub flow, Initial window size.

o Flow packets; maximum payload, standard payload, flag count.

A. Random Forest

It generates several models known as decision trees using the process of bagging and it
combines it to get the best outcome. Nonetheless, within each tree, the variable selection is
divided through the split of each tree. From this construction, the best tree is selected by having
the least standard deviation. RF can be ranked relatively high when it comes to classification
problems.
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B. Logistic Regression

A classification algorithm is used for the binary classification or for the multiclass
classification. It is mostly employed when the output is binary as is the case with sentiment
analysis, image and video classification, and a lot more.
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C. Naive Bayes

A classification algorithm that calculated the probability of each class and make decision by

comparing probability of each class based on the equation of Bayes’ theorem,with the

underlying assumption that all features are independent of each other given the class itself.

Nonetheless, due to its simplistic assumption that the features are independent, This algorithm

is very effective for all forms of classification, including text classification and spam filtering.
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D. KNN

K Nearest Neighbors (KNN) is a basic machine learning algorithm which falls under the
classification of non parametric methods. Of the nearest ‘k’ neighbors to a query point, the
label or value is determined by the most frequent class or the average of the neighbors.

E. SVC

Support Vector Classifier or SVC is a Machine Learning algorithm used for classification
purpose. This is by virtue of the fact that it identifies the separating hyperplane with the
maximum margin between different classes of the data in a high dimensional space.
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F. XG Boost

It is an ML algorithm with roots in decision trees and that is especially known to be fast and
efficient for classification and regression. It improves model accuracy by incorporating ways
such as; feature selection, decision tree pruning, use of parallel computing.

G. Linear Regression
For the given input features X;, Yy, with an input vector X, of data D the linear form of solution
f (x) = mx+bis solved by subsequent parameters:

(Zon oo

)

b=y -mX where X,y are mean.

®)

m=

H. Decision Tree

It symbolizes every possible decision for the outcome. First, to decide on the features, the
entropy or information gain is used for it, and then depending on the acquired result, the
appropriate input features are chosen. Based on performing features, the datasets are divided
with some restrictions.

E(s) = ch—p. log, p, (6)

Il. RESULTS AND DISCUSSIONS

The results are experimented with using Scikit Python using Win. 11 OS, 8 GB RAM, and an
i5 12th generation processor. We test the ML models using full validation. We have taken the
IDS data from CIC.

A. HeatMap

Heatmap is a graphical technique that implements data values using color intensities. In data
visualization, it is rather used to indicate the intensity or spread of values in two dimensions
to form some pattern.
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Figure 1: HeatMap

Madel | Accuracy [Frror Rate] Precision | sensitivity [specificity| F1 Score
Random Forest 0.71257 0.28474 0.85628 0.83428 error 047314
Logistic Regression 05601 0.43983  0.78005 0.78005 error 0.3%002
Naive Bayes 0.31863 068136 0.06919  0.06919 0.5 0.0346
KNN Model 0.67679 032332 0.83833  0.83339 error 0.4192
SVC Mode! 054526 045473 0.77263 0.77263 efror 0.38632]
XG Boost 0.71193 0.28800 0.855%6 0.83530 errar 0.42738
Decision Tree 0.65765 0.30234  0.84881 0.84881 error 042441

Table 1 ; Raw Data

According to the definitions given under raw data, it is also called as primary or source data
which states all data that are collected in a natural form from different sources without any
further processing.es. This data is in raw format and no effort has been made to clean, sort,
analyze, or enrich this data in any way or form. They are often inaccurate, lack some records
and contain other unwanted records.

B. Models vs. Performance

Models are the mathematical or computational structures involved in data analysis to model,
predict or classify events in the real world based on input data whereas, performance is a
measure of how well the models carrying out the aforesaid objectives. One of the important
criteria in model building is the trade between the models’ sophistication and their accuracy.
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Rancom Forest

Logistic Regressiorn

Decision Tree

Model | Accuracy |Error Rate| Precision | Sensitivity [Speciticity F1 score

0.46729
0.08912
D.43403
0.28714
1 0 1 1 0 0.5

1 0 1 1 0 22 Table 2: Refined Data

Processed or cleaned data refers to the kind of data derived from raw data and arranged
systematically in a comprehensible format. This process involves data scrubbing, where the
data is first cleaned then filtered and put to the right format to eliminate error, duplicate and
inconsistent data entries. Derived data is for analysis, reporting or for further use in models or
another model.

I11. CONCLUSION

We found the results on IDS data by applying the RF, LR, NB, KNN, SVC, XG boost, and
DT models. We fully validate the models using both raw and refined IDS samples. In raw
samples, XG boost and RF attain the highest accuracy of 71.25 and 71.19%, respectively.
Whereas in the case of refined samples, XG boost and DT outperform other models.
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