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With the emergence of quantum computing, it will soon break the time-tested cryptography 

systems, meaning the post-quantum cryptography will be needed to secure next-generation 

communication networks. This dissertation seeks to explore the implementation and realization of 

PQC algorithms across different sectors such as vehicular network, IoT devices, as well as large-

scale networks of quantum computing. A detailed analysis of the algorithms, including 

CRYSTALS-Kyber, NTRU, and BB84 Quantum Key Distribution, was conducted to evaluate 

efficacy, computational efficiency, and quantum-enabled attacks. Key findings reveal that 

CRYSTALS-Kyber outperforms other algorithms in terms of encryption speed, reducing latency 

by 40% over NTRU in constrained environments. Furthermore, BB84 QKD protocols were 

demonstrated successfully with 98% data integrity compared with the noise network conditions. 

Optimized implementation of the NTRU using parallel computing achieved a 35% gain in 

processing efficiency and is thus considered worthy for resource-constrained IoT applications. This 

study confirms that PQC algorithms can be adapted to meet the unique demands of various fields, 

laying a strong foundation for their integration as quantum-resistant standards in secure 

communication systems. 
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I. INTRODUCTION 

In the face of rapid progress in quantum computing, there was born a very critical field: Post-

Quantum Cryptography (PQC), to protect modern communication networks from potential 

quantum attacks. Quantum computers, which are based on superposition and entanglement 

principles, could potentially break common cryptographic algorithms like RSA, ECC (Elliptic 

Curve Cryptography), and DH (Diffie-Hellman), which form the backbone of most secure data 

transmissions worldwide. Since classical encryption methods rely on problems in mathematics 

that are computationally hard, such as the factors of large numbers and discrete logarithms that 

a quantum computer may solve efficiently using Shor's and Grover's algorithms, it potentially 

breaks the soundness of several critical infrastructures pertaining to finance, healthcare, 

national security, and e-commerce in general [1]. Research Post-Quantum Cryptography: it is 

the research on encryption resistant to attacks even in the quantum world. Unlike traditional 

cryptography, PQC depends on mathematically defined structures believed to be quantum-

resistant, like lattices, codes, multivariate polynomial, and hash-based cryptographic schemes 

[3]. These systems defend data against classical and quantum attackers and so can reliably 

preserve that today’s data will be safe against future quantum power as the quantum step-up. 

In this research we shall analyse the PQC on the principles and ways of working-how various 

cryptosystems perform in terms of efficiency and plausibility [2]. It will also discuss the 

challenges in integrating PQC into existing communication networks, taking into account the 

computational resources required and the possible impacts on latency and bandwidth. By 

investigating current developments and implementation efforts, this study aims to contribute 

to a comprehensive understanding of how PQC can future-proof data security. With advancing 

quantum computing, the establishment of reliable, quantum-resistant cryptographic standards 

should not lag behind in attaining trustworthy and reliable communications in the digital 

world. 

 

II. RELATED WORKS 

PQC has emerged as a necessary integration of various technologies as the speed of quantum 

computing is forcing a challenge on the encryption standards currently in place. Most 

researchers are interested in securing vehicular communication systems, IoT applications, and 

energy systems with new algorithms for PQC. For example, Cultice and Thapliyal [15] 

propose a framework for security enhancement in vehicular networks using Physically 

Unclonable Functions with the CAN-FD protocol. Their work is based on the fact that the 

automotive systems need to be protected against potential quantum attacks through the 

development of a strong and secure communication layer. Escanez-Exposito et al. [16] have 

explored the interactive simulation of QKD protocols applied in Wi-Fi networks. Their 

research demonstrated that QKD can provide an additional layer of security for Wi-Fi 

communications, thus emphasizing the application potential of quantum security in 

mainstream networking technologies. In similar lines, Fiorini et al. reported analysis of BB84 

protocol in noisy environments exploiting the power of a quantum simulator by concentrating 

on the concept of density of intercepts [17]. This brings light on the reliability as well as the 

limitations in practical implementation of QKD protocols within communication networks 
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potentially prone to eavesdropping based on quantum technology. To address security in 

resource-constrained devices, Fitzgibbon and Ottaviani [18] benchmark post-quantum 

cryptography performance to establish feasibility for PQC in low-compute devices. This is 

particularly applicable in IoT, as lightweight security is of paramount importance. Gandeva et 

al. [19] further explore implementations for secure and efficient monitoring in energy systems, 

determining some algorithms that balance security demand with computation efficiency. The 

computational complexity is also improved for optimizations. In this direction, Ghada et al. 

[20] introduce a proposal to optimize the NTRU algorithm with parallel computing to 

minimize the complexity of PQC to make it more appropriate for real-time applications in 

practice. This work in this direction, therefore helps develop interest and momentum to have 

PQC in low-power-processing systems and, thereafter, to promote its applications in IoT and 

other applications for real-time use. As a related study, Gowanlock et al. [21] use PUFs to 

generate post-quantum cryptographic keys by adding a layer of physical security to the 

cryptographic process and eliminating vulnerabilities to cloning attacks. 

Quantum networks are also under active development. Gupta et al. [22] present ChaQra, a 

cellular unit designed for India's quantum network infrastructure, as a practical approach to 

quantum network deployment. This work represents efforts at the national level to build secure 

communication infrastructures and demonstrates the possibility of PQC integration at a 

societal level. To secure data communication in resource-constrained networks, Huang [23] 

proposed an ECC-based three-factor authentication and key agreement scheme for WSNs. 

This work emphasizes an extension of traditional ECC techniques with PQC so that this is 

applicable in securing WSNs even while becoming unsecured with the increasing feasibility 

of quantum computing. Iavich and Kuchukhidze's research on the weaknesses of the 

CRYSTALS-Kyber algorithm addresses such vulnerabilities by providing crucial insights into 

possible attack vectors and their respective mitigations that will strengthen PQC for practical 

applications. Jose-Antonio Septien-Hernandez et al. [25] compare several PQC systems to 

decide which of them will be effective for IoT applications. The work is supportive to selection 

based on optimized PQC systems according to specific requirements in the context of IoT. 

Finally, Khan et al. [26] propose a cost-effective signcryption algorithm involving 

hyperelliptic curves, specific to IoT security. This solution provides a lightweight, secure 

encryption approach for IoT devices. 

 

III. METHODS AND MATERIALS 

The approach of this research will emphasize a systematic evaluation and assessment of 

viability related to some algorithms deployed for Post-Quantum Cryptography within the 

network of communication. A number of methods were developed such that the properties 

related to cryptography, along with performance in such cases under the constraint of a 

network, may be ascertained carefully by the measurement of resource consumption also [4]. 

The entire process will be segregated into three major phases, including algorithm selection, 

cryptographic properties evaluation, and testing using a network simulation. Data was 

collected from the rigorous experiments that were incorporated with both the encryption and 

decryption algorithms to monitor computational performance and resistivity of the algorithms 

for quantum-based attacks. 

 

Algorithm Selection and Initial Setup 
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Based on National Institute of Standards and Technology post-quantum cryptography efforts 

in standardization and renowned algorithms identified in published work, the research is 

selected to begin with: this includes lattice-based schemes recommended as well as hash, code, 

and multivariate polynomial constructions designed to offer diverse forms of mathematical 

structure and also various resistance against quantum attack; the actual algorithms in which 

the research will proceed from are Kyber, NTRU (lattice based), SPHINCS+ (hash), McEliece 

(code) Rainbow (multivariate) [5]. All the algorithms implemented were inside a library 

created with the intention of developing one for this experiment. These were designed to build 

on a cryptographical library for research purposes. This would create consistency in functions 

across all these algorithms [6]. Consequently, encryption and decryption, key generation, as 

well as signature verification, are measured at the same level of detail. The testing environment 

simulates a network. Varied network conditions are developed, including bandwidth limitation 

fluctuations, latency fluctuations, and packet losses, which simulate the reality of network 

behavior. 

 

Evaluation of Cryptographic Properties 

To evaluate the performance of each PQC algorithm, some cryptographic properties were 

measured: key generation time, encryption time, decryption time, and ciphertext expansion. 

These measures have been chosen because they represent fundamental operations that help 

determine the practical feasibility of each algorithm in real-world applications [7]. Recording 

the computational resources used by each cryptographic operation, including CPU and 

memory usage, helped elucidate the scalability and efficiency of each algorithm under 

different network constraints. 

The assessment process was done as follows: 

1. Key Generation: It measured the time and resources consumed in generating pairs of 

public and private keys to assess the computational demands of each algorithm over 

secure key management. 

2. Encryption and Decryption: The algorithms were tested on messages of different 

sizes (e.g., 1 KB, 100 KB, 1 MB) in order to use normal data payloads sent over secure 

communication networks. Encryption and decryption times were logged along with 

CPU and memory usage for each algorithm [8]. 

3. Ciphertext Expansion: This parameter measured the message size expansion after 

encryption, which could present a problem for bandwidth usage and storage. 

Algorithms that produce large ciphertext expansion may not be as suitable for 

bandwidth-restricted networks. 

SPHINCS+ (Hash-Based Signature Generation): 

 

“function SPHINCS_Sign(private_key, 

message): 

    for i in range(0, num_layers): 

        auth_path = 

GenerateAuthPath(private_key, i) 

        for j in range(0, num_hashes): 

            message_hash = Hash(auth_path[j], 
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message) 

    signature = 

CombineHashes(message_hash) 

    return signature” 

 

 

 

Each encryption pseudocode presents a distinct structure of the algorithm and how lattice-

based, hash-based, and code-based PQC schemes compute differently. From examining 

pseudocode for the encryption mechanism, it can be inferred that lattice-based encryption 

depends on polynomial computations; hash-based schemes such as SPHINCS+ must use 

iterative hashing in order to produce a signature, and code-based algorithms depend on error-

correcting codes [9]. 

 

Network Simulation Testing 

Testing of each PQC algorithm was performed in a simulated network. This stage determined 

the extent of performance obtained by each algorithm in latency, throughput, and adaptability 

towards dynamically changing network conditions. In the simulation environment, network 

parameters such as bandwidth (10 Mbps, 100 Mbps, 1 Gbps) and latency (10 ms, 50 ms, 100 

ms) may be varied to study its effect on encryption/decryption [10]. 

The simulation process consisted of the following: 

1. Latency Analysis: From the encryption and decryption times for each algorithm, 

latency settings were used to determine how delays affect secure data transmission. 

Small and large message sizes were tested for each setting to assess the adaptability 

of the algorithms to network changes. 

2. Bandwidth Consumption: It measures the bandwidth usage using ciphertext 

expansion ratios for different sizes of messages. The algorithms with high expansion 

ratios will consume more bandwidth and thus might be restricted to the application in 

networks with limited data transmission capacity [11]. 

3. Resource Efficiency: Measurements of CPU and memory consumption for each 

algorithm at encryption as well as decryption were taken. Measurements are taken 

across multiple runs for reliable averages and observation of variations in 

performance. 

The following pseudocode outlines how network simulation testing would be achieved: 

 

Network Simulation Testing Pseudocode: 

“function 

NetworkSimulationTest(algorithm, 

bandwidth, latency): 

    for message_size in [1 KB, 100 KB, 1 

MB]: 

        SetNetworkConditions(bandwidth, 

latency) 
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        start_time = RecordTime() 

        ciphertext = 

algorithm.Encrypt(message) 

        encrypted_time = RecordTime() - 

start_time 

 

        start_time = RecordTime() 

        decrypted_message = 

algorithm.Decrypt(ciphertext) 

        decrypted_time = RecordTime() - 

start_time 

 

        LogPerformance(message_size, 

encrypted_time, decrypted_time, 

bandwidth_usage) 

    return performance_data” 

 

 

 

Table 1: Summary of Selected Post-Quantum Cryptography Algorithms 

The following table lists each chosen PQC algorithm by fundamental characteristics including 

the algorithm category, some salient key features, and a short description of security basis: 

 

Algorithm Type Key Features Security Basis 

Kyber Lattice-based Fast key exchange, 

efficient for small 

devices 

Hardness of 

lattice problems 

NTRU Lattice-based Efficient with low 

latency, strong 

post-quantum 

security 

Polynomial 

rings and lattice 

cryptography 

SPHINCS

+ 

Hash-based Stateless, strong 

security guarantees 

Merkle trees 

and hash 

functions 

McEliece Code-based Long security track 

record, resilient to 

attacks 

Hardness of 

decoding 

Goppa codes 
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Rainbow Multivariate 

Polynomial 

High-speed 

signatures, 

adaptable security 

Multivariate 

polynomial 

equations 

 

IV. EXPERIMENTS 

 

1. Key Generation, Encryption, and Decryption Times 

One of the essential indicators on performance level, including how fast the PQC is, by the 

key generation time of process, time to encryption of process, and the key decryption of the 

time consumed [12]. 

 
Figure 1: “Post-Quantum Cryptography Market Size” 

 

It represents the average time each algorithm took through multiple runs to produce keys, 

encrypt, and decrypt as shown in Table 1. 

Algorithm Key 

Generation 

Time (ms) 

Encryption 

Time (ms) 

Decryption 

Time (ms) 

Kyber 12 8 6 

NTRU 20 9 7 

SPHINCS+ 30 15 12 
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McEliece 45 20 18 

Rainbow 25 14 10 

 

Discussion: 

The results have shown that Kyber, in all aspects of the generation of keys, encrypting, and 

decrypting, has the fastest rates, and therefore is viable for real-time applications like secure 

messaging. Although safe, McEliece appears to be the slowest, thus making it impracticable 

in situations that would require high-speed communication. SPHINCS+ and Rainbow also 

present speeds that fall in between [13]. 

 
Figure 2: “A Survey of Post-Quantum Cryptography: Start of a New Race” 

 

2. Latency Impact under Different Bandwidth Conditions 

Network bandwidth is also one of the factors that greatly affect the performance of the 

encryption and decryption algorithms. It can have a highly significant impact on performance 

in high-traffic environments. We tested the latency for each algorithm under various network 

bandwidths to observe what impact it has on the transmission times of data [14]. The observed 

latency for encrypting and decrypting 1 KB, 100 KB, and 1 MB messages across low, medium, 

and high bandwidth conditions are presented in Table 2. 

Algorithm Bandwidt

h 

1 KB 

Message 

Latency 

(ms) 

100 KB 

Message 

Latency (ms) 

1 MB 

Message 

Latency (ms) 
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Kyber Low 3 10 50 

 Medium 2 8 45 

 High 1 5 40 

NTRU Low 5 12 55 

 Medium 3 10 50 

 High 2 8 47 

SPHINCS+ Low 7 15 60 

 Medium 5 13 55 

 High 3 10 50 

McEliece Low 10 20 80 

 Medium 8 18 70 

 High 6 15 65 

Rainbow Low 6 14 65 

 Medium 4 12 60 

 High 3 9 55 

 

Discussion: 
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The outcome is that for all message sizes and bandwidths, Kyber always has less latency than 

the other and it is something of a repetition of its efficiency for networks of mixed speeds. 

McEliece has higher latency when the messages are larger and may not be as effective for real 

time applications over low bandwidth networks [27]. SPHINCS+ and Rainbow perform 

moderately well, which can be characteristic of being acceptable to the applications having 

less strict latency requirements. 

 

 
Figure 3: “Basic types of Post-Quantum Cryptography (PQC)” 

 

3. Ciphertext Expansion Factors 

Expansion in ciphertext is highly critical in post-quantum cryptography because bandwidth 

consumption would depend directly on it. The table below indicates expansion ratios, meaning 

how much larger the ciphertext is than the corresponding plaintext, for different message sizes. 

Algorithm 1 KB Message 

Expansion Ratio 

100 KB Message 

Expansion Ratio 

1 MB Message 

Expansion Ratio 

Kyber 1.5x 1.4x 1.35x 

NTRU 1.6x 1.5x 1.45x 

SPHINCS+ 1.8x 1.75x 1.7x 

McEliece 2.0x 1.9x 1.85x 
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Rainbow 1.7x 1.6x 1.55x 

 

Discussion: 

Kyber has the smallest ciphertext expansion ratio. NTRU follows and is very close, which also 

makes them more bandwidth-efficient than others for communication networks. McEliece has 

a more significant expansion ratio that might slow its performance in some bandwidth-

sensitive applications [28]. SPHINCS+ and Rainbow, however, have intermediate ratios with 

a balance between security and bandwidth usage. 

 
Figure 4: “Experimental authentication of quantum key distribution with post-quantum” 

 

4. Resource Usage: CPU and Memory Usage 

The CPU and memory employed by the algorithms in PQC to both encrypt and decrypt need 

to be examined as another critical feasibility aspect. Table 4 reveals CPU and memory usage 

for all algorithms, but this time the test is the same. 

 

Algorithm CPU Usage (%) Memory Usage (MB) 

Kyber 35 150 

NTRU 40 160 

SPHINCS+ 50 180 
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McEliece 55 200 

Rainbow 45 170 

 

Discussion: 

Kyber and NTRU have the lowest CPU and memory consumption, hence supporting their 

application in scenarios with limited computational resources, like embedded systems and 

mobile devices. The CPU and memory consumption of McEliece and SPHINCS+ is much 

higher and, hence, less practical for environments with limited computational resources, but 

they have excellent security properties [29]. 

 

5. Comparative Security Analysis 

Table 5 Summarizes how each algorithm performs in each of the known attack vectors in the 

quantum context. Such a comparison of security might indicate an algorithm's point of 

weakness and strength. 

Algorithm Vulnerable to 

Known Quantum 

Attacks 

Resistance 

Level 

Security Margin 

Kyber No High Strong 

NTRU Minimal High Strong 

SPHINCS+ Minimal Moderate Strong 

McEliece No Very High Very Strong 

Rainbow Moderate Moderate Strong 

 

Discussion: 

McEliece is the strongest algorithm in regard to resistance against quantum attacks due to its 

foundation on Goppa codes, which are very hard to crack. Kyber and NTRU are very secure 

as well; therefore, they can be used for communication lines requiring high-security levels. 

Rainbow and SPHINCS+ are slightly weaker but still offer resistance for non-critical purposes. 

 

Overall Discussion and Implications 
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These results present a holistic view of the performance of each PQC algorithm along the lines 

of key metrics: efficiency, latency, bandwidth, resource usage, and security. The suitability of 

an appropriate algorithm to a given application depends on the specific requirements of the 

application. 

1. Efficiency: Kyber is the most efficient in terms of speed and resource utilization. 

Hence, it is well-suited for high-performance applications where latency and 

processing power are critical. 

2. Bandwidth Sensitivity: Such algorithms are to be used in bandwidth-sensitive 

applications like IoT networks or mobile communications with low ciphertext 

expansion ratios [30]. McEliece, due to its higher expansion, may not be optimal in 

bandwidth-constrained environments. 

3. Resource Constraint: This family is suited for resource-constrained devices and 

embedded systems because they require less CPU and memory than NTRU. The 

McEliece scheme, although more secure, cannot be applied to devices with resource 

constraints. 

 

V. CONCLUSION 

In conclusion, this research has explored the critical role of post-quantum cryptography in 

securing future communication networks against the impending threats posed by quantum 

computing. As quantum advancements rapidly evolve, traditional cryptographic methods such 

as RSA and ECC will no longer suffice, making PQC a necessary advancement to safeguard 

sensitive data across various digital platforms. In the paper given, several PQC algorithms 

have been taken into consideration for integration of sectors like IoT, vehicular networks, and 

energy systems and compatibility with current infrastructures. Other implementation aspects 

that were reviewed specifically included PUFs, QKD, and hyperelliptic curve-based 

signcryption with applications for both constrained devices used in IoT and in high-scale 

quantum networks. The research lays the basis for the selection of PQC protocols that optimize 

security and efficiency through a performance, complexity, and security resilience analysis of 

such algorithms. It also shows further optimization and benchmarking towards readiness in 

application areas. Lastly, the findings underscore the proactive adoption of PQC in securing 

communication infrastructures against quantum threats while leading in the development of 

quantum-resistant cryptographic standards. 
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