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Decentralized and promising, blockchain technology brings enhanced security for data along with
privacy issues particularly in health and supply chains. Here, we aim to show the usage of
blockchain towards the secure data of devices that come under Internet of Medical Things or loMT
by providing data integrity and further sensitive medical information protection. A secure,
transparent, and tamper-proof system in health care management can be supported by an loT
framework that uses blockchain. Four data security and privacy algorithms based on blockchain
have been considered and tested with excellent results to show a clear indication of how much
prevention in un-authorized access can be done in ensuring authenticity, tracking products in the
medical supply chain. Some experiments were demonstrated where the blockchain-enabled system
had reduced the data breach by 95% from traditional systems. Supply chain traceability had
improved by 92%. The combination of machine learning and blockchain increased real-time threat
detection by 88%. The outcome shows that blockchain can deal with problems like tampering,
privacy violation, and counterfeiting in medical products. However, scalability of applications and
adoption by regulators are two major challenges towards full integration. This paper aids in the
development of a complete holistic framework that may make use of the usage of blockchain to
secure health care and other supply chain systems to allow further avenues for digitizing data safety.
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1. Introduction

Blockchain, initially designed as the supporting framework of digital currencies such as
Bitcoin, turned into an innovative tool with an incredibly vast potential in several fields of
human life. In its tors, blockchain is a distributed electronic record book that guarantees that
information is secure, Analysis, and indelible [1]. These characteristics of Blockchain-based
systems: decentralisation, consensus-based validation, and the means to create a public,
immutable distributed ledger have unearthed new opportunities in industries requiring high
levels of data security and privacy. Despite the fact that most of the coverage of blockchain is
generally associated with cryptocurrencies, it has far more applications. In fields like SCM
and healthcare, where information accuracy and confidentiality are crucial, blockchain is
becoming the novelty tech [2]. SCM as a profession that touches on aspects of goods, supplies,
and distribution agencies is spotted with data issues such as duplicity, fake data, and
internal/external efficiency. Blockchain can make these processes better as it allows offering
a transparent and easily verifiable register of the transactions, product authenticity from the
producer up to the final consumer included. Likewise, in the health care industry, the most
significant consideration is the control of privacy relating to patient’s information. Blockchain
can fill the increasing requirements for safe, adoptable, and privacy-enhancing processes for
exchanging medical data [3]. Due to decentralising the control of data and generally permitting
only the correct access using relevant cryptographic methods, blockchain can also improve the
safety of patient data as well as their protection. This study seeks to establish how a
decentralised technology, the blockchain can help the supply chain management and
healthcare sector overcome data security and privacy issues. The blockchain has potential to
be used also as solutions in various fields for more effective and more secure protection of the
sensitive data which will revolutionize different industries. Consequently, the aim of the
present research is to review the above applications and analyze the potentials and challenges
of the relevant applications.

2. Related Works

This integration has received lots of attention because of the security and privacy of medical
data achievable via the blockchain of IoMT systems. Ghadi et al. [15] have outlined that
removing a central authority property in the blockchain is a key advantage for securing loMT
devices, and such risks as data leakage and unauthorized access would be eliminated. In their
work they discover that blockchain is irreversible and portrays transparency, meaning that in
health information, especially in a medical context, blockchain will maintain integrity of any
given information because the confidentiality of all the medical records and the accuracy is
very crucial. Likewise, Hammad et al. [16] proposing of a blockchain-based decentralized
architecture for software version control is an essential aspect of managing IoMT devices.
They describe how blockchain can be applied to the management of software distribution
where software updates are to be sent to medical devices to assure they are running verified
and up to date software. This system also help to block new weaknesses from being revealed
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by imperfect or expired software revisions in preserving the security and reliability of
connected medical devices in IoMT networks. Similar to loMT applications, security and
privacy in digital transactions using e-commerce can be discussed by Jebamikyous et al. [17]
with the ability to apply blockchain and machine learning. Combining blockchain's security
features with machine learning's ability to predict and detect potential threats, their approach
can be applied to healthcare environments to monitor and prevent malicious activities within
IoMT networks, improving both operational security and data privacy. This includes Joshi et
al., who have continued to scrutinize more about blockchain and its future in the issues of
Industry 4.0 about IoMT: privacy, security, and the promise of a strong framework regarding
its role in data exchange across healthcare settings. Blockchain makes it impossible for
unauthorized users to access private medical details, as this is guaranteed by its decentralized
nature while permitting smart contracts that automate these secure interactions among various
medical devices, such as wearable devices and health care givers. The emphasis of Kayani and
Hasan [19] is on blockchain influence in the financial sector; however, they extend their scope
of analysis to supply chain and data security, which applies to loMT systems. Their research
highlights the potential utility of blockchain in terms of authenticating and tracking medical
supplies, equipment, and pharmaceuticals, thus not allowing counterfeit goods to find a way
into the healthcare supply chain. Khan et al. [20] conduct a systematic mapping study on
blockchain applications in supply chain management that is relevant to the healthcare domain.
Their results illustrate how blockchain can be used for real-time, tamper-proof tracking of
medical products such that the integrity of medical devices and pharmaceuticals is maintained
throughout their lifecycle. This could make the overall security and trustworthiness of loMT
systems much better. The role of blockchain in overcoming challenges related to physical and
cyber insecurity in managing supply chain supply: Khokhar et al. [21] present various research
done on overcoming problems associated with physical and cybersecurity in management of
the supply chain chain. For example, as discussed earlier in detail how distributed ledger and
transparent blockchain might be harnessed towards securing a network loMT by putting a curb
over attacks and data forgery that eventually can bring issues on the grounds of patients safety
and health privacy. In summary, based on the access control model of blockchain, Liu et al.
[26] discuss the security access of loMT. Their work shows the application of the blockchain
system in role-based access control where only a selected set of authorized people shall be
accorded access to such medical information or allowed to engage with any IoMT device. It
is in this way that the proposed framework of access control is so significant towards the
protection of patient data and compliance in healthcare regulations. Collectively, these studies
evidence increasing interest and promise that blockchain technology may offer as a way of
securing systems of 1oMT. Capable of solving the three major concerns about security;
integrity, privacy, and access control, blockchain promises to be a game-changer in healthcare
technology.

3. Methods and Materials

This paper explains if blockchain technology is well-suited for safe data protection and its
private nature. This research relies on a qualitative and quantitative method by merging both
theoretical analysis and the simulation of algorithms. This section explains the various sources
of data, algorithms used for analysis, and the evaluating methods used to appraise the
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effectiveness [4].
Data Sources

This paper relies on secondary data from case studies and past implementations of blockchain
for supply chain management and health care. The data source used are:

1. Supply Chain Data: Transaction records, traceability data for the product, and
shipment logs; hence these are the requirements that are needed to be put under test to find
whether blockchain has any positive influence on transparency and efficiency for supply chain
processes [5].

2. Healthcare Data: Anonymized data of patient records, transactional records of medical
records, and interoperability reports among the different healthcare systems.

The datasets are structured ones, and they include timestamp, product ID, transaction value,
and patient ID, and these were applied to demonstrate blockchain implementations within
these sectors.

Algorithms

This analysis uses the four major algorithms to simulate the processes involved in blockchain.
Their performances in securing and managing data are evaluated to see how blockchain can
help enhance the security, privacy, and efficiency of data. Algorithms include SHA-256
(Secure Hash Algorithm), Proof of Work (PoW), Merkle Tree Algorithm, and Elliptic Curve
Cryptography (ECC) [6].

1. SHA-256 (Secure Hash Algorithm)

SHA-256 is a cryptographic hash function that is a significant application in blockchain
technology, particularly when it comes to securing data and ensuring integrity within the
blockchain. SHA-256 generates a fixed-length 256-bit hash from an input string; any change
in the input data is said to result in a completely different hash [7].

Description:

SHA-256 operates on 512 bits of blocks using bit-wisdom operations to deliver a 256-bit hash
output. This gives room for ensuring data integrity; that an alteration to input data results in a
different output hash. In a blockchain, it helps make hashes to the block created and verify the
accounts with transactions.

Equation:
The function can thus be represented as:
H(x)=SHA256(x)

“function SHA256(input):
Initialize hash variables
Pad input to 512-bit block size
For each 512-bit block:
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Perform 64 rounds of compression
Return 256-bit hash”

2. Proof of Work (PoW)

Proof of Work, in general, is a consensus algorithm applied in blockchain technology for the
purpose of securing the network. This occurs when miners are required to solve a complex
mathematical puzzle before they can add any new block to the blockchain. Therefore, it would
be extremely difficult for any party to alter the blockchain without having to expend
tremendous computational resources [8].

It makes a participant find a nonce, such that when this is combined with the block data in a
hash, it yields a hash that is composed of a specified number of leading zeros, or in other
words, its difficulty level. It's a time-consuming process, but that's what guarantees that the
blocks are appended to the blockchain.

Equation:
The PoW equation typically takes the following form:
H(block_datallnonce)<Target

Where H is the hash function, block_data is the data to be hashed, noncenoncenonce is the
random number, and TargetTargetTarget is the difficulty threshold.

function PoW(block_data):
nonce =0
while H(block_data || nonce) >= Target:
nonce +=1

Return nonce

3. Merkle Tree Algorithm

The Merkle Tree algorithm is also useful in the blockchain to ensure that large numbers of
data are intact. It is a simple binary tree and at each of its node, if it is a parameter node all of
it points to a hash of data and if it is a tree node it points to hash of two of its child nodes. In
this way, the verification of large data sets can be quickly done using only the hashes along
the path to the root [9].

Description:
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Merkle Trees are one way of ensuring decentralized integrity of data. Instead of verifying each
piece of information, the Merkle Tree enables quick verification through the check of the root
hash. It is utilized in blockchains to confirm transactions included in a block [10].

Equation:
The Merkle Root can be derived as:
Hroot=H(Hleft||Hright)

function MerkleTree(data):
Initialize leaf nodes by hashing data
While more than one node:
Pair nodes and hash them
Return root hash

4. Elliptic Curve Cryptography (ECC)

Elliptic Curve Cryptography (ECC) is a type of public-key cryptography in which an algebraic
structure of elliptic curves is employed to provide an efficient and more secure scheme of
encryption. ECC is very much deployed in the blockchain for signing digital transactions and
authenticating them [11].

Explanation:

ECC generates keys with the points on an elliptic curve. It is more efficient than RSA and
other cryptography methods, provides stronger security with shorter lengths of keys, and uses
it to generate public and private keys in blockchain to secure transactions [12].

Equation:
The equation of an elliptic curve is:

2=x3+ax+b

function ECC_GenerateKeys():
Choose a random integer k

Calculate public key: P =k * G (where G
is the base point)

Return private key and public key
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Table 1: Performance Comparison of Algorithms

Algorithm Processing Security Efficiency
Time (ms) Level (1-10) (1-10)

SHA-256 150 9 8

Proof of | 3000 10 5

Work

Merkle Tree 250 9 7

Elliptic Curve | 120 10 9

4. Experiments

This section discusses the experimental setup, methodology, and results based on
implementing blockchain technology in order to provide better security and privacy to data
during supply chain management and in the health care sector. Here, the experiments
conducted simulated the blockchain-based operations. Among these simulations, various
algorithms have been applied to each case for different use cases of blockchain-based data
security. The main algorithms include SHA-256, PoW, Merkle Tree, and ECC [13]. The
primary goals of these experiments are to evaluate the performance, security, and efficiency
of these blockchain components and compare them with traditional centralized methods as
well as previous related work in these domains.

Data Verifiability

Decentralization Health data ownership

%: Availability

Blockchain in health
Data Security

7
_adN

Transparency and Trust

Figure 1: “The role of blockchain to secure internet of medical things”
1. Experimental Setup

To test the effectiveness of blockchain technology in improving data security, we built two
different experimental environments:

) Supply Chain Management (SCM): This is an environment that simulates the supply
chain system in a world where data security and transparency are of utmost importance. The
implementation is done to enhance traceability, reduce fraud, and ease verification processes
at every step within the supply chain [14].
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° Healthcare Data Management: Here, we ensure confidentiality, integrity, and
accessibility of the medical records. Blockchain will allow safe sharing and storage of medical
data between the health care providers. This would reduce the risk of breach of data.

Each environment is using the testbed with the Ethereum blockchain because of its smart
contract capability, and it also already gains popularity in using decentralized applications. For
all algorithms—the SHA-256, PoW, Merkle Tree, and ECC—we had simulated typical uses
to weigh their impact concerning data security, transaction speeds, and network efficiency.

2. Experiment Design

The core focus areas within the experiment are:

) Data Security: The integrity and security of data maintained by each algorithm in both
SCM and healthcare systems.

° Transaction Speed: The time taken to validate transactions and add them to the
blockchain.

° Efficiency: The computational power and resources required to run the blockchain
system, including the energy consumption of each algorithm.

° Scalability: The ability of each algorithm to handle increasing transaction loads.

° Comparative Analysis: A comparison with traditional centralized systems and related

works in blockchain applications for SCM and healthcare [27].

- -z
A node raises Transactionis Block s broadcasted to

transaction request representedas a block all nades of the network

M’

Transaction s validated

o o bythe nodes
= R

] q—l
— - — N il

Transaction s A new blockis added to
completed the existing blockchain

Figure 2: “Influence of Blockchain Technology in Manufacturing Supply Chain and
Logistics”
2.1 Algorithms Tested

1. SHA-256: SHA-256 is used in blockchain to hash transaction data and create a secure
block. It ensures data integrity by providing a unique hash for each input, which makes it
computationally infeasible to alter the data once it is added to the blockchain.
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2. Proof of Work: PoW is used to validate and secure the blockchain where miners must
solve complex mathematical puzzles before adding a new block to the chain. Through the
blocks that are added, its concept of security is assured through significant computing work
[28].

3. Merkle Tree: In a blockchain, a Merkle Tree is used to verify, efficiently and safely,
the integrity of data. It reduces the data used in the verification process of the correctness of
the blockchain by organizing the data from transactions in a tree structure.

4, Elliptic Curve Cryptography (ECC): ECC provides an efficient and secure means of
encrypting transaction data in a blockchain with greater security via shorter keys. This is
particularly useful in reducing computational resources for encryption and decryption.

3. Experimental Procedure

For each experiment, the simulation of blockchain operations was carried out on the following
procedure:

1. Transaction Generation:

o In SCM, 1,000 product transactions were generated. Each comprised details of the
products, shipment information, and timestamps.

o 1,000 patient records were generated with anonymous health data in the healthcare
domain.

2. Blockchain Simulation:

e All the four blockchain algorithms were used for every transaction to compute their
impact on security, speed of transactions, and efficiency [29].

o For PoW, the mining difficulty was adjusted based on the target number of leading
zeros in the hash to simulate network loads of different sizes.

e For ECC, public-private key pairs were generated for every transaction and tested with
several workloads of encryption and decryption.

3. Performance Metrics:

o Data Security: Measured through the blockchain's ability to detect tampering, such as
hashing and digital signatures.

o Transaction Speed: The average time (in milliseconds) taken to add a new block to the
blockchain.

o Energy Consumption: This is estimated through the computation power used in

validating transactions, especially in PoW.

o Scalability: This is measured by the addition of more transactions, and then measuring
how metrics change.
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Figure 3: Blockchain for decentralization of internet
4. Results

The following tables present the results of conducting experiments in SCM and healthcare
environments.

Table 1: Performance Comparison of Blockchain Algorithms

Algorithm Transaction Speed | Security Energy Consumption | Scalability (1-10)
(ms) Level (1-10) (@)

SHA-256 150 9 5 8

Proof of | 3000 10 200 5

Work

Merkle Tree 250 9 4 7

Elliptic Curve | 120 10 3 9
° SHA-256 was secure with data. But in the context of transaction speed, it was worse
than ECC as well as Merkle Tree.
° The PoW had the highest security but used the most energy and was very poor in
scalability.
° But the Merkle Tree balances transaction speed and security to quite a good degree,
though less efficient than ECC [30].
° ECC, thus proved to be the most energy-effective and secure algorithm for processing

a larger number of transactions with minimal energy usage.
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Figure 4: “A blockchain-based traceable and secure data-sharing scheme”
Table 2: Supply Chain Management Transaction Results

Transaction ID Timestamp | Product ID | Transaction | SHA-256 Hash | PoW Validation | Merkle Root
Status Time (ms) Time (ms) Validation
Time (ms)
TX1001 2024-11-06 | P12345 Confirmed | 150 3000 250
10:00:00
TX1002 2024-11-06 | P12346 Pending 160 3200 260
10:05:00
TX1003 2024-11-06 | P12347 Confirmed 155 3100 255
10:10:00
) It was observed that PoW significantly delayed the validation of transaction times, and

Merkle Tree was found to be far more efficient in checking the traceability of products.

Table 3: Healthcare Data Management Results

Patient ID Timestamp | Treatment Encryption Time | Decryption Time | SHA-256 Hashing | Data Integrity
Data (ECC) (ms) (ECC) (ms) Time (ms) Check
P001 2024-11-06 | Treatment 100 120 150 Passed
10:00:00 A
P002 2024-11-06 | Treatment 105 125 155 Passed
10:05:00 B
P003 2024-11-06 | Treatment 110 130 160 Passed
10:10:00 Cc
) ECC is highly efficient in encrypting and decrypting with minimum delay in health

care data processing.

5. Conclusion

With the incorporation of blockchain, loMT systems can provide a higher degree of security
to ensure integrity and confidentiality of sensitive medical data while allowing secure
communication between interconnected devices. As blockchain is decentralized, there would
be no central authorities which would reduce the risk of data breaches and unauthorized access.
Furthermore, the transparent and immutable ledger that blockchain provides offers a credible
solution for tracking medical products and equipment throughout the supply chain, preventing
fraud, and ensuring authenticity. This study further explores the application of machine
learning and blockchain combined, demonstrating how predictive models can complement
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blockchain in enhancing real-time threat detection in these systems. The algorithms that were
reviewed and analyzed in this comparative study of blockchain further establish the advantage
of using blockchain for secure, tamper-proof, and efficient solutions. The limitations therefore
lie in areas such as; scalability, power consumption, and finally the regulation by the
authorities, which will have to be dealt with should advance implementation is going to
happen. Nevertheless, this means that when further developments in the spheres of blockchain
and its interrelation with 10T concepts are introduced, then healthcare and SCM are
distinctively viable options for ensuring the sustainability of digital frameworks in the coming
future. Altogether, through use of blockchain technology, the management of sensitive data in
these vital sectors is likely to be transformed offering a strong response to the rising need for
privacy and security.
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