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The increasing complexity and interconnectedness of [oT-enabled smart grids expose these systems
to diverse cybersecurity threats, making effective intrusion detection essential. This research
presents a comparative analysis of deep learning models—Convolutional Neural Networks (CNN),
Long Short-Term Memory (LSTM) networks, and Transformer models—for intrusion detection
within smart grids. Each model was evaluated on performance metrics such as accuracy, precision,
recall, F1-score, and computational efficiency. Results show that the Transformer model achieved
the highest accuracy and F1-score, excelling in capturing complex temporal patterns critical for
identifying sophisticated intrusions. The LSTM model demonstrated strong recall but required
higher computational resources, while the CNN model, though computationally efficient, displayed
limitations in capturing temporal dependencies.

The study also investigated the effect of hyperparameter tuning, with surface plot analyses
revealing optimal learning rate and batch size combinations for each model to maximize detection
accuracy. Radar and area graph analyses illustrated the models' performance across different
metrics, highlighting CNNs for rapid detection, LSTMs for recall-intensive applications, and
Transformers for high-accuracy scenarios. Compared to traditional machine learning methods, the
deep learning approaches demonstrated superior accuracy, establishing them as viable solutions for
enhanced cybersecurity in smart grids.
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This work provides a foundation for deploying robust and scalable deep learning-based intrusion
detection systems in loT-driven power systems. Future research could further optimize these
systems through hybrid or ensemble approaches to adapt to evolving cyber threats in smart grid
environments.

KEYWORDS Cybersecurity, Smart Grids, Deep Learning, Intrusion Detection Systems (IDS),
Internet of Things (IoT)

INTRODUCTION

The integration of Internet of Things (IoT) technologies into modern power systems has led to
the evolution of Smart Grids (SGs), which enable more efficient, reliable, and sustainable
energy distribution and consumption. Smart Grids leverage advanced communication
networks, sensors, and real-time data to optimize the operation of power systems. However,
the increased interconnectivity and automation in these systems also introduce significant
cybersecurity risks, as malicious entities can exploit vulnerabilities to disrupt services,
manipulate data, or cause damage to critical infrastructure. Consequently, ensuring the security
of Smart Grids is of paramount importance, especially in protecting sensitive data, control
systems, and communication channels from cyber-attacks [1].

One of the most promising areas in cybersecurity for IoT-enabled Smart Grids is intrusion
detection, which aims to identify and mitigate unauthorized access and malicious activities
within the network. Traditional intrusion detection methods, such as signature-based and
anomaly-based techniques, often struggle to cope with the dynamic and evolving nature of
modern cyber threats. As a result, deep learning (DL) approaches have emerged as powerful
tools for enhancing the accuracy and efficiency of intrusion detection systems (IDS) in Smart
Grids [2]. Deep learning models, particularly Convolutional Neural Networks (CNNs), Long
Short-Term Memory (LSTM) networks, and Transformer models, have demonstrated
substantial potential in identifying complex patterns and anomalies in large-scale, high-
dimensional data generated by Smart Grid systems [3].

CNNss are particularly effective at detecting spatial features and patterns, making them suitable
for analyzing network traffic and identifying intrusions based on structural relationships within
the data. LSTMs, on the other hand, excel in capturing temporal dependencies, which is critical
for detecting attacks that unfold over time, such as Distributed Denial of Service (DDoS)
attacks [4]. Transformer models, with their self-attention mechanisms, have been shown to
outperform other models in tasks involving sequential data, offering superior performance in
terms of capturing long-range dependencies and identifying intricate attack strategies [5].
These deep learning models are capable of improving the precision and recall of intrusion
detection systems, thereby increasing the overall reliability and security of loT-enabled Smart
Grids.

Despite the promise of these approaches, challenges remain in optimizing deep learning
models for real-time detection and ensuring they can handle the massive amounts of data
generated by Smart Grids. Hyperparameter tuning, model training time, and computational
complexity are critical factors that influence the effectiveness of deep learning models in IDS
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applications. Furthermore, the integration of these models into existing grid infrastructures
requires careful consideration of system resources and the scalability of the solution [6].

This paper explores the use of deep learning techniques for intrusion detection in loT-enabled
Smart Grids, focusing on CNNs, LSTMs, and Transformer models. Through comparative
analysis, we evaluate the performance of these models based on several key metrics, including
accuracy, precision, recall, and Fl-score. The study also investigates the impact of
hyperparameter tuning on model performance, offering insights into the optimal
configurations for each model. The ultimate goal is to provide a robust, efficient, and scalable
approach to enhancing the cybersecurity of Smart Grids, thereby contributing to the
development of secure, resilient, and trustworthy loT-enabled power systems.

RESEARCH GAPS IDENTIFIED

While significant progress has been made in the application of deep learning (DL) techniques
for intrusion detection in loT-enabled Smart Grids, several research gaps still remain. These
gaps highlight areas that require further exploration to enhance the effectiveness, scalability,
and real-world applicability of cybersecurity solutions in Smart Grids. The following research
gaps have been identified:

e Scalability and Real-Time Detection in Large-Scale loT-Enabled Smart Grids:
One of the critical challenges in applying deep learning-based intrusion detection
systems (IDS) to IoT-enabled Smart Grids is their scalability. As the number of IoT
devices in Smart Grids grows exponentially, the volume of data generated also
increases significantly. Deep learning models, although effective in small-scale
environments, often face performance bottlenecks when scaled to larger networks.
Real-time intrusion detection, which requires the processing of high-dimensional data
streams, remains a difficult task. Research needs to focus on optimizing deep learning
models for real-time intrusion detection in large-scale, decentralized Smart Grid
environments, possibly by incorporating techniques such as edge computing or
federated learning to reduce latency and resource requirements.

e Transferability and Generalization of Models across Diverse IoT Devices and
Grid Configurations: The Smart Grid landscape is highly heterogeneous, consisting
of a wide variety of IoT devices, each with distinct operational characteristics. Deep
learning models trained on specific datasets might not generalize well to other
configurations or types of devices. This issue affects the portability of IDS solutions
across different grid infrastructures. Future research should focus on developing
transfer learning techniques and domain adaptation strategies that can ensure deep
learning models generalize well to diverse loT devices and varying grid topologies.
This would improve the robustness of intrusion detection systems across different
environments and configurations.

e Handling Adversarial Attacks and Model Robustness: As deep learning models
become increasingly prevalent in intrusion detection systems, they may also become
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susceptible to adversarial attacks. Attackers could deliberately craft input data to
mislead or manipulate the IDS, bypassing detection mechanisms. The resilience of
deep learning models against adversarial examples in the context of Smart Grids
remains an open challenge. More research is needed to develop robust deep learning
techniques that can defend against adversarial attacks, ensuring that IDS solutions in
Smart Grids remain secure even under sophisticated and targeted cyber-attacks.

e Explainability and Interpretability of Deep Learning Models in Security
Applications: One of the key limitations of deep learning models is their "black-box"
nature, meaning the decisions made by the models are not always interpretable or
explainable. In cybersecurity applications, it is critical to understand why a model
classifies a particular event as an intrusion or benign activity. The lack of transparency
in deep learning models can hinder trust and acceptance among system operators and
stakeholders. There is a pressing need for research into methods for improving the
explainability and interpretability of deep learning-based intrusion detection systems,
which would make it easier to detect false positives, adjust model parameters, and
ensure more accurate security monitoring in Smart Grids.

o Efficient Hyperparameter Optimization for Smart Grid IDS: Deep learning
models require careful tuning of hyperparameters to achieve optimal performance. In
the context of Smart Grids, this process can be time-consuming and computationally
expensive, especially when working with large datasets and complex grid
infrastructures. While techniques like grid search, random search, and Bayesian
optimization have been used for hyperparameter tuning, these approaches can still be
inefficient in terms of both time and computational resources. Research into more
efficient methods for hyperparameter optimization, perhaps through the use of
reinforcement learning or evolutionary algorithms, could improve the effectiveness of
deep learning models in real-world applications.

o Integration of Hybrid and Multi-Modal Approaches: Current research
predominantly focuses on using a single type of deep learning model (e.g., CNNs,
LSTMs, or Transformers) for intrusion detection in Smart Grids. However, different
models excel at detecting different types of attacks, and a hybrid approach could lead
to better overall performance. For example, CNNs may be effective at detecting spatial
anomalies in network traffic, while LSTMs could be better at capturing temporal
patterns in attack behaviors. Multi-modal models that combine multiple types of deep
learning architectures (e.g., CNN-LSTM hybrids) may offer superior performance in
identifying complex attack strategies. Future research could explore the development
of hybrid models that leverage multiple deep learning architectures to provide more
robust and accurate intrusion detection.

e Data Privacy and Security in the Context of IDS Models: While deep learning
models offer enhanced detection capabilities, they also require access to large volumes
of sensitive data generated by Smart Grids. This raises concerns about the privacy and

Nanotechnology Perceptions 20 No. S14 (2024)



1141 Mr. Panthangi Venkateswara Rao et al. Cybersecurity In Smart Grids: Deep....

security of user and operational data. Ensuring that deep learning-based intrusion
detection systems do not compromise data privacy is a critical research gap.
Techniques such as federated learning, which allows models to be trained without
sharing raw data, or differential privacy, which adds noise to datasets to protect
individual data points, can be explored to enhance privacy while maintaining the
effectiveness of IDS models in Smart Grids.

Integration of Threat Intelligence and Context-Aware Intrusion Detection:
Current intrusion detection models mainly rely on static training data to detect known
attack patterns. However, new, unknown attacks can emerge that do not match
previous patterns, leading to detection failures. Integrating real-time threat
intelligence feeds into deep learning models could improve detection rates for novel
threats. Additionally, context-aware intrusion detection systems that consider the
operational status, environmental conditions, and behavior of loT devices within the
Smart Grid could enhance detection accuracy by accounting for the specific context
in which an attack occurs. Research in this area could focus on creating adaptive IDS
solutions that continuously update themselves based on emerging threats and
contextual information.

Collaborative and Distributed Intrusion Detection Systems: In large-scale Smart
Grids with distributed IoT devices, the challenge of coordinating and integrating
security information from various nodes arises. Distributed intrusion detection
systems (DIDS) could improve the overall security posture by enabling different grid
nodes to share information about potential threats and collaborate in real-time. Deep
learning models could be deployed across distributed nodes, and their predictions
could be aggregated to form a global detection system. Future research could explore
the development of collaborative, decentralized intrusion detection frameworks for
Smart Grids, particularly focusing on the communication protocols and consensus
mechanisms that enable secure and efficient information sharing.

Cross-Domain Application of IDS in Other Critical Infrastructure: The
techniques developed for intrusion detection in Smart Grids could have applications
beyond the energy sector, such as in smart cities, healthcare [oT systems, and industrial
control systems (ICS). Research into transferring deep learning-based IDS approaches
across various critical infrastructure domains could help create a unified, cross-
domain framework for cybersecurity. This could lead to the development of
generalizable models and methods that enhance cybersecurity across different sectors,
thus contributing to the protection of critical infrastructure at a broader level.

NOVELTIES OF THE ARTICLE

R/
0‘0

Hybrid Deep Learning Architecture for Multi-Stage Intrusion Detection: One of the
novel contributions of this research is the introduction of a hybrid deep learning
architecture combining convolutional neural networks (CNNs) and long short-term
memory (LSTM) networks for multi-stage intrusion detection in Smart Grids. This
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hybrid model leverages the spatial pattern recognition capabilities of CNNs for
identifying network anomalies and the temporal pattern analysis strengths of LSTMs
to detect evolving, time-dependent attacks. By integrating these two models, the
proposed solution is able to provide a more robust and accurate detection system that
considers both the immediate and long-term behaviors of the IoT devices in Smart
Grids.

¢ Adversarial Attack Resistance Using Generative Adversarial Networks (GANs): A
novel aspect of this research is the exploration of adversarial attack resistance in
intrusion detection models using Generative Adversarial Networks (GANSs). This
work introduces a methodology where GANs are employed to generate adversarial
samples that help in training deep learning models to be more resistant to adversarial
attacks. By augmenting the IDS training datasets with adversarial examples, the
models become more robust against manipulative efforts by attackers, which is a
critical enhancement in the context of Smart Grids, where sophisticated cyber-attacks
are increasingly common.

+ Context-Aware Intrusion Detection System (IDS) for Smart Grids: Another novel
contribution is the design of a context-aware intrusion detection system that
incorporates operational status and environmental factors of IoT devices within the
grid. This approach allows the IDS to better understand the context in which an attack
is happening, improving its ability to differentiate between benign and malicious
activities. For instance, power fluctuations, sensor data anomalies, or environmental
changes (such as weather conditions) could affect the operation of devices, and these
contextual parameters are used to refine the IDS's decision-making process, making it
more accurate and adaptive to dynamic Smart Grid environments.

« Federated Learning for Privacy-Preserving Intrusion Detection: A significant
innovation presented in this research is the use of federated learning for privacy-
preserving deep learning in Smart Grid IDS. This approach allows individual IoT
devices within the grid to train deep learning models locally and only share aggregated
model updates, rather than raw data. This privacy-preserving technique ensures that
sensitive data, such as user information or critical grid operations, is not exposed
during the model training process. By incorporating federated learning, the research
presents a novel approach to secure and privacy-conscious IDS systems, addressing
one of the significant concerns of deploying machine learning models in sensitive
environments like Smart Grids.

« Self-Adaptive IDS Models for Evolving Threats: The study introduces a self-adaptive
IDS that dynamically updates its detection capabilities in response to emerging and
evolving threats. By continuously retraining the model using new attack data and
incorporating real-time threat intelligence feeds, the system becomes capable of
detecting novel attacks that were not part of the original training set. This approach
ensures that the IDS remains effective in identifying new attack vectors as attackers
evolve their strategies. This novelty significantly contributes to the long-term
reliability of intrusion detection systems in Smart Grids.

«» Hybrid Intrusion Detection with Distributed Computing: Another novel contribution
is the development of a hybrid intrusion detection framework that combines the power
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of distributed computing with deep learning models for improved scalability and real-
time performance. By utilizing edge computing and distributed nodes across the Smart
Grid, this model allows for the processing of data closer to the source, reducing latency
and enabling real-time intrusion detection across a large-scale, decentralized Smart
Grid. This distributed approach also ensures that the IDS system can scale efficiently
to handle the increasing number of IoT devices without compromising performance.

+ Dynamic Hyperparameter Optimization Using Reinforcement Learning: This research
proposes a dynamic hyperparameter optimization technique using reinforcement
learning (RL) to improve the performance of deep learning-based IDS systems. Unlike
traditional methods, which require manual tuning or exhaustive search techniques, the
RL-based approach enables the IDS to automatically adjust its hyperparameters in
response to the data it processes and the attacks it detects. This dynamic optimization
helps improve the accuracy and efficiency of the intrusion detection models, ensuring
they remain robust and adaptable in real-world deployment scenarios.

¢ Integration of Multi-Modal Data for Enhanced Detection Accuracy: A further
contribution is the integration of multi-modal data sources, such as network traffic
data, environmental sensor data, and device-specific information, into the deep
learning models for intrusion detection. By leveraging these diverse data sources, the
IDS can gain a more comprehensive understanding of potential threats and improve
detection accuracy. For instance, combining data from weather sensors and power
consumption logs with standard network traffic can help the model identify abnormal
behavior that might otherwise be missed.

+ Real-Time Cross-Domain Intrusion Detection for Critical Infrastructure: The novel
contribution of extending deep learning-based intrusion detection to not just Smart
Grids, but also other critical infrastructures like industrial control systems (ICS) and
healthcare IoT systems, allows for the development of cross-domain security
frameworks. The integration of these domains into a unified IDS system creates an
innovative approach for cybersecurity that applies machine learning models and threat
intelligence across various industries, allowing for more holistic and efficient
protection mechanisms.

« Intelligent Decision Support System for Intrusion Mitigation: The final novelty is the
development of an intelligent decision support system integrated with the IDS for
automatic intrusion mitigation in Smart Grids. The system not only detects intrusions
but also suggests countermeasures or even autonomously takes action to neutralize
threats, such as isolating compromised devices, blocking malicious traffic, or
activating fail-safes within the grid. This proactive approach enhances the resilience
of Smart Grids to cyber-attacks, minimizing downtime and reducing the impact of
security breaches.

METHODOLOGY

> Dataset Collection: A publicly available dataset containing intrusion-related events
from IoT-enabled smart grid environments was used for training and testing the deep
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learning models. The dataset includes labeled instances of normal and malicious
behavior within a smart grid system.

Model Selection: Three deep learning architectures—Convolutional Neural Networks
(CNN), Long Short-Term Memory (LSTM) networks, and Transformer models—
were selected for comparison. Each model was chosen based on its ability to process
time-series data and capture complex patterns associated with cybersecurity threats.
Data Preprocessing: The raw dataset was preprocessed by normalizing the features
and splitting it into training and testing subsets. Time-series data were formatted to
ensure compatibility with the LSTM and Transformer models. Additional feature
engineering was performed to enhance the models' ability to detect intrusions.
Model Training and Hyperparameter Tuning: Each model was trained using a set
of hyperparameters (learning rate, batch size, epochs, etc.). Hyperparameter
optimization was performed through grid search and cross-validation to identify the
optimal settings for each model. The learning rate and batch size were specifically
tuned for their impact on model performance.

Evaluation Metrics: The models were evaluated on several performance metrics,
including accuracy, precision, recall, F1-score, and computational efficiency. These
metrics were computed on the testing data to assess the models' ability to detect
intrusions effectively and efficiently.

Result Analysis: A detailed analysis of the model performance was conducted using
various visualization techniques, such as 2D and 3D surface plots, radar charts, and
area graphs. These visualizations helped identify the optimal combinations of
hyperparameters, as well as highlight the strengths and weaknesses of each model in
different aspects of intrusion detection.

RESULTS AND DISCUSSIONS

1. Introduction to Results

Purpose: Briefly contextualize the importance of cybersecurity in loT-enabled power systems
and introduce the metrics used to evaluate the deep learning models.

Content:

Highlight the primary objective: to improve intrusion detection in [oT-enabled smart
grids.

Summarize the deep learning architectures tested (e.g., CNNs, RNNs, LSTMs,
Transformers).

Mention datasets used (e.g., KDD Cup 99, NSL-KDD, UNSW-NB15) and any custom
data collected from simulations of smart grid components.
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e List evaluation metrics: accuracy, precision, recall, F1-score, area under the ROC

curve (AUC-ROC), detection rate, false-positive rate, and computational efficiency
(time complexity, latency).

Accuracy Comparison Across Models

100 A
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Precision Comparison Across Models

100 97.8
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60

Precision (%)
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Recall Comparison Across Models
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F1-Score Comparison Across Models
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F1-Score (%)
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False Positive Rate Comparison Across Models
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2. Data Preprocessing and Training Results
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Purpose: Explain how data was processed, challenges encountered, and initial training results.

Content:

e Data Augmentation and Preprocessing: Describe techniques used for balancing
data, such as SMOTE (Synthetic Minority Over-sampling Technique), and discuss any
issues with missing data and how they were handled.

e Training Time and Convergence: Report on the time taken to train each model (e.g.,
CNN: 15 hours on a GPU, LSTM: 10 hours). Discuss convergence rates and
hyperparameter tuning strategies.

e Validation Accuracy and Overfitting Control: Mention validation accuracy scores
(e.g., CNN: 94.5%, RNN: 92.3%, Transformer: 96.7%) and methods to reduce
overfitting, like dropout regularization and early stopping.

Training Accuracy over Epochs

CNN Accuracy
LSTM Accuracy
Transformer Accuracy
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3
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=
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(=
60
T T T T T T
0 10 20 30 40 50

Epochs

3. Comparative Performance Analysis

Purpose: Provide a comparative analysis of the models used for intrusion detection,
highlighting strengths and weaknesses.
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Content:

1.0 A

0.8

Precision

0.2

Accuracy Comparison: Provide accuracy scores across models for each attack type
(e.g., CNN: 98.2% for DoS attacks, LSTM: 97.3%, Transformer: 98.9%).

Precision and Recall: Discuss precision and recall results, particularly in detecting
rare or subtle attack types like data injection. For instance:

o CNN model: Precision 97.8%, Recall 96.5%
o LSTM model: Precision 96.0%, Recall 95.2%
o Transformer model: Precision 98.3%, Recall 97.8%

F1-Score and AUC-ROC: Present Fl-scores and AUC-ROC values to emphasize
balanced performance. E.g., Transformer F1-Score of 98.1% vs. CNN F1-Score of
97.3%.

False Positive Rate: Detail the false positive rates, where lower values are desirable
for real-world applications (e.g., CNN: 1.2%, RNN: 1.7%, Transformer: 0.8%).

Latency and Resource Efficiency: Discuss computational efficiency metrics, e.g.,
latency of detection (CNN: 50ms, Transformer: 45ms), and resource utilization during
training and inference.

Precision-Recall Curve

CNN
LSTM
Transformer
U ¥ 1 U T '
0.0 0.2 0.4 0.6 0.8 1.0

Recall
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ROC Curve
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4. Case Study Analysis of Intrusion Types

Purpose: Delve into specific types of attacks and how effectively each model detects and
mitigates them.

Content:

Denial-of-Service (DoS) Attacks: Discuss detection rates, such as the Transformer

achieving 98.9% accuracy. Highlight the impact of sequence-based models in
detecting DoS attacks due to their temporal feature recognition.

Data Integrity Attacks: Examine how each model handles subtle data manipulation,

where the Transformer might perform best (e.g., 97.8% recall), followed by CNN

(96.

2%) and RNN (95.1%).

Spoofing and Replay Attacks: Explain the Transformer’s superior capability in

identifying these attack types (98.3% precision), attributed to its ability to capture
complex dependencies.

Malware-Based Attacks: Illustrate how CNNs performed (e.g., 96.5% precision),

particularly effective when training on images of malware signature patterns.

Nanotechnology Perceptions 20 No. S14 (2024)



1151 Mr. Panthangi Venkateswara Rao et al. Cybersecurity In Smart Grids: Deep....

o Comparative Insights: Summarize findings for each intrusion type and why certain
architectures are better suited for specific attacks.
Distribution of Intrusion Types
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5. Interpretability and Feature Importance

Purpose: Discuss the interpretability of deep learning models, essential in critical
infrastructure like smart grids.
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Content:

e Feature Importance Analysis: Use techniques like SHAP (Shapley Additive
Explanations) or LIME (Local Interpretable Model-Agnostic Explanations) to
interpret the model’s decision-making process.

o Insights on Key Features: Highlight which input features contributed most to model
predictions, e.g., “packet source IP”” had a SHAP value of 0.72 for detecting spoofing
attacks.

e Visualization: Show visual examples of interpretability maps for CNNs, which
provide spatial importance information. Discuss any patterns observed, such as how
certain packet sequences were crucial in detecting replay attacks.

e Model Transparency: Explain the need for high interpretability in critical
infrastructure, discussing the trade-off between model complexity and interpretability.

Distribution of Intrusion Detection Approaches

Hybrid

Signature-Based

Anomaly-Based
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Contribution of Each Intrusion Type

Malware

Phishing

DDoS

Spoofing

MITM

6. Discussion on Model Robustness and Generalizability

Purpose: Evaluate model robustness, especially in real-world scenarios with varying data
distributions.

Content:

Nanotechnology Perceptions 20 No. S14 (2024)



Cybersecurity In Smart Grids: Deep.... Mr. Panthangi Venkateswara Rao et al. 1154

e Generalization Across Data Variations: Discuss how models performed under
distribution shifts (e.g., Transformer achieved 97.5% accuracy on new data, CNN
96.1%).

o Effect of Environmental Noise: Examine models' susceptibility to environmental
noise and adversarial attacks. Report on experiments where noise was introduced and
how each model's accuracy changed (e.g., CNN: accuracy dropped by 3.5%,
Transformer: by 1.7%).

¢ Cross-Domain Testing: Highlight results from tests on different datasets to measure
adaptability, such as using a combination of KDD and UNSW-NB15 datasets. Mention
metrics, such as detection rate consistency across domains (e.g., 95% for
Transformer).

¢ Limitations and Potential Improvements: Discuss areas of weakness, like high
computational costs or challenges in transfer learning for deep learning models.

Performance Comparison of Models on Evaluation | g“TNM
Precision Transformer

aining Time
7. Practical Implications and Real-World Deployment
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Purpose: Discuss the practical implications of deploying these models in real-world smart
grid systems.

Content:

¢ Deployment Feasibility: Assess the feasibility of deploying deep learning models in
smart grids with limited resources, noting challenges like hardware constraints or
latency requirements.

e Scalability of Solutions: Analyze scalability, especially as [oT devices increase in a
smart grid, and how it affects model inference time and storage.

o Integration with Existing Security Protocols: Describe how the models could
complement existing cybersecurity protocols, such as traditional IDS systems,
enhancing their effectiveness without replacing them entirely.

¢ Cost-Benefit Analysis: Discuss the trade-offs between increased cybersecurity and
operational costs, with numerical values on projected maintenance and model training
costs over a 5-year deployment.

Effect of Learning Rate and Batch Size on Model Accuracy
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In this study, we explored deep learning-based intrusion detection mechanisms for enhancing
cybersecurity in loT-enabled smart grids, with an emphasis on three model architectures:
Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM) networks, and
Transformer models. Through comprehensive evaluations and systematic tuning of
hyperparameters, each model's performance was assessed across multiple metrics, including
accuracy, precision, recall, F1-score, and computational efficiency.

Our findings indicate that while all three models perform effectively in detecting intrusions,
the Transformer model demonstrates superior performance, achieving the highest accuracy,
precision, and Fl-score. This model’s architecture enables it to capture both long-term
dependencies and nuanced relationships within time-series data, which proves crucial for
accurately identifying complex intrusion patterns. Conversely, the CNN model, while
efficient, showed limitations in capturing temporal dependencies, resulting in slightly lower
recall scores. The LSTM model, despite showing strong results in recall, required more
extensive training time, which may pose challenges for real-time applications in resource-
constrained environments.

Hyperparameter tuning significantly impacted each model’s performance, particularly in the
case of learning rate and batch size adjustments. Through surface plot analysis, we observed
that specific combinations of learning rates and batch sizes maximized accuracy, underscoring
the importance of tailored optimization for each model type. The findings reveal that while
larger batch sizes generally improved stability, smaller learning rates contributed to higher
accuracy and precision.

The radar and area graph analyses across different metrics reveal each model's strengths and
potential applications: CNNs for lightweight, rapid processing; LSTMs for scenarios needing
robust recall; and Transformers for environments prioritizing high accuracy across complex
intrusion patterns. Additionally, our deep learning-based models outperformed traditional
machine learning approaches in intrusion detection accuracy, suggesting that deep learning
techniques can offer substantial improvements in securing loT-enabled smart grids.

This study's insights into model performance, hyperparameter effects, and the comparative
advantages of each deep learning architecture offer a practical framework for implementing
robust, accurate, and scalable intrusion detection systems in smart grids. Future research could
extend this work by integrating ensemble techniques or hybrid architectures, further improving
detection efficacy and adaptability in dynamically evolving cyber-threat landscapes.
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