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With the rapid growth of internet of Things (IoT), ensuring the security of 

communication protocols has become increasingly critical. Message Queuing 

Telemetry Transport (MQTT), a lightweight messaging protocol, is widely 

adopted in IoT systems due to its low overhead and efficiency. However, its 

simplicity comes at the cost of security vulnerabilities, particularly in 

authentication mechanisms. This paper investigates the integration of Time-

Based One-Time Password (TOTP) authentication into MQTT to address these 

challenges. In place of the regular username and password authentication, we 

used the hash of the salted TOTP as password along with the username for 

authentication, which increases the security. By leveraging TOTP in the MQTT 

protocol, we aim to enhance security while maintaining its lightweight 

characteristics, ensuring that it remains suitable for resource-constrained IoT 

environments. This provides a scalable and secure solution for IoT 

environments, offering enhanced protection for sensitive data transmission 

without significantly compromising performance. This approach is particularly 

valuable for IoT applications in critical sectors such as healthcare, smart cities, 

and industrial automation, where security and reliability are paramount.  

Keywords: internet of Things, Message Queuing Telemetry Transport, Time-

Based One-Time Password. 

 

 

1. Introduction 

The rapid expansion of the Internet of Things (IoT) has revolutionized various sectors, 

connecting physical devices to the internet and enabling real-time data exchange. IoT 

devices are now ubiquitous in critical applications such as healthcare monitoring, industrial 

automation, smart homes, and connected vehicles. As IoT ecosystems continue to scale, 

securing communication between devices has become a pressing concern, particularly 
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because of the resource-constrained nature of most IoT hardware. Efficient, lightweight 

communication protocols are essential to maintaining the functionality and scalability of IoT 

networks. One such protocol that has gained significant traction is Message Queuing 

Telemetry Transport (MQTT)[1]. 

MQTT is a lightweight, publish-subscribe messaging protocol designed for low-bandwidth, 

high-latency environments, making it ideal for IoT devices that have limited computational 

power and memory. Its simplicity and efficiency have made it a popular choice for IoT 

applications. However, MQTT’s security features are limited, as it was originally designed 

with minimal overhead to support devices with constrained resources [2]. The default MQTT 

protocol uses simple username-password authentication, often transmitted over unsecured 

channels, which leaves it vulnerable to a variety of attacks, including credential theft, 

password replay, and man-in-the-middle (MITM) attacks. 

In light of increasing threats to IoT networks, the need for stronger security measures in 

MQTT has become evident. Transport Layer Security (TLS) is often employed to secure 

MQTT communication, but it introduces significant computational and resource overhead, 

making it less feasible for constrained devices[3]. This creates a demand for lightweight yet 

effective authentication mechanisms that can enhance the security of MQTT without 

compromising performance or usability[4]. 

A promising solution to this challenge is Time-Based One-Time Password (TOTP) 

authentication. TOTP is a dynamic authentication mechanism that generates a new, time-

sensitive password, based on a shared secret and the current time. This method significantly 

reduces the risk of password replay and brute-force attacks, as each password is valid for 

only a brief period. TOTP has been widely adopted in multi-factor authentication (MFA) 

systems but has not been extensively applied to IoT protocols like MQTT. Integrating TOTP 

into MQTT could provide a robust layer of security, offering protection against common 

attack vectors without introducing significant computational overhead or latency.  

Two-factor authentication (2FA) is a security process that requires users to verify their 

identity using two distinct forms of identification before accessing an account. Typically, 

2FA combines something the user knows (like a password) with something the user has 

(such as a smartphone or hardware token). By requiring both, 2FA makes unauthorized 

access much more difficult, even if one factor, like the password, is compromised.  

In this research, we have used TOTP as password along with username  in securing MQTT 

communication in IoT environments. This TOTP-based scheme that can be easily integrated 

into the MQTT protocol, enhancing its security while preserving its lightweight 

characteristics. 

By addressing the security limitations of MQTT with a lightweight TOTP solution, this 

paper contributes to the growing body of research aimed at securing IoT networks. The 

proposed method not only strengthens the protocol against emerging cyber security threats 
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but also maintains its efficiency, ensuring its continued viability for large-scale IoT 

deployments in industries where security, performance, and scalability are crucial. 

 

2. Literature Review 

Yang et al.[5] highlighted that while MQTT is efficient for resource-constrained devices, its 

lack of inherent security measures such as encryption and dynamic authentication makes it 

highly susceptible to attacks, especially in sensitive IoT deployments like healthcare and 

industrial automation.  Özlem ¸Seker et al.[6] in their work  that used a pre-shared secret and 

HOTP to authenticate and the client which wants to publish/subscribe. In the work [7] by PK 

Panda et al., the authors leverage elliptic curve cryptography (ECC) to achieve efficient and 

secure authentication, balancing security needs with the constraints of IoT hardware 

resources. Authors of [8] used HMAC-based one-time password (HOTP) for authentication 

and AES was used for payload encryption. Mosquitto auth plugin is added to provide access 

control with ACL by storing user name and password encrypted on the database. 

While OTP scheme based on Elliptic curve cryptography based security was implemented by 

[9], [10], [11], the authors of [12],[13], [14] used OTP with block chain to further enhance 

the security. 

Few studies have directly addressed the application of TOTP in securing IoT protocols, but 

there has been growing interest in using dynamic authentication mechanisms in IoT. Authors 

in [15],[16],[17] proposed using TOTP for securing IoT devices in environments with 

constrained computational resources. They demonstrated that TOTP could be implemented 

efficiently without introducing significant latency or overhead, making it suitable for IoT 

systems. Their study, however, did not focus on specific protocols such as MQTT. 

In relevant studies by [18],[19],[20], the authors have discussed integrating two-factor 

authentication in MQTT for IoT networks. Although their focus was on hardware token-

based authentication, they highlighted the need for lightweight, time-sensitive solutions such 

as TOTP in securing MQTT communication. They showed that adding dynamic 

authentication can effectively thwart attacks targeting static password systems, though they 

acknowledged that performance trade-offs must be carefully managed. 

While the above studies have contributed significantly to securing IoT communication, 

several gaps remain, particularly in integrating lightweight authentication mechanisms like 

TOTP in MQTT. Most of the existing research has focused on general security 

enhancements for MQTT or explored TOTP in broader contexts such as user authentication. 

However, a comprehensive evaluation of TOTP’s efficiency in securing MQTT without 

overwhelming resource-constrained devices is still lacking.  Despite its benefits, TOTP faces 

challenges including synchronization issues between client devices and servers. 
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3. Proposed Methodology  

System Components: 

1. MQTT Clients (Publisher and Subscriber): Devices or applications that need to 

authenticate before publishing/subscribing. 

2. MQTT Broker: The central server responsible for routing messages and handling 

authentication. 

3. Salt Server: A dedicated server responsible for generating and distributing the salt to 

both the broker and MQTT clients. 

Clients and brokers generate OTPs by appending the salt and system time, then the hash is 

computed and this computed hash is passed as password along with the username for 

authentication to the broker. The broker, on receiving the user name and this hash, checks 

with the generated hash. If both are same, it establishes the connection, otherwise rejects the 

device and notifies the same. 

TOTP = SHA512(salt + system time in minutes). Authentication is done by sending this 

TOTP along with the username to the broker as shown in Fig 1. 

 

Fig 1: Publisher/Subscriber authentication with Username, TOTP 

3.1 Implementation Steps 

The implementation of secure MQTT connections through OTP-based authentication 

involves several key steps.  
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Step 1: Initial Setup. Each MQTT client, whether publisher or subscriber, is first assigned a 

unique shared secret that is securely stored on the broker and used in the OTP generation 

process. Alongside this, a Salt Server is configured to provide a dynamic salt to both the 

client and broker. While the salt does not directly influence the TOTP (Time-Based One-

Time Password) generation, it enhances security by working in conjunction with the TOTP 

secret. 

Step 2: Salt Generation and Distribution. When a client initiates a connection to the MQTT 

broker, both the client and broker request the salt from the Salt Server. This ensures that both 

parties use the same salt to generate the OTP. The salt, which is generated using a random 

number generator is then transmitted by the Salt Server to both the client and broker and is 

valid only for a specific session or time window. 

Step 3: OTP Generation. On the client side, upon receiving the salt from the Salt Server, the 

MQTT client generates the OTP by first appending the salt and timestamp to the shared 

secret and current system time (Unix timestamp). The combined value is then hashed, 

typically using SHA-256. The broker, following the same procedure, receives the salt, 

combines the shared secret, salt, and system time, and generates the OTP. This OTP from the 

broker is then compared with the OTP sent by the client to verify the authentication. 

Step 4: Authentication Process. In this phase, the client initiates the MQTT connection by 

sending an authentication request to the broker, which includes the client ID, the generated 

TOTP.. Upon receiving this, the broker retrieves the shared secret associated with the client, 

requests the same salt from the Salt Server, and generates an OTP following the shared 

procedure. The broker then checks if its generated OTP matches the client’s OTP. 

Step 5: Re-authentication for Continuous Sessions. If a client remains connected for an 

extended period, the broker periodically prompts re-authentication, requiring a new salt and 

OTP. The Salt Server periodically regenerates a new salt after each session ensuring that 

OTP generation remains dynamic and unpredictable for ongoing sessions, thus enhancing 

security over time. 

This layered approach, combining shared secrets, dynamic salt, and TOTPs, establishes a 

secure framework for MQTT client-broker interactions. 

This approach includes a salt server that provides a dynamic salt to both the MQTT broker 

and clients (publishers/subscribers). The OTP is generated using the shared secret, the salt, 

and the current system time, and hash of the result is used along with the username for 

authentication thus preventing the man in the middle attack. 

This dynamic OTP system improves security by ensuring that the authentication is resistant 

to replay attacks and other common security threats while remaining lightweight for 

resource-constrained IoT devices. 
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4. Results 

 If the TOTPs match, the client is authenticated, and the broker allows it to publish or 

subscribe to the requested topics otherwise the broker denies the connection and sends an 

authentication failure message to the client. 

In our experiment, Salt server is done by setting up a Flask web server that generates and 

distributes a salt to MQTT clients and the broker as shown in the figure below. 

 

Fig 2: Salt server is running and ready to provide salt 

The salt server provides both the broker and clients salt when requested. This salt is 

combined with the system time then hash is calculated. This hash is the TOTP. This TOTP is 

sent as password along with the username for authentication. With successful connection 

with the broker, the subscriber and publisher connect to the broker. The subscriber receives 

the message “Hello” which is sent by the publisher is shown in Fig 3. 

 

Fig 3: publish/subscribe mechanism using TOTP 



221 A. Renuka Devi et al. Secure MQTT Authentication with Dynamic....                           
 

Nanotechnology Perceptions Vol. 21 No.1 (2025) 

5. Conclusion 

The implementation of a salt-based OTP authentication system for MQTT publish-subscribe 

mechanisms represents a significant advancement in securing IoT communications. By 

incorporating a Salt Server that dynamically provides salts to both the MQTT broker and 

clients, the system ensures that each OTP is unique and synchronized across the network. 

The use of a shared secret, combined with the salt and the current system time, generates a 

time-based one-time password (TOTP) that is both secure and practical. This approach 

enhances the authentication process by ensuring that OTPs are transient and cannot be 

reused, thus mitigating the risk of replay attacks. Additionally, the computational 

requirements for generating and verifying OTPs are minimal, making this system well-suited 

for resource-constrained IoT devices. This solution enhances the security and provides a 

scalable solution that can be adapted to various deployment scenarios. Future improvements 

could include integrating encryption for message payloads and exploring multi-factor 

authentication methods to further bolster the system's security posture. Overall, this 

methodology provides a balanced approach to secure MQTT communications, addressing 

key vulnerabilities and offering a practical solution for modern IoT environments. 
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