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ABSTRACT 

The area of fraud detection has been traditionally correlated with data mining and 

text mining. Even before the "big data" phenomena started in 2008, text mining and 

data mining were used as instruments of fraud detection. However, the limited 

technological capabilities of the pre-big data technologies made it very difficult for 

researchers to run fraud detection algorithms on large amounts of data. This paper 

reviews various existing learning methods for financial fraud detection of credit card 

fraud across different areas and find out their strengths and weaknesses. This paper 

has developed a credit card fraud detection system using XGBoost (eXtreme 

Gradient Boosting) method. In the proposed system, data imbalance problem has 

also been resolved by using SMOTE. Results are evaluated and compared with 

many states of art methods & found that the presented method performs well in 

achieving more accurate results after resolving data imbalance.  

Keywords: Financial fraud, Credit card fraud, Fraudster, Machine Learning, Deep 

Learning, Class imbalance, Boosting. 
 

1. INTRODUCTION 
In recent years, financial fraud activities such as credit card fraud, money laundering, health 

fraud and cyber fraud increase gradually. These activities cause the loss of personal and/or 

enterprises’  properties. Even worse, they endanger the security of nation because the profit 

from fraud may go to terrorism [1]. Thus, accurately detecting financial fraud and tracing 

fraud are necessary and urgent. Taking money laundering as an example, money laundering 

is defined as the process of using trades to move money/goods with the intent of obscuring 

the true origin of funds. Usually, the prices, quantity or quality of goods on an invoice of 

money laundering are fake purposely. The misrepresentation of prices, quantity or quality of 

goods on an invoice merely exposes slight difference from regular basis if we use these 

numbers as features to generate detection policy. Under certain circumstances, this kind of 

detector may work well with relatively stable trading entities. Unfortunately, the real-world 

situation is more complicated, especially within Free Trade Zones (FTZs) where international 

trade involves complex procedures and exchange of information between trading entities. The 

fraud activities, especial money laundering, are deeper stealth. Money laundering activities 

may take different forms [1] such as the concealing transportation of cash using trading 

operations; the acquisition and sale of intangibles; and related party transactions. In contrast 

with other fraud activities, money laundering demonstrates special characteristic which 

presents high risk to financial system with obscuring the money trail, collectivization 

behavior and wild trading regions in FTZs. Many fraud detection models work with attribute-

value data points that are generated from transactions data. 

With the expansion of e-commerce and the widespread adoption of online payment methods, 

fraudulent activities have seen a noticeable surge. Credible reports indicate a stark and rapid 

increase in financial losses attributed to credit and debit card fraud between 2020 and 2022 
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[1]. What’ s particularly striking is that while unauthorized purchases and the use of 

counterfeit credit cards make up a relatively small portion, approximately 12-17%, of the 

total reported fraud cases, they account for a disproportionately large share, ranging from 

75% to 80%, of the overall financial losses. In light of these critical issues, private businesses 

and government organizations have substantially increased their funding for research and 

development projects. Their primary objective is to create more resilient and effective 

systems for detecting fraudulent activities. Implementing automated fraud detection systems 

has become essential for financial institutions that oversee credit card issuance and online 

transaction management. These systems not only help reduce financial losses but also play a 

crucial role in enhancing customer faith and assurance. Innovative big data and artificial 

intelligence possibilities have opened up, giving intriguing potentials, particularly in utilizing 

powerful machine learning algorithms to combat financial crime. Modern fraud detection 

systems, aided by cutting-edge data analysis and advanced machine/deep learning algorithms, 

have demonstrated extraordinary efficacy [2]. Typically, these algorithms are trained on large 

datasets of labeled transactions, allowing them to differentiate between regular and fraudulent 

activity. The ultimate result is the development of binary classification models capable of 

distinguishing between valid and fraudulent transactions. Detecting fraudulent transactions 

using classification algorithms is a difficult task that requires constant innovation and 

flexibility. In the same way, innovation assures security, data availability, dependability, and 

resilience against cyber warfare assaults in the fight against wireless communication 

interference, the financial industry must continually innovate to stay ahead in the struggle 

against financial crime. 

Financial fraud refers to the use of fraudulent and illegal methods or deceptive tactics to gain 

financial benefits. Fraud can be committed in different areas of finance, including banking, 

insurance, taxation, and corporates, and more. Fiscal fraud and evasion, including credit card 

fraud, tax evasion, financial statement fraud, money laundry, and other types of financial 

fraud, has become a growing problem. Despite efforts to eliminate financial fraud, its 

occurrence adversely affects business and society as hundreds of millions of dollars are lost 

to fraud each year. This significant financial loss has dramatically affected individuals, 

merchants, and banks. Nowadays, fraud attempts have increased drastically, which makes 

fraud detection more important than ever. The Association of Certified Fraud Examiners 

(ACFE) has announced that 10% of incidents concerning white-collar crime involve 

falsification of financial statements [3]. They classified occupational fraud into three types: 

asset misappropriation, corruption, and financial statement fraud. Financial statement fraud 

resulted in the most significant losses among them. Although the occurrence frequency of 

asset misappropriation and corruption is much higher than financial statement fraud, the 

financial implications of these latter crimes are still far less severe. In particular, as reported 

in a survey from EisnerAmper, which is among the prominent accounting firms in the U.S., 

‘ ‘ the average median loss of financial statement fraud ($800,000 in 2018) accounts for over 

three times the monetary loss of corruption ($250,000) and seven times as much as asset 

misappropriation ($114,000)’ ’  [4]. 

Financial statements are documents that describe details about a company, specifically their 

business activities and financial performance, including income, expenses, profits, loans, 

presumable concerns that may emerge later, and managerial comments on the business 

performance [5], [6]. All firms are obligated to announce their financial statements in a 

quarterly and annual manner. Financial statements can be used to indicate the performance of 

a company [6]. Investors, market analysts, and creditors exploit financial reports to 

investigate and assess the financial health and earnings potentials of a business. Financial 

statements consist of four sections; income statement, balance sheet, cash flow statement, and 

explanatory notes. Financial statement fraud involves falsifying financial statements to 

pretend the company more profitable than it is, increase the stock prices, avoid payment of 
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the taxes, or get a bank loan. Fraud triangle in auditing is a framework to demonstrate the 

motivation behind an individual’ s decision to commit fraud. It is built upon the fraud 

triangle theory that was proposed by [7]. The fraud triangle has three elements that increase 

the risk of fraud: incentive, rationalization, and opportunity, which, together, lead to 

fraudulent behavior. Auditing professionals have extensively used this theory to explain the 

motivation behind an individual’ s decision to commit fraud. It is indispensable to 

understand the fraud triangle to evaluate financial fraud.  

Gupta and Singh [8] suggested that when there are incentives such as the obligation to 

achieve an outcome or cover losses, the potential for fraud increases. The company will 

encounter temptations or pressures to adopt fraudulent practices. Moreover, the lack of 

inspections or unsuccessful controls provides a favorable occasion for committing fraud. 

Rationalization happens when the fraudster aims to justify the fraudulent action, and it could 

be affected by the others and the conditions. Dbouk and Zaarour [7] remarked that people 

who perpetrate fraud incline to stay inside their moral safe zone. Therefore, the fraudster 

inwardly attempts to legitimatize and defend the fraudulent behavior in preparation for 

committing the first fraud. Dbouk and Zaarour [7] indicated that rationalization occurs when 

the committer constructed a justification for the fraud and not desired to be deemed an 

offender. This situation enables fraudsters to consider their dilemma as a particular 

exemption rather than criminal behavior. Traditional methods of fraud detection, including 

manual detection, are not only costly, imprecise, and time sapping, but also impractical [9]. 

Activities are conducted to minimize losses resulting from fraudulent actions, but they are not 

too effective. Artificial intelligence, especially machine learning technologies, turned out to 

be one of the greatest thriving methods in fraud discovery. Data mining contributes to 

identify fraud and act immediately to lower overheads. Millions of statement documents can 

be searched through data mining techniques to spot patterns and identify fraudulent 

statements [10]. In most cases, prevailing fraud detection techniques have a common data 

mining rationale, but they may differ in many facets with specific domain knowledge. The 

goal of financial statement fraud detection (FSFD) is to categorize financial statements into 

fraudulent or non-fraudulent. Both supervised and unsupervised methods were used to predict 

fraudulent statements. Classification has been the most popular technique to identify 

fraudulent financial statements. Most FSFD practices employ supervised machine learning 

strategies [11], [12] that generally have a two-stage scheme. A model is trained on a dataset 

containing feature vectors and the class labels in the first stage. Afterward, in the next stage, 

test samples are classified using the trained model. The performance of machine learning/data 

mining (ML/DM) algorithms is directly associated with the way feature vectors are extracted 

from the input data and how informative they are. Selecting inappropriate features may lead 

to irrelevant or meaningless features and weak performance [7]. This paper presents a 

systematic literature review in the scope of intelligent financial statement fraud detection. 

The primary focus of this systematic literature review is on identifying the ML/DM 

techniques and datasets employed for FSFD. Furthermore, we aim to analyze the gaps and 

uncover the trend of research in this area (from the beginning to the most recent studies). The 

other recently published reviews have focused on the specific areas of finance, such as credit 

card fraud detection [13], fraud prediction in bank credit administration [14], online banking 

fraud detection [15], and payment card fraud detection [16]. The scope of our systematic 

literature review, however, is different from previous ones. Figure 1 shows the focus of the 

other review articles in the finance area. 
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Figure 1: Financial Fraud Types. 

 

2. LITRATURE REVIEW  
A systematic literature review (SLR) is undertaken to study the current status of research in 

the financial fraud detection area and address the research questions. Inspired by Kitchenham, 

we followed the following steps to develop our SLR protocol [17]. 

 

A. Definition of the research questions: This study attempts to answer the following 

questions:  

RQ1: What fraud detection techniques and datasets related to financial statements were 

employed in the literature?  

RQ2: What are the gaps, trends of research, and future research directions in this area?  

B. Developing search strategy: It is necessary to identify appropriate search concepts and 

keywords. In order to find the most related studies, we choose the below search string to 

obtain them in different digital libraries: 

‘ ‘ fraud’ ’  AND ‘ ‘ financial fraud’ ’  AND ‘ ‘ fraud detection’ ’  OR ‘ ‘ machine 

learning’ ’ . We ‘ ‘ Machine Learning’ ’  to make sure that we can discover the studies that 

used machine learning techniques. Besides, we embedded the ‘ ‘ financial fraud’ ’  term to 

focus on articles that worked on the financial fraud detection. We searched the above search 

string in IEEE Xplore only for this review article. We only focused on the peer-reviewed 

journal and conference articles. The search was conducted in July 2024, and there was 

limitation for the publication year is 2022. We tried to use the abstract and make a 

comparison table given below: 

C. Data extraction: This step entails deriving relevant data and information from the 

selected papers. We used the details about techniques and datasets to answer RQ1. We 

analyzed this information to group similar studies together, in terms of their datasets and 

techniques. Extracting the objective and the conclusion of each study will help us recognize 

the trends of the works, analyze the gaps, and determine future research (RQ2).  
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D. Meta-analysis: This section demonstrates the primary investigation results of the selected 

articles using a statistical approach to combine the outcomes from multiple studies. We 

answer the defined research questions based on the ultimately determined papers (47 papers) 

in the Results section. The publication years of the selected papers that met our criteria are 

varied between 2022 and 2024, while it suggests a rising interest in this area of research over 

the last four years, namely from 2020 to 2024. It is worth to mention that since our study was 

concluded in July 2024, papers published after that date were not included in our study.  

 

 
Figure 2: Selection of paper. 

2.1 Fraud Types used in this study 

In our study, we have done two types of studies with algorithms used and result parameters. 

Table 2 includes the study of credit card fraud transaction and Table 3 includes the 

description of the dataset used for analysis. 

Table 2. Credit Card Fraud Transaction. 

References Algorithm Result parameters 

[1] XGBoost, Artificial Neural Networks 

(ANN), and Relational Graph Convolutional 

Networks (R-GCN) 

Accuracy 

[2] KNN Accuracy 

[3] NA Accuracy 

[8] SVM, LR AUC Score 

[11] CNN  Accuracy, Precision, 

Recall 

[12] KNN, LR and Random Forest Precision and Recall. 

[13] Optimization algorithm Accuracy 

[14] RF, GB, CatBoost. Accuracy 

[16] Decision Trees, Random Forest, Extra Trees 

Classifier, and XGBoost Classifier, Ensemble 

Classifier. 

Accuracy, precision, and 

recall 

[18] GNN Accuracy 

[19] RF, DT, LR, XGBoost. f1-score, precision, and 

AUC 

[20] LR Accuracy  

[21] DT, RF Accuracy 

[22] XGBoost Accuracy, Precision, 

Recall, Specificity, FPR, 

AUC, MCC, G-mean 

[23] Naive Bayes Accuracy 
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[24] RF, LR, DT, XGBoost Accuracy 

[26] GBM Accuracy, precision, 

recall, and F1-score 

[28] Gradient Boosting Accuracy 

[29] SVM, RF, 1D-CNN, XGBoost, LR, 

AdaBoost. 

Accuracy 

[30] RF Accuracy, precision, 

recall, and F1-Score 

[31] Long Short-Term Memory recall and accuracy 

[32] XGBoost, CatBoost and LightGBM. ROC-AUC 

[33] Gradient Boosting Accuracy Score. 

[35] LR Accuracy Score. 
[36] RF Accuracy Score 
[40] K-means, RF, DT, KNN and Naive Bayes.  Accuracy Score 
[42] Hybrid of LR, DT and RF Accuracy Score 
[43] DT, LR, RF and SVM Accuracy Score 
[46] AdaBoost, LR and RF. Accuracy Score 
[47] LR, SVM and KNN. Accuracy, precision, 

recall, and F1-Score 

[50] FCM-SVMSMOTE-CNN Accuracy Score 

[51] RF and KNN Accuracy, precision, 

recall, and F1-Score and 

Cost.  

[52] ML and DL. Accuracy, precision, 

recall, and F1-Score 

[53] CNN, LSTM and Ensemble. Area Under the Curve 

[55] CNN, LSTM, and DNN. Accuracy, precision, 

recall, and F1-Score 

[57] LR, KNN, DT, RF, AdaBoost, CatBoost and 

LightGBM. 

AUC and F1-Score. 

[61] Random Forest Accuracy 

[62] LR, RF, GBM and XGBoost AUPRC and AUC-ROC. 

[64] DT, LR, SVM, NB, RF, XGBoost, Gradient 

Boosting, AdaBoost and Stacking. 

precision and F1-score 

[65] SVM, ANN and CNN. Accuracy, precision, F1 

score and recall 

[67] RF F1 Score 

[70] DT, NN and Clustering. Accuracy Score. 

[71] DT, CatBoost and XGBoost. AUC and AUPRC 

[72] CNN, LSTM and MLP. Accuracy Score. 

[73] Random-Tree-Based Random Forest 

(RTBRF), SVM. 

 Recall, Precision, 

detection rate  

[75] LR, RF, KNN and XGBoost. Accuracy Score. 

[76] KNN Accuracy Score. 

[77] RF, CatBoost, DT and Isolation Forest Accuracy Score. 

[78] XGB, DT, LR and RF. Accuracy, Sensitivity. 

[79] LR, DT, RF. Accuracy Score. 

[80] XGBoost. Accuracy, Efficiency. 

[82] RF Accuracy Score. 

[83] GAN Recall, Fl-score, 
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Accuracy, and Precision. 

[84] LR, DT, XGBoost, NB and RF. Accuracy Score 

[85] ET, GB, DT, RF, AdaBoost. Accuracy, Recall, 

Precision and F1-score 

[87] PSO and K-means. Accuracy, Precision, and 

Recall 

[88] DT, RF, ANN and LR. Accuracy 

[89] DT, RF, LR and XGBoost. Accuracy 

[90] LSTM and CNN Accuracy 

[91] LightGBM Accuracy 

[92] CNN accuracy, precision, and 

recall 

[93] Catboost accuracy 

[97] Generative Adversarial Networks (GANs) accuracy, precision, and 

recall 

[99] GNN and DNN. accuracy 

 

Table 3: Dataset Used 

Ref Dataset Name 

[13] European Cardholders. 

[14] European Cardholder Data. 

[17] Real world transaction dataset 

[19] European card benchmark dataset 

[20] Real credit card transaction dataset 

[21] Kaggle dataset 

[24] A variety of real and fraudulent credit card transaction datasets 

[27] Banksim dataset from Kaggle 

[38] UCI Machine Learning Repository, GitHub, Kaggle, 

[45] Real and synthetic bank dataset 

[51] European card holders 2013 

[55] European cardholder dataset. 

 

2.2 Machine learning algorithm analysis for Financial Fraud Detection: 

Table 4: Algorithm used for financial fraud detection from 2022 to 2024. 

Algorithm Name References Total 

SVM [6], [19], [29], [34], [38], [43], [44], [47], [50], [59], [60], 

[64], [65], [69], [73], [94], [98]. 
17 

DECISION TREE 6], [16], [19], [21], [24], [38], [40], [42], [43], [49], [57], 

[59], [60], [63], [64], [70], [71], [77], [79], [84], [86], [88], 

[89], [94], [98]. 

25 

RANDOM FOREST [16], [17], [19], [21], [24], [29], [30], [36], [37], [38], [40], 

[42], [43], [47], [49], [51], [57], [59], [60], [61], [62], [63], 

[64], [66], [67], [73], [77], [78], [79], [81], [82], [84], [88], 

[89], [94], [95]. 

36 

KNN [2], [34], [38], [39], [40], [47], [49], [51], [57], [59], [63], 

[76], [86], [94]. 
14 

LOGISTIC 

REGRESSION 

[2], [17], [19], [20], [24], [29], [35], [38], [42], [43], [46], 

[47], [49], [57], [59], [60], [63], [64], [78],[79], [81], [84], 

[88], [89], [94], [98]. 

26 

AdaBoost [29], [46], [57], [64], [94], [95]. 6 
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XGBoost [1], [7], [15], [16], [17], [19], [22], [24], [29], [37], [49], 

[62], [64], [66], [71], [78], [80], [81], [84], [86], [89], [94]. 
22 

CatBoost [32], [38], [57], [71], [77]. 5 

Extra Tree Classifier [16]. 1 

Ensemble Classifier [16], [25], [45], [53]. 4 

Clustering [40], [50], [70], [82]. 4 

CNN [27], [29], [38], [50], [53], [55], [65], [73], [90]. 9 

LightGBM [10], [15], [17], [26], [28], [32], [33], [57], [62], [66], [91]. 11 

NN [1], [6], [18], [25], [34], [54], [69], [70], [98], 9 

LSTM [1], [31], [53], [55], [68], [73], [90], 7 

RNN [38], [68], 2 

DNN [55], [99] 2 

ANN [65], [88], 2 

MLP [73] 1 

 

The analysis chart based on algorithm used for credit card fraud transaction is shown below. 

 
Figure 3: Machine Learning algorithm used analysis chart for credit card fraud transaction. 

3. M ETHODOLOGY 
From the study, we conclude that credit card fraud detection is the major problem found in 

fraud transaction detection. So to  get insight into the details , we have implemented the 

creditcard fraud model using machine learning and deep learning algorithms. The dataset that 

used is European Cardholder Data as mentioned in table 3.  

In this study, it is observed that most of the work already has been implemented on the 

European Card holder dataset. This dataset has total of 2, 84,807 transactions. Out of a total, 

only 492 were fraudulent. This dataset is highly unbalanced with positive class contribution 

of 0.172 % only.   

To check the model performance on this dataset, we will use Cross-validation with Repeated 

K-fold and Stratified K-fold. Random Over sampler is used with Stratified K-fold cross 

validation. Finally SMOTE will used with ADASYN and results are compared.  

All the techniques will be used with machine learning algorithms like Logistic Regression, 

Random Forest, Support Vector Machine, XGBoost, AdaBoost, Extra Tree Classifier and 

also some deep learning algorithms. 

For Building the model, the dataset is divided into Training set and Testing set. The training 

set is used to train the model. Once the models are trained, they will be tested by Testing set. 

The Extended version of Train-Test model is called “ Train-Test-Validation dataset”  in 

Machine Learning. In this version, the Training Set is further divided into “ Training set”  
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and “ Validation set” . Once the training of the models is over, the validation set is used to 

check the performance of the models. If the performance of the model is satisfactory, then the 

testing will be done. If the performance is not satisfactory, the model is tuned with different 

hyperparameters. 

When a model is being trained, test and validated by using “ Train-test-validation”  model, 

then there is a “ Bias”  in this model because the model is not trained or tested with the entire 

dataset. Due to this the model may go to a problem called “ Overfitting” .  The idea of cross-

validation arises because of the problem with “ Train-test-validation”  model. In cross-

validation methods, the models are trained and tested with the entire datasets. In this credit-

card implementation work, two cross-validation techniques called K-fold and Stratified K-

folds are used. In K-fold cross-validation all the entire datasets elements are used for training 

and testing. But it has some challenges of some class elements in entire iterations. Due to that 

we also compare it with Stratified K-fold where each iteration has all the representation of 

classes which minimizes the overfitting problem. 

General working of proposed system is shown below: 

 
Figure 4: Architecture of the system 

. 

4. RESULT AND PERFORMANCE EVALUATION 
The presented model has been implemented with many machine learning techniques- logistic 

regression, K-nearest neighbour, decision tree, extra tree & extreme gradient tree. Data 

imbalance has been implemented with random under sampling, random oversampling and 

SMOTE techniques. Performance of the methods has been compared with accuracy, 

precision and recall. Figure below represents the comparison of different methods. 
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Figure 4: Performance parameters of various implemented algorithms 

A chart for comparing accuracy is shown below: 

 
Figure 5: Comparison of accuracy 

The result shows that XGBoost method with SMOTE provide accuracy 93.84%, precision 

99.9% and recall 87.7% which is better than all other implemented solutions. 

 

5. CONCLUSION 
Financial fraud detection is a developing area in which it is advantageous to outrun the 

fraudsters. Besides, there are still aspects of intelligent financial fraud detection that have not 

been investigated thoroughly. In this study, we applied XGBoost (Extreme Gradient 

Boosting) and SMOTE (Synthetic Minority Over-sampling Technique) to tackle the problem 

of credit card fraud detection. The primary objective was to improve the model's ability to 

predict fraudulent transactions, which are inherently imbalanced in most datasets, with fraud 

cases being much fewer than legitimate ones. The credit card fraud dataset often suffers from 

class imbalance, where fraudulent transactions (minority class) are significantly fewer than 

legitimate ones (majority class). The application of SMOTE significantly improved model 

performance. Further improvements could include experimenting with other advanced 

sampling techniques. Incorporating additional features (e.g., transaction history, behavioural 

data) could also enhance model performance, particularly for detecting new or sophisticated 

types of fraud. It may be beneficial to explore hybrid approaches, combining XGBoost with 
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other models like Neural Networks or Random Forests to further improve the robustness of 

the fraud detection system. 
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