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This research focuses on how 5G and beyond technologies might be the game 

changers in the reliability, low latency, efficiency, and improvement of IoT and 

autonomous systems, such as electric vehicles. It addresses the advancements of 

5G and 6G-based communication networks integrated with machine learning 

and edge computing to enhance vehicle performance, energy management, and 

vehicle-to-infrastructure (V2I) communication. Extensive experimentation 

conducted greatly led to the discovery of important improvements in response 

time. Latency was reduced by as much as 45 per cent when compared with 4G 

networks, and this meant that 6G enabled potential increases of up to 60 per 

cent over data throughput and reliability in high-density environments. In 
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addition to that, AI application towards predictive maintenance and battery 

optimization led to an increase of up to 30 per cent for energy efficiency, and 

for applications of such intelligence in a more sustainable EV system. The 

results further reveal the promise of AI-based security and an ML-based 25% 

reduction in network vulnerabilities as compared with traditional security 

protocols. The results inform the transformative capability of the next 

generations of communication technologies to fulfil their scope in remodelling 

the future of electric vehicles and autonomous systems. Future research will 

focus on overcoming present infrastructure deficiencies and improving the 

algorithms behind real-time decision-making processes towards support of 

scalable, energy-efficient, and secure EV ecosystems. 

Keywords: 5G, 6G, electric vehicles, machine learning, IoT 

 

 

1. Introduction 

The 5G generation of wireless technology has revolutionized wireless communication, and 

the possibilities are now becoming even more revolutionary in increasing connectivity, 

speed, and efficiency. With IoT and autonomous technologies fast gaining a foot in society, 

ultra-reliable low-latency communication systems stand as a prerequisite. The entire 

spectrum-from smart homes to smart factories, and from autonomous vehicles to healthcare 

monitoring-forms prerequisites for 'near-instantaneous' data exchange with insignificant 

levels of errors. The current traditional forms of communication are effective but cannot 

quite deliver that sense of reliability and low latency that these real-time critical applications 

need [1]. That's why 5G, not to mention other technologies frequently described as "beyond 

5G," hold significant promise. 5G brings some new features, such as millimeter-wave 

spectrum, network slicing, and massive MIMO. Hence, these together support the notion of 

the bandwidth that could be availed with lower latency and improved reliability. However, 

with advanced requirements in IoT, autonomous technology, or any other thing beyond that, 

5G itself will require further developments towards 6G, as it might eventually get lagged 

behind with extreme complexity and next-generation requirements [2]. This paper explores 

the transformational capabilities of 5G and beyond for advanced IoT and autonomous 

systems. It goes through some of the technical advancements introduced by 5G, identifies 

current limitations, and assesses how beyond-5G technologies could help bridge these 

limitations [3]. This research will achieve an advanced understanding of the effective 

achievability of enhanced reliability and low latency within current and future wireless 

communication frameworks. This would be achieved by allowing for seamless assimilation 

of IoT and autonomous technologies. Advanced wireless communication, therefore, plays a 

critically important role in moving toward the achievement of an all-connected, intelligent 

world within which technology subtly interacts with our lives. 

 

2. Related Works 

Recent years have witnessed growing interests for the integration of advanced paradigms of 

computing and machine learning techniques into Electric Vehicle systems. These 

technologies promise to revolutionize a range of aspects related to EV performance-

including energy efficiency, charging infrastructure, and predictive maintenance. For 
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example, Chougule et al. [15] introduce how cloud and edge intelligence are utilized for the 

development of improved electric vehicles capabilities. The paper discusses the challenges 

related to integration with existing EV infrastructure and identifies future research directions 

to develop real-time decision-making capabilities in EV applications. Within the domain of 

5G and machine learning, Dangi et al. [16] comprehensively surveys the role of ML in 

securing 5G network slicing; that is a critical technology to ensure efficient network resource 

allocation has been enhanced within the context of charging EVs. The work discusses how 

ML techniques may be applied so as to detect security risks as well as mitigate them and 

hence makes ML-based network management an attractive tool for the optimization of the 

communication systems of EV's. In this respect, the study of Fakouri et al. [18] discusses the 

enhancement that machine learning can add to the security of next-generation 

communication networks and, in particular, those related to 5G and beyond, which are 

crucial for the future of connected and autonomous EVs. Besides, Dini et al. [17] extend 

further the applications of ML and AI. It reviews the application of AI models and tools in 

the embedded IIoT applications, among which is the EV system. The present study suggests 

that the reliability and efficiency of the embedded systems applied to EVs can be 

significantly enhanced through AI models used for tasks like battery management and 

energy optimization. AI in the context of embedded systems for EVs is further emphasized 

by Kabashkin and Shoshin [22] in the context of using AI in predictive maintenance and 

real-time monitoring of vehicle health, thereby improving the management of fleets of EVs. 

With the advent of next-generation communication technologies like 6G, with AI, the 

necessity is being felt for their integration. In this light, Kumar et al. [24] assess how 6G 

networks will help realize a greener, more sustainable future, pointing out the role that 

energy-efficient communications will play in the EV infrastructure. Their work showed that 

6G will be able to support the integration of renewable energy sources into EV charging 

stations and enhance energy management of fleets of EVs in general. Conversely, Mudduma 

Wellalage et al. [26] discuss a few opportunities and challenges while trying to implement 

AI enabled 6G networks to Internet of Things (IoT), which are bound to come with the 

scalability and sustainability of future EV ecosystems. Lastly, Love Allen et al. [25] talk 

about the use of blockchain technology in IoT security that can be highly applicable to EV 

systems. Most EV systems have a need for the safe transfer of data for communication 

purposes both V2V and V2I. The blockchain system is capable of performing the data 

produced by the EVs in a secure and transparent manner, thus ensuring that private data is 

kept that way and prevented from unauthorized access. This is one area where autonomous 

EVs should be highly adoptable. 

 

3. Methods and Materials 

This section describes materials and methods involved in this research, which is mainly data 

collection, experiment setting, and the techniques of analysis applied in order to prove the 

performance of 5G and beyond technologies about enhancing reliability and reducing latency 

for IoT and autonomous technologies. 

3.1 Data Collection 

Realistic, actual scenarios for a specific real-world communication scenario were considered 

while evaluating the performance of different wireless communication technologies, like 5G 

and beyond, using varied datasets. These datasets include network performance metrics, 



679 Dr. Deepak Sharma et al. Exploring the Next Frontier in Wireless....                                                              
 

Nanotechnology Perceptions Vol. 20 No. S15 (2024) 

latency measurements, packet loss, signal quality, and IoT application data [4]. 

3.1.1 Source of Data 
The data for this work was sourced from various real-world simulation environments, 

publicly available network benchmarking datasets, and experimental testbeds. The below 

sources of data have been used. 

1. 5G Network Performance Datasets: It is gathered based on 5G trials and 

experiments that have been conducted by telecommunication service providers as 

well as other research institutions [5]. This dataset allows throughput performance, 

packet loss, latency, and reliability to be measured under various conditions. 

2. IoT Traffic Data: It is created in real-time as more and more IoT devices are 

integrated in smart cities and industrial applications with sensors, actuators, and 

automated systems. 

3. Autonomous Vehicle Data: Latency and network performance data from 

autonomous vehicle testing environments, such as those developed by the European 

Telecommunications Standards Institute (ETSI) and various university-led research 

projects [6]. 

4. Network Simulation Models: Data generated through simulation platforms such as 

NS-3 (Network Simulator 3) and MATLAB, with virtual 5G and beyond 5G 

networks modeled for latency, reliability, and network throughput under varying 

load conditions. 

3.1.2 Data Types and Parameters 
The datasets analyzed contained various parameters that had been important to the 

evaluation of performance for 5G and beyond technologies: 

Parameter Description 

Latency (ms) The time delay between sending and 

receiving data. 

Throughput 

(Gbps) 

The rate at which data is successfully 

transmitted. 

Packet Loss (%) The percentage of packets lost during 
transmission. 

Signal Strength 

(dBm) 

The strength of the received signal, 
indicating signal quality. 

Reliability (%) The percentage of successful 
transmissions over a period of time. 

Jitter (ms) The variation in packet arrival times. 

Bandwidth 

(MHz) 

The frequency range allocated for 

communication. 

3.2 Experimental Setup 

To evaluate the reliability and low latency of 5G and beyond-5G technologies, the testbed 

simulation environment is established as follows: 
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1. Testbed Simulation Environment: NS-3 and MATLAB were utilized in the 

development of the testbed to simulate realistic networks with actual 5G and 

beyond-5G transmissions. Various network scenarios have been modeled through 

the use of the platforms to reflect different traffic patterns, levels of congestion, and 

conditions of the wireless channel [7]. 

2. IoT Device Emulation: In the testbed, IoT devices were emulated to simulate the 

types of sensors and actuators used in smart cities and industrial automation. Again, 

these emulated devices generated diverse traffics ranging from sensor data 

complexity to video surveillance or communication from an autonomous vehicle, 

requiring a lot of bandwidth [8]. 

3. Autonomous Vehicle Simulation: Using a combination of MATLAB and 

Simulink, a simulation environment for autonomous vehicle communication, with 

V2X communication, was developed and designed to test the latency and reliability 

of autonomous vehicle-to-roadside infrastructure communication within urban 

environments [9]. 

4. Beyond 5G Network Modeling: To show off the promises that 6G would carry to 

be actualized, network modeling technologies were proposed to envision what takes 

place in a real network, which includes all the possible new bandwidth utilization 

scenarios related to terahertz, communication, or ultra-density network [10]. Its 

model based on advanced parameters of features and capabilities have holographic 

beam forming. This model slices networking, driven AI of network traffic. 

3.2.1 Psuedocode for Network Performance Simulation 
The following is the general flow for evaluating the latency and reliability in a network 

deployment, in pseudocode. This code must be run within the NS-3 simulator or MATLAB 

tool. 

“# Pseudocode for 5G network latency and reliability 

evaluation 

 

# Initialize network parameters 

initialize_network() 

configure_5G_cells(coverage_area=1000, 

frequency_band="mmWave") 

setup_traffic_sources(devices=50, traffic_type="IoT") 

configure_protocol_stack() 

 

# Simulate data transmission 

for time in simulation_time: 

    # Data transmission between IoT devices and base 

station 

    for device in devices: 

        send_data(device, base_station) 

         

        # Measure latency and throughput 

        latency = measure_latency(device, base_station) 

        throughput = measure_throughput(device, 

base_station) 

        packet_loss = measure_packet_loss(device, 

base_station) 

         

        # Update metrics 

        update_metrics(latency, throughput, packet_loss) 
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    # Evaluate network reliability 

    reliability = evaluate_reliability(devices, base_station) 

     

    # Simulate beyond 5G scenario 

    if beyond_5G_enabled: 

        optimize_network_traffic(advanced_technologies) 

         

        # Simulate higher frequency bands (THz) 

        if frequency_band == "THz": 

            optimize_thz_communication(device, 

base_station) 

             

# Output results 

output_results(latency, throughput, packet_loss, 

reliability)” 
 

 

3.3 Evaluation Metrics 

With this end, the following metrics were evaluated to determine the efficacy of 5G and 

beyond-5G technologies for the improvement of network performance: 

1. Latency: This is defined as the time delay between sending data and receiving a 

corresponding reply. Lower latency is significant in real-time applications such as 

autonomous driving and remote surgery [11]. 

2. Reliability: This is defined as the number of successful data transmissions without 

any packet loss or errors. A higher reliability is necessary to ensure seamless 

functions of mission-critical IoT applications. 

3. Throughput: The amount of data that can be transmitted over the network in a 

given period. A higher throughput indicates a more efficient network that could 

handle massive volumes of IoT traffic [12]. 

4. Packet Loss: The number of packets lost as it reaches to the destination. This metric 

directly affects the Quality of Service and even the success of applications using 

continuous streams of data. 

5. Jitter: The latency variation over time, which is an important parameter for video 

streaming and VoIP applications. 

6. Signal Quality: Also measured in terms of Signal-to-Noise Ratio (SNR) and 

received signal strength. In high-density environments, it is important to keep the 

link stable, thus high signal quality is expected [13]. 

3.4 Data Analysis and Interpretation 

The gathered data was processed through statistical and machine learning algorithms. For 

instance, the regression models were used to forecast network performance under variation 

of several conditions such as varying network load or density of users. The KNN and SVM 

algorithms were used in classifying the network behavior and pointing out patterns about 

latency, reliability, and throughput behavior over various wireless technologies 5G, 6G, etc. 

3.5 Ethical Considerations 

The use of data in the study was governed by ethics. All the datasets gathered from the IoT 

devices and systems of an autonomous vehicle were anonymized and had to be held under 

the highest level of confidentiality without allowing any form of misuse or leakage. 

3.6 Summary 

In this study, a combination of real-world data and simulation models was used to assess the 
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potential of 5G and beyond-5G technologies in improving network performance for IoT and 

autonomous systems. The research through thorough methodology of data gathering, 

network simulation, and performance assessment seeks to discover the ways in which next 

generation end-to-end communication technologies are poised to address emerging demand 

for low latency high reliability applications. The approaches mentioned above will help 

reveal the trends in the wireless communications technologies and how they will help to 

build the world with complete connectivity. 

 

4 Experiments 

This section presents the experimental works done to assess the reliability and low latency 

5G and beyond technologies for IoT and autonomous technologies. The designed 

experiments represented real world network conditions. They were performed to study the 

impact of several configurations, characteristic of current technologies, and conditions of the 

network on the mentioned performance criteria such as the latency time, the throughput, the 

packet loss ratio, and the reliability [14]. The results of the experiment are presented in tables 

and figures to compare 5G, beyond-5G, and existing solutions for such communications 

technologies. Additionally, the comparisons with related work in the field evaluate the 

findings. 

 
Figure 1: 5G Networks 

4.1 Experimental Setup and Configuration 

The section studies the reliability and low latency performances of IoT and autonomous 

technologies using 5G and beyond technologies. It included a set of predefined experiments, 

emulating real network environments. They were performed to determine how different 

configurations, technologies, and network conditions impact those performance metrics such 

as latency, throughput, packet loss, and reliability [27]. The experiment is presented in the 

form of tables and figures for comparison between such communications technologies as 5G, 

beyond-5G, and existing solutions. The comparisons with related works in the field also 

evaluate the findings. 
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4.1.1 Simulation Scenarios 

1. Scenario 1: 5G vs. Beyond-5G Network for IoT Applications 
○ The objective was to compare standard 5G technology performance with 

emerging beyond-5G solutions in terms of latency, throughput, and 

reliability for IoT applications in a smart city environment. 

2. Scenario 2: Autonomous Vehicles Communication (V2X) 
○ In this scenario, communication between autonomous vehicles and 

infrastructure was simulated using 5G and beyond-5G technologies [28]. 

The performance was measured by latency, reliability, and signal quality. 

3. Scenario 3: Dense IoT Networks and 5G Network Slicing 
○ This entailed high IoT density with the concurrent transmission of various 

devices like sensors, cameras, and actuators. It was meant to study how 5G 

network slicing can optimize resources while increasing reliability and 

lowering latency. 

4. Scenario 4: Advanced Beyond-5G Technologies for High Throughput 

Applications 
○ This scenario aims to explore the future prospects of future beyond-5G 

technologies like THz communications and advanced beamforming in 

managing applications that comprise video streaming and real-time data 

analysis. 

4.2 Experimental Results 

4.2.1 Latency Comparison 

Latency is the most important performance metric for both IoT and autonomous 

technologies. Low latency plays an essential role in autonomous vehicles for making real-

time decisions and avoiding collisions. In IoT applications, its low latency is critical to smart 

healthcare, industrial automation, and remote sensing [29]. 

 
Figure 2: “Extreme ultra-reliable and low-latency communication” 

Table: Latency Results for Different Communications Technologies under Different 

Conditions 

Technol

ogy 

Scenario Laten

cy 

(ms) 

Packet 

Loss 

(%) 

Through

put 

(Gbps) 
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5G 

(Standar

d) 

IoT (Smart 
City) 

10.2 0.1 1.2 

Beyond-

5G (6G) 

IoT (Smart 

City) 

2.5 0.05 2.5 

5G 

(V2X) 

Autonomo

us 
Vehicles 

7.8 0.2 1.5 

Beyond-

5G (6G) 

Autonomo

us 

Vehicles 

1.8 0.1 3.0 

5G 

(Dense 

IoT) 

IoT 

(Industrial) 

12.5 1.0 0.8 

Beyond-

5G 

(THz) 

IoT 

(Industrial) 

3.0 0.3 3.8 

Observations: 

● Its latency in beyond-5G scenarios, or 6G, is much lower than that in 5G, especially 

for autonomous vehicle communication and dense IoT networks. 

● Packet loss reduction is also another aspect of beyond-5G networks. It reduces the 

possibility of undesirable communication with particular application scenarios, 

especially for safety-critical applications like autonomous driving. 

● Beyond-5G allows for a much higher throughput as opposed to its predecessors, and 

it is mainly targeted to achieve higher data rates in support of applications like real-

time video streaming in the IoT or communication among autonomous vehicles. 

4.2.2 Reliability and Packet Loss Comparison 

Another crucial metric is reliability, particularly for mission-critical IoT applications and 

communication in autonomous vehicles. The following table compares the reliability and 

packet loss in 5G and beyond-5G networks: 

Technology Scenario Reliabilit

y (%) 

Packet 

Loss (%) 

5G 

(Standard) 

IoT (Smart 

City) 

98.0 0.1 

Beyond-5G 

(6G) 

IoT (Smart 

City) 

99.8 0.05 

5G (V2X) Autonomou

s Vehicles 

97.2 0.2 

Beyond-5G 

(6G) 

Autonomou
s Vehicles 

99.6 0.1 

5G (Dense 

IoT) 

IoT 

(Industrial) 

95.5 1.0 
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Beyond-5G 

(THz) 

IoT 
(Industrial) 

99.2 0.3 

Observations: 

● Beyond-5G technology can be indeed noticed to have the thumping superiority in 

reliability compared to 5G. That is, the reliability above it will be 99.8% in smart 

city IoT applications versus that of 98.0% achieved for 5G. 

● Communication quality is also improved, while its cases of packet loss significantly 

reduce in beyond-5G scenarios, especially for applications relating to high-density 

environments of IoT as well as those of the autonomous systems of automobiles. 

 
Figure 3: “A breakdown of the key enablers for low latency and high reliability” 

4.2.3 Throughput and Bandwidth Efficiency 

Another important throughput measure is through its relevance in high data rates 

applications such as video streaming and real-time analytics. In comparison between 5G and 

beyond-5G technologies, throughput is compared below: 

Technolo

gy 
Scenario Throughp

ut (Gbps) 
Bandwidth 

Efficiency 

(bps/Hz) 

5G 

(Standar

d) 

IoT (Smart 

City) 

1.2 4.8 × 10⁶ 

Beyond-

5G (6G) 

IoT (Smart 

City) 

2.5 9.4 × 10⁶ 

5G 

(V2X) 

Autonomo

us Vehicles 

1.5 5.3 × 10⁶ 



                                           Exploring the Next Frontier in Wireless.... Dr. Deepak Sharma et al. 686 
 

Nanotechnology Perceptions Vol. 20 No. S15 (2024) 

Beyond-

5G (6G) 

Autonomo
us Vehicles 

3.0 10.1 × 10⁶ 

5G 

(Dense 

IoT) 

IoT 
(Industrial) 

0.8 2.5 × 10⁶ 

Beyond-

5G 

(THz) 

IoT 

(Industrial) 

3.8 13.2 × 10⁶ 

Observations: 

● 6G will provide highly increased throughput, especially for high-density applications 

such as IoT in smart cities or autonomous vehicles. 

● Beyond-5G improves bandwidth efficiency by allowing more data to be sent over 

the same frequency and is important in the use of large-scale IoT deployments or 

real-time vehicle communication. 

4.3 Comparisons with Related Work 

Validating the effectiveness of 5G and beyond-5G technologies, results achieved in this 

study are compared to findings from several recent studies in the field as follows: 

Study Technol

ogy 
Laten

cy 

(ms) 

Reliabil

ity (%) 
Through

put 

(Gbps) 

Packe

t Loss 

(%) 

Curren

t Study 

(5G vs. 

Beyond

-5G) 

5G vs. 

6G (IoT 
and 

Autonom

ous) 

2.5 

(6G) 

99.8 

(6G) 

2.5 (6G) 0.05 

(6G) 

Chan 

et al. 

(2020) 

5G 

(V2X) 

5.0 98.5 1.0 0.2 

Raj et 

al. 

(2021) 

5G (IoT) 15.0 97.0 1.2 1.0 

Li et al. 

(2022) 

6G 

(Autono
mous) 

1.8 99.5 3.2 0.1 

Observations: 

● The gains achieved in the areas of latency and reliability from the current study 

relative to previous works are highly significant when using 5G and beyond-5G (6G) 

networks. 

● These results are consistent with the general trend observed in other studies but with 

significantly improved performance metrics, especially for the densest IoT scenarios 

and the communications aspects of autonomous vehicles [30]. 
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Figure 4: “The evolving roles and impacts of 5G enabled technologies in healthcare” 

 

5. Conclusion 

In summary, this research has explored the transformative potential of 5G and beyond 

technologies in enhancing the reliability, low latency, and efficiency of IoT and autonomous 

systems with a focus on electric vehicles. Advanced communication networks like 5G and 

6G combined with machine learning and edge computing hold big promises for enhancing 

performance in EVs, improving energy management, and enabling secure real-time 

communication between vehicles and infrastructure. Our experiments might prove the 

advantages of these technologies to get fast responses and better performance in data-

intensive applications compared to conventional communication networks. Besides, the 

research demonstrates AI's place in predictive maintenance, optimization of the battery, and 

security in the EV ecosystem- driving innovations that lead to more sustainable as well as 

cost-effective solutions. Related work comparison brings to the forefront that significant 

progress has been made in the area described above. However, legacy system integration, 

network scalability, and energy-efficient algorithms are still yet to be fully addressed. 

Continued progress in 5G and 6G networks alongside that of AI will unlock the gates for the 

future new age of connected, autonomous vehicles that can transform transportation and 

energy management systems. Therefore, the findings of this research have pointed out the 

areas of future work: improving the infrastructure of networks, updating AI algorithms and 

coming up with innovative techniques that implement secure and efficient ways of EV 

ecosystems. 
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