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Abstract:Modern network systems are seriously threatened by distributed denial of
service (DDoS) attacks, which call for sophisticated mitigation strategies. The
proposed Advanced Q-learning network(AQN) [1] with an Attention-Enriched
Transfer Learning (AETL) [2] is designed to integrate MixNet, Recurrent Neural
Network (RNN), and MobileNetV3 with the aid of insights from an advanced
classifier. The comprehensive methodology includes data collection, advanced
normalization using Recursive Feature Elimination (RFE)[3], anomaly detection-
driven data cleaning, and Deep Packet Inspection (DPI) [4]. To improve feature
representation, temporal dependencies are captured using Long Short-Term Memory
(LSTM) [5] networks and attention mechanisms Adding an attention mechanism, Q-
Learning and transfer learning to improve previously trained models allows the
suggested method to concentrate on important network traffic features that indicate
possible DDoS attacks. The current analysis shows that low false rate in accuracy,
precision, and detection speed in finding the mitigation strategies. The proposed
model is tested on various datasets and in real-world network environments to
confirm its scalability and resilience.

Keywords: Q-Learning, attention-enriched Transfer learning, Deep Packet
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1. INTRODUCTION:

Distributed Denial of Service (DDoS) attacks posture a serious risk to network security because
they burden systems with congested traffic when we attempt to interfere with services and root
to serious destruction[6]. Because of the increasing complexity, high traffic volumes, and
difficulty differentiating between malicious and legitimate traffic—particularly in application-
layer and encrypted attacks—detecting these attacks is difficult. Advanced methods like Q-
learning, deep learning, attention mechanisms, and transfer learning are being used to
overcome these obstacles. These methods have reduced false positive rate and provides strong
defence against contemporary DDoS tactics while also increasing detection accuracy,
scalability, and real-time response.

In this era, the prevalence of DDoS attacks has required robust and adaptive detection methods.

Traditional machine learning models, while effective to some degree, often suffer from either
long training times or an inability to generalize across diverse datasets [7].This paper presents
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a hybrid model combining the reinforcement learning power of an Advanced Q-Learning
Network (AQN) with an Attention-Enriched Transfer Learning (AETL) model. The proposed
architecture is designed to exploit temporal dependencies and optimize feature selection in a
dynamic environment for improved DDoS detection.

In the recent days we required more accurate mechanism to prevent DDoS attacks. The
traditional machine learning models needs more time to the training process and also does not
have enough mechanism to generalise across diverse datasets. This paper proposes a hybrid
model combining Advanced Q-Learning Network (AQN) with an Attention-Enriched Transfer
Learning (AETL) [8]. The proposed model helps to exploit temporal dependencies and
optimize feature selection in a dynamic environment.

2. METHODOLOGY:

We propose a new mechanism called Advanced Q-Learning Network (AQN) with an
Attention-Enriched Transfer Learning (AETL), which performs deep packet inspection as well
as Q-learning in the packets so that the content of the data and also the traffic flows also
checked, which improves the quality of the detection of the affected packets in the network
traffic. Also, the proposed advanced recursive feature elimination (RFE) method eliminates
less important features and generates the optimized dataset for improved detection accuracy
[9]. To capture Temporal Dependencies using LSTM, Q-learning and Attention Mechanisms,
improving the model's ability to understand evolving patterns over time. To architect Advanced
Q-Learning Network (AQN) with an Attention-Enriched Transfer Learning (AETL) for
Classifier-Driven Enhancements by seamlessly integrating MixNet, Recurrent Neural Network
(RNN), and MobileNetV3, guided by insights derived from the classifiertechniques to address
the dynamic landscape of intrusion detection .Figurel shows the architecture of hybrid model.

traffic data

LSTM

Figure-1 Architectural Diagram Of Hybrid DDoS Attack Detection
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2.1 Deep Packet Inspection (DPI):

Deep Packet Inspection (DPI)examinesboth the header and data of the packet and by analysing
the network traffic. DPI improves the anomaly detection by identifying the abnormal packets
(spoofed ip address or abnormal packet size). The combination of DPI and machine learning
deviates the traditional DDoS detection with more efficiency and accuracy.

2.2 Feature Extraction and Selection:

In feature extraction, the data obtained from the Deep Packet Inspection (DPI), are refine using
Recursive Feature Elimination(RFE) method. Here it removesthe less important features and
keep all the key features[10]. It enhances the quality and accuracy of data without losing any
of its important features. It includes the following process.

221
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224
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Model Training: At first, all features are used to train the model. Let the training
dataset be represented as:

X={x1,x2,....xn} and Y={yl,y2,...,yn}
Where,

X : the feature matrix with n features

Y : is the corresponding label vector

The goal is to find the model coefficients scores wifor each feature x; by training a
model f(X;w)

Feature Ranking: The rank of each feature xiis evaluated. For example, in alinear
model, the importance is the absolute value of the model’s coefficients wi

Importance(xi)= i/

Feature Elimination: The feature with the minimum importance score is
eliminated. Let’s denote the set of remaining features after elimination as Xrem:

Xrem=X \{Xmin importance}

The model is reinstructed on the remaining features, Xremand the process of ranking
and elimination is done recursively.

Recursive Elimination: The above process is repeated iteratively, eliminating one
or more features at each step. The objective is to reduce and refine the feature set
until we get the desired number of features d remains:

Xf'anu.f — {xlaxQ's ey :.E(g}

Model Retraining: After selecting the most important features, a final model is
trained using only the designated features. The final model is:
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ffinﬂi (Xfincaﬂ; UJ) =Y

2.3 Attention-Enriched Transfer Learning (AETL):

The Attention-Enriched Transfer Learning (AETL) model allows to fine-tune with the new
data which helps to save the time and computational resources[11]. AETL enhances the ability
to focus on the relevant features extracted with the help\of DPI and RFE. Thus it improves the
efficiency and accuracy in DDoS detection.

Mathematically, the attention mechanism can be expressed as:

) 0 = soltmax l‘
V dk

where:

e Q, K, V: Query, Key, and Value matrices,
« dk: dimensionality of the keys.

This mechanism helps us to determine the important features such as traffic volume points and
unusual patterns of packets.

2.4 Advanced Q-Learning Network (AQN):

The Q-Learning can be functional to the packet level examination of DDoS attacks. Based on
the real-time network traffic patterns, by obtaining Q-values iteratively, it allows the system to
learn optimal actions[12]. The Q-value represents the expected future rewards of taking an
action in a specific network state.

The Q-learning update rule is defined as:
Q(st,ae) < Q(st,a) + [n tymax Q(se+1,a) Q(Sha{)}

where:

e Q(st,ar): Q-value for action ain state st

e o learning rate,

o y: discount factor, (A value between 0 and 1 that discounts future rewards. A high y
(close to 1) means the agent values future rewards highly, while a low y (close to 0)
means the agent prioritizes immediate rewards.)

e r¢ reward at time t.(The immediate gain or feedback received after taking an action. It
may be positive (reward) or negative (penalty).

e St the current state (traffic features at time t)

e ag action (classifying traffic as normal or DDoS
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By analysing the Q-value, the model learns to identify the attack patterns, accordingly it can
take optimal actions and make decisions whether to block, rate limit or allow traffic[13]. the
advanced Q-Learning platform adapts to new attacks by continuously updating the Q-
values.This process enables a more efficient and adaptive approach to DDoS attack detection.

2.5 Long Short-Term Memory(LSTM):

The temporal dependencies are seized from the network traffic by Long Short -Term Memory
(LSTM). This method is operative in classifying the patterns and helps to recognize the slow-
rate or DDoS attacks[14].

The basic element of LSTM network is LSTM cells. It helps to process one element of the
sequence at a time. Each cell contains three main components called gates. The first, forget
gate decides what information from the previous cell state should be kept or discard. Second,
input gate, refines the information from the previous cell state and the hidden state should be
updated. Third, output gate decides what information should be passed to the next hidden state
and thus it regulates the output at each time.

The update equations for LSTM are as follows:

iy = U(Wi : [ht—l! 1:1] | b'i)
fe=0(Wy-[h1,24] + by)
oy = o(Wo - [hy—1, @] +b,)

¢ = fy* ey + iy * tanh(W, - [hy_1, 2] + b,)

where:
it, ft, and oy are the input, forget, and output gates, respectively,
ct is the cell state,

h:-is the previous hidden state,
Xt is the input at time t.

LSTM is helpful to find out the time-based attacks by sizing the traffic flow in sequence
3. EXPERIMENTAL SETUP

3.1 Datasets:

Dataset: CICIDS2017, NSL-KDD

70% data — used for training

30% data — used for testing
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3.2 Evaluation Metrics:

We evaluated the model on accuracy, recall, precision, F1 score and detection time. These have
a vital role in understanding the accuracy and efficiency in real-time network.

4. RESULTS AND HYPOTHETICAL COMPARISON
4.1 Performance Comparison:

Table 1 compares the proposed model with data set CICIDS2017with other machine learning
algorithms such as KNN, SVM, and LSTM.

Algorithm Accuracy | Precision | Recall | F1 Score E)rﬁgactlon Time
KNN 89.4% 88.5% 89.0% | 88.7 45

SVM 90.2% 89.8% 90.3% | 90.0 5.3

LSTM 91.7% 90.6% 91.0% | 90.8 3.7

Hybrid 96.2% | 958% | 96.0% | 95.9 1.9

model

Table 1. Performance analysis of algorithms with data set CICIDS2017

Table 2 compares the proposed model with data set NSL-KDDwith other machine learning
algorithms such as KNN, SVM, and LSTM.

. . F1 Detection
Algorithm Accuracy | Precision | Recall Score | Time (ms)
KNN 83.6% 84.0% 83.5% | 837 |51
SVM 91.2% 91.0% 91.4% | 91.2 4.8
LSTM 92.5% 92.1% 92.3% | 92.2 3.9
Hybrid 945% | 94.0% | 94.3% | 941 |2.2
Model

Table 2. performance analysis of algorithms with data set NSL-KDD
4.2 Hypothetical Comparison Graph:
We include a hypothetical bar chart illustrating the performance of these algorithms, showing

the superiority of the hybrid model, which has the highest accuracy and the lowest detection
time.
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Performance analysis
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Figure-2 Performance analysis of algorithms
4.3 Discussion:

The hybrid model combines Deep Packet Inspection (DPI) with it. So that the system can
analyse the packet in detailed manner. This helps to detect the malicious packets missed by
other models which checks only the aggregate data. Because of this, the accuracy of finding
the threat is greatly enhanced.

The Recursive Feature Elimination (RFE) again refine the detected packets and removes all the
less unwanted features and update the machine learning process concurrently.Additionally the
hybrid model integrates with Q-learning, which allows the model to learn from the past
experiences and employ the new techniques for detecting the threats.
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The hybrid models effectiveness is further enhanced by the Attention-Enriched Transfer
Learning (AETL). It helps to choose the relevant features of the data, so that the model can
detect more complex patterns to prioritize the crucial information in DDoS attacks[16]. The
temporal dependencies are detected by the LSTM network. It helps to the is identify the slow
rate attacks. By combining these advanced techniques, theproposed hybrid model is well
eqiped to identify and response to the threats in real time network.

5. CONCLUSION:

The proposed Hybrid Detection Model Combining an Advanced Q-Learning Network (AQN)
and Attention-Enriched Transfer Learning Approach for DDoS Detection model combines the
advanced algorithms. It results | a high ,efficient, adaptive system capable of take-over various
DDoS attacks with high accuracy and less detection time. Future work will explore optimizing
the model for even faster detection and extending it to other network threats.

6. REFERNCES:
[1]C. Klose, “ADVANCED Q-LEARNING IN THE DOMAIN OF REINFORCEMENT
LEARNING,” Nov. 06, 2019. https://www.researchgate.net/publication/337089781

[2]Y. Yuan, Z. Chen, Z. Wang, Y. Sun, and Y. Chen, “Attention mechanism-based transfer
learning model for day-ahead energy demand forecasting of shopping mall buildings,” Energy,
vol. 270, p. 126878, May 2023, doi: https://doi.org/10.1016/j.energy.2023.126878.

[3] M. Awad and S. Fraihat, “Recursive Feature Elimination with Cross-Validation with
Decision Tree: Feature Selection Method for Machine Learning-Based Intrusion Detection
Systems,” Journal of Sensor and Actuator Networks, vol. 12, no. 5, p. 67, Oct. 2023, doi:
https://doi.org/10.3390/jsan12050067.

[4]. Xu etal., “Accelerating Deep Packet Inspection With SIMD-Based Multi-Literal Matching
Engine,” IEEE Transactions on Network and Service Management, pp. 1-1, Jan. 2024, doi:
https://doi.org/10.1109/tnsm.2024.3354985.

[5] A. Subasi, “Machine learning techniques,” Practical Machine Learning for Data Analysis
Using Python, pp. 91-202, 2020, doi: https://doi.org/10.1016/b978-0-12-821379-7.00003-5.

[6] S. kumarasamy, “Distributed Denial of Service (DDOS) Attacks Detection Mechanism,”
International Journal of Computer Science, Engineering and Information Technology, vol. 1,
no. 5, pp. 39-49, Dec. 2011, doi: https://doi.org/10.5121/ijcseit.2011.1504.

[7]. B. Wang, Y. Zheng, W. Lou, and Y. T. Hou, “DDoS attack protection in the era of cloud
computing and Software-Defined Networking,” Computer Networks, vol. 81, pp. 308-319,
Apr. 2015, doi: https://doi.org/10.1016/j.comnet.2015.02.026.

[8]. Ji Su Park and Jong Hyuk Park, “Enhanced Machine Learning Algorithms: Deep Learning,
Reinforcement Learning, and Q-Learning,” vol. 16, no. 5, pp. 1001-1007, Oct. 2020, doi:
https://doi.org/10.3745/jips.02.0139.

[9].ArifMudiPriyatno and TriyannaWidiyaningtyas, “A SYSTEMATIC LITERATURE
REVIEW: RECURSIVE FEATURE ELIMINATION ALGORITHMS,” JITK

Nanotechnology Perceptions Vol. 20 No. S16 (2024) 246-254


https://www.researchgate.net/publication/337089781
https://doi.org/10.1016/j.energy.2023.126878
https://doi.org/10.3390/jsan12050067
https://doi.org/10.1109/tnsm.2024.3354985
https://doi.org/10.1016/b978-0-12-821379-7.00003-5
https://doi.org/10.5121/ijcseit.2011.1504
https://doi.org/10.1016/j.comnet.2015.02.026
https://doi.org/10.3745/jips.02.0139

Hybrid Detection Model Combining an Advanced GIBI K S 254

(JurnalllmuPengetahuan dan TeknologiKomputer), vol. 9, no. 2, pp. 196-207, Feb. 2024, doi:
https://doi.org/10.33480/jitk.v9i2.5015.

[10]. X. Zeng, Y.-W. Chen, and C. Tao, “Feature Selection Using Recursive Feature
Elimination for Handwritten Digit Recognition,” Sep. 2009, doi: https://doi.org/10.1109/iih-

msp.2009.145

[11]. Hani Alshahrani et al., “An Intelligent Attention-Based Transfer Learning Model for
Accurate Differentiation of Bone Marrow Stains to Diagnose Hematological Disorder,” Life,
vol. 13, no. 10, pp. 2091-2091, Oct. 2023, doi: https://doi.org/10.3390/1ife13102091.

[12].S. Palli et al., “Holistic Traffic Control Through Q-Learning and Enhanced Deep Learning
for Distributed Co-Inference,” Journal Européen des SystémesAutomatisés, vol. 57, no. 2, pp.
453-464, Apr. 2024, doi: https://doi.org/10.18280/jesa.570215.

[13] I. Arel, C. Liu, T. Urbanik, and A. G. Kohls, “Reinforcement learning-based multi-agent
system for network traffic signal control,” IET Intelligent Transport Systems, vol. 4, no. 2, p.
128, 2010, doi: https://doi.org/10.1049/iet-its.2009.0070.

[14] A. Bashaiwth, H. Binsalleeh, and B. AsSadhan, “An Explanation of the LSTM Model
Used for DDoS Attacks Classification,” Applied Sciences, vol. 13, no. 15, p. 8820, Jan. 2023,
doi: https://doi.org/10.3390/app13158820.

[16] “DDoS Attack Detection Using Hybrid Machine Learning Based IDS Models,” Journal
of Scientific & Industrial Research, vol. 81, no. 03, Mar. 2022, doi:
https://doi.org/10.56042/jsir.v81i03.58451

Nanotechnology Perceptions Vol. 20 No. S16 (2024) 246-254


https://doi.org/10.33480/jitk.v9i2.5015
https://doi.org/10.1109/iih-msp.2009.145
https://doi.org/10.1109/iih-msp.2009.145
https://doi.org/10.3390/life13102091
https://doi.org/10.18280/jesa.570215
https://doi.org/10.1049/iet-its.2009.0070
https://doi.org/10.3390/app13158820
https://doi.org/10.56042/jsir.v81i03.58451

