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The convergence of the Internet of Things (IoT) and cloud computing opens new avenues for
managing and processing vast volumes of data. 10T systems, primarily comprising pervasive and
resource-constrained devices, generate massive streams of sensor data. Leveraging cloud
computing's virtually limitless storage and computational power allows for efficient data
management and analysis. This study presents the design and implementation of an integrated loT-
cloud computing platform, named IoT2Cloud. The proposed platform consists of a hardware and
software framework capable of gathering, processing, and visualizing data. Communication
protocols such as HTTP are utilized to connect 10T devices, while additional methods like CSV file
uploads ensure flexibility in data collection. Experiments, including environmental sensing and data
import scenarios, are conducted to validate the platform’s effectiveness. Results demonstrate the
system’s capability to process real-time data, store it securely, and provide meaningful insights
through visualization tools.

1. Introduction

The Internet of Things (10T) is a network of interconnected devices that can collect, transmit,
and process data autonomously. With advancements in sensor technology, 10T has expanded
into numerous domains, including healthcare, smart homes, agriculture, and industrial
automation. As loT devices proliferate, they generate enormous amounts of data that must be
efficiently managed, stored, and analyzed.

Cloud computing complements 10T by offering virtually unlimited storage and computational
resources. It facilitates centralized data management, enabling IoT systems to offload intensive
tasks like data processing and analytics to cloud servers. Integration between loT and cloud
computing creates opportunities to build scalable, cost-effective, and intelligent systems
capable of deriving actionable insights from sensor data.

However, challenges remain in achieving seamless integration. Most 10T platforms on the
market are proprietary, restricting data accessibility and interoperability. Additionally, loT
systems must support various communication protocols, cross-platform integration, and robust
security measures. This paper addresses these challenges by presenting the loT2Cloud
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platform, an open, flexible system designed for efficient data collection, storage, and
visualization.

The rest of the paper is structured as follows: Section 2 presents a review of related works.
Section 3 details the proposed loT2Cloud platform, including hardware, software, and backend
components. Section 4 describes experiments and results that validate the platform's
capabilities. Finally, Section 5 concludes the paper.

2. Literature Review

Several studies have investigated 10T and cloud computing integration for wvarious
applications:

Cloud-Based 0T Platforms: Researchers in [4] highlighted how cloud services enable 10T
devices to gather, store, and analyze data efficiently. Such platforms improve scalability and
reduce the computational burden on 10T devices.

loT Marketplaces: Ref. [5] introduced a plug-and-play IoT platform where users create virtual
objects to build applications. The proposed platform outperformed FIWARE in user-
friendliness and data sharing capabilities.

Smart Parking Systems: In [6], a real-time parking system using 10T sensors and edge
computing was developed. Data from parking sensors was sent to cloud servers for analysis,
improving urban parking management.

Health Monitoring Systems: Researchers in [7] proposed a wearable 10T device for real-time
patient monitoring. The device transferred sensor data to a cloud platform, enabling timely fall
detection and reducing false alerts.

Smart Home Energy Monitoring: Ref. [8] explored a cloud-integrated smart home system to
predict energy usage using time-series forecasting techniques. Data from sensors was
processed and visualized on a cloud-based dashboard.

Maternal Healthcare Platform: In [9], a wearable 10T device integrated with a cloud platform
improved healthcare monitoring for pregnant women, reducing medical staff workload.

These studies demonstrate the importance of integrating 10T with cloud platforms. However,
existing platforms often lack openness, cross-platform compatibility, and flexible data
collection methods. The 10T2Cloud platform addresses these issues by providing an open,
user-friendly, and flexible environment for 10T applications.

3. The Proposed 10T2Cloud Platform

The 10T2Cloud platform integrates hardware and software components to facilitate real-time
data collection, storage, and analysis. The platform consists of two main parts: the front end
and the back end.

3.1 Front-End Design

The front end serves as the user interface, enabling interaction between loT devices and the
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cloud. It is developed using the following technologies:

Platform

|
Back End

Connection

Interfaces to Store
IoT Devices

Pre-processing

Analysis

PHP (Hypertext Preprocessor): A server-side scripting language used to generate dynamic
content and interact with databases [12].

AJAX (Asynchronous JavaScript and XML): Allows asynchronous communication with the
server, enabling dynamic content updates without refreshing the page [13].

HTML (Hypertext Markup Language): Defines the structure and content of web pages [14].

JavaScript (JS): A client-side scripting language that enhances interactivity and dynamic
content on web pages [15].

CSS (Cascading Style Sheets): Controls the layout, style, and appearance of the user interface
[16].

Apache Web Server: The Apache server hosts the platform and handles HTTP requests. It
ensures reliability, security, and compatibility across different operating systems [17].

3.2 Back-End Design

The back end is responsible for processing, storing, and managing data received from loT
devices. The key components include:
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3.2.1 Communication Protocol

The 1oT2Cloud platform uses the HTTP protocol for communication between 10T devices and
the cloud. HTTP ensures reliable data transmission and facilitates client-server interactions
through RESTful architecture [20].

3.2.2 Data Storage

The platform uses MySQL, a relational database management system, for storing structured
data. MySQL supports SQL queries for creating, managing, and retrieving data efficiently
[24].

3.2.3 Data Preprocessing
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Data preprocessing converts raw sensor data into a clean, analyzable format. It involves
handling missing values, removing outliers, and normalizing data [25].

3.2.4 Data Visualization

Visualization tools transform processed data into graphical representations, including charts,
graphs, and tables. These tools enhance the analysis of trends, patterns, and anomalies [27].

4. Experiments and Results
Two experiments were conducted to evaluate the IoT2Cloud platform’s performance.
4.1 First Experiment: Real-Time Weather Monitoring

The first experiment involved building a weather monitoring system to measure temperature
and humidity levels using loT devices.
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4.1.1 Hardware Components

DHT11 Temperature and Humidity Sensor
ESP8266 Microcontroller

Breadboard and Jumper Wires

4.1.2 Software Requirements

Arduino IDE

loT2Cloud Platform (hosted on Apache server)
4.1.3 Data Transmission Process

The 10T device connected to the platform via HTTP API. Sensor data was transmitted to the
cloud for storage and visualization. A flowchart of the connection process is shown in Fig. 1.

4.1.4 Results

Data collected on 12-13-2022 showed a temperature of 24.8°C and humidity levels between
32% and 33%. The results were visualized using graphs and stored in Excel format for further
analysis (Fig. 2).

4.2 Second Experiment: Data Import Using CSV Files

In this experiment, users uploaded CSV files containing sensor data to the platform. Two
channels, "Marshlands 1" and "Marshlands 2," were created, each containing eight sensors.

Process:

Users downloaded a CSV template from the platform.

Sensor data was filled into the template and uploaded via the platform’s interface.
The platform stored and visualized the data for analysis.

Results:

The uploaded data was successfully stored and displayed using the platform’s visualization
tools, demonstrating the system’s flexibility in handling diverse data sources.

5. Conclusion

This paper presented I0T2Cloud, an integrated 10T and cloud computing platform for efficient
data collection, storage, and visualization. The system supports real-time data transmission via
HTTP and allows users to upload sensor data in CSV format. Experiments demonstrated the
platform’s effectiveness in managing and visualizing environmental data. Future work will
focus on enhancing platform security and expanding its capabilities for large-scale loT
deployments.
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