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Quantum computing can be regarded as a disruptive enabling technology that can pose a threat to
traditional cryptography as it invented new approaches to encrypt data. This paper will compare the
level of security that accompanies quantum algorithms as well as the level of efficiency.
Specifically, we examine the impact of efficient quantum computing on traditional cryptography
and propose techniques against quantum invasions. Four quantum algorithms are analyzed for their
efficiency and security benefits in the post-quantum era: Grover’s Algorithm, Shor’s Algorithm,
The Quantum Key Distribution (QKD), Lattice-based cryptography. The results reveal that
Grover’s algorithm improves search time complexity from O(n) to O(¥n), which is advantageous
over large data sets. As it will be clear shortly, Shor’s algorithm challenges RSA encryption because
it outperforms classical algorithms in factoring large integers. QKD presents secure key exchange
protocols that cannot be breached notwithstanding the attempts made using quantum computing.
Lattice-based schemes are quantum-resistant alternatives based on the security of certain hard
mathematical problems. Based on our experimental results, computational efficiency can be
improved, but new cryptographic systems will have to be developed for the mitigation of quantum-
related vulnerabilities. This research shows the importance of quantum-resistant cryptographic
techniques to ensure data security in the emerging quantum computing era.

Keywords: Quantum Computing, Cryptography, Grover’s Algorithm, Lattice-based
Cryptography, Quantum Key Distribution (QKD).
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1. Introduction

Quantum computing represents a paradigm shift in computing capabilities, potentially
revolutionizing cryptography, among other areas. Quantum computers do not rely on the
binary information of classical computers (0s and 1s), as they use guantum bits or qubits,
which exist in multiple states at once, thanks to quantum superposition and entanglement [1].
The intrinsic parallelism makes quantum computers solve specific problems much faster than
their classical counterparts. Perhaps one of the most important domains that quantum
computing is predicted to influence strongly is cryptography. Cryptographic systems form the
foundation of modern digital security; it is the system of protecting everything from online
transactions to sensitive government data [2]. However, many popular cryptographic
protocols, including RSA and elliptic curve cryptography (ECC), rely on problems like integer
factorization and discrete logarithms, currently considered intractable for a classical computer.
Quantum algorithms, especially Shor's Algorithm, have shown they can solve these problems
with efficiency, potentially making all traditional encryption methods vulnerable to quantum
computers [3]. This research aims to investigate the implications of quantum computing for
cryptography, both in terms of security risks and the efficiency of quantum algorithms. It will
look into how a quantum computer might break current encryption technigues and discuss the
emergence of post-quantum cryptography: encryption systems resistant to quantum attacks.
We also explore whether quantum algorithms in the cryptic tasks have better efficiency. Along
with this, we reflect on the challenges involved with practical implementation and
incorporation into existing security structures. From that perspective, our study provides a
comprehensive analysis of all the threats and opportunities related to quantum computing
against the background of cryptography.

2. Related Works

Kumar et al. (2024) emphasize the development of big data with Al-based methods and how
guantum computing is crucial in processing large volumes of data more efficiently, thus
allowing quicker and more accurate predictions across a wide range of industries [15]. This is
also aligned with the study of How and Cheah (2024), who discuss the strategic use of quantum
Al in industrial applications, focusing on how quantum Al can change the course of business
processes and boost innovation in finance and health industries [22]. In the context of secure
communication, Kwala et al. (2024) present a comparative analysis of lattice-based
cryptographic schemes aimed at the security of 10T communications. Such schemes play a
vital role in a post-quantum scenario where quantum computers can break through traditional
encryption methods. The loT scenario can be partly secured by using lattice-based schemes as
a promising approach [16]. Likewise, Mazhar et al.’s, cyberattacks and smart grids’ solutions
on blockchain and machine learning for strengthening secure infrastructure in the quantum
threat are valuable [21]. Quantum has positive impact over health also. For instance, Lusnig
et al. (2024) present federated learning of a machine learning algorithm that utilises quantum
image classification to accomplish the diagnosis of hepatic steatosis. This research applies and
combines quantum image processing and learning to improve diagnostic precision and patient-
related services [17]. Mir et al. (2024) also has built on examinations of quantum computing
for medical diagnosis, of which efficient bit-plane representations in quantum image
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processing were discovered to create longer and more complex imaging methods [25]. This
has, in recent years, evolved into a slowly escalating component of security for digital
platforms including that investigated in Mahmood et. al study of 2024. In present context of
this research, which confines to the Omni-Secure firewall system in a private cloud, there are
guantum security measures integrated where the new threats of cyber-attacks are defended
[18]. In the same vein, Mandal et al. in the year 2024 posited Grover’s algorithm with respect
to AES-based AEAD schemes, and prove the possibility of deploying quantum algorithms in
the advancement of encryptions in addition to security in digital communication [19]. Another
area that is receiving quantum boosts is a field called digital twins, which can create virtual
equivalents of real-world systems that are used for operational monitoring and analysis. Martin
et al. (2024) present information on the use of digital twins in QKD networks and the role of
guantum technologies to develop secure communication networks [20]. Last, Michal (2021)
provides an overview of how quantum technology offers potential to change defense systems
and strategies, especially if it concerns cybersecurity [24]. Mosteanu and Faccia (2021) also
identify the cross-section of quantum computing, blockchain, and AT when mapping fintech’s
next course by incorporating quantum computing in blockchain distributed ledgers moving
financial technology forward [26].

3. Methods and Materials

The data sources include Quantum computing, public key cryptographic data and literature
data set. The four quantum algorithms that are relevant to modern cryptographic applications
are under focus: “Shor’s Algorithm, Grover’s Algorithm, Quantum Key Distribution (QKD),
and Quantum Search Algorithm”. All of these are performed with quantum simulators like,
for instance, the IBM’s Qiskit environment, based on the simulation’s computational
complexity and the security effects on cryptography [4]. This work adopts the benchmarks of
a cryptographic system that incorporate performance parameters such as
encryption/decryption times and key generation times compared to quantum algorithm calls
on typical cryptographic protocols.

Quantum Algorithms
1. Shor's Algorithm

Shor’s algorithm is a quantum algorithm developed by the mathematician Peter Shor in the
year 1994 and is particularly used to factor large integers with lots of speeds. When the integers
are large it becomes practically impossible to factor large integers for a classical computer.
This lamination makes SHOR’S algorithm based on the parallelism both in quantum
mechanics and in the quantum Fourier transforms solve the integer factorization problem
exponentially faster than the classically known methods [5]. Shor’s algorithm is especially
problematic to many ostensibly secure cryptographic communication systems like the RSA
non-secret key scheme which is founded on the problem of integer factorization for large
numbers.

The algorithm goes basically in two steps: in a first step, a certain quantum phase estimation
method identifies the period of a related number to the one factorised; in a second one, it uses
the outcome of this period for deriving the factors. Shor's algorithm achieves exponential
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speedup, so it is possible to decrypt RSA encryption if this kind of algorithm is implemented
on a properly large quantum computer. The time complexity of the algorithm is O((logi/0:N)),
where NNN is the number to factorize. That Shor's Algorithm could break the RSA encryption
if it manages to solve the integer factorization problem efficiently makes this one of the central
concerns in post-quantum cryptography [6].

“1. Input: Integer N to be factorized

2. Use quantum phase estimation to find
the period r of the function f(x) = a"x mod
N

3. Compute the factors of N using the
period r

4. If r is even, compute the gcd of a”\(r/2) -
land N, and a”(r/2) + 1 and N

5. Output: The factors of N

2. Grover's Algorithm

Grover's Algorithm is a quantum search algorithm that Lov Grover proposed in 1996. It is a
search algorithm for solving unstructured search problems. It can offer a quadratic speedup
when searching through unsorted databases. Grover's Algorithm is, for the most part, a threat
to symmetric encryption systems, such as AES, Advanced Encryption Standard [7]. Classical
brute force searching involves checking every possible key in a keyspace, while Grover's
Algorithm reduces the number of operations needed to search an unsorted database of size N
from O(N)) to O(N).

It now uses quantum superposition so Grover's Algorithm can investigate thousands and
hundreds of millions, or even billions, simultaneously, and quantum interference has actually
amplified the probability of this solution. Although it certainly did not beat Shor's Algorithm
concerning exponential speedup for a factoring problem, symmetric-key encryption is
threatened by an algorithm that could halve the strength of current encrypted codes. For
example, a 128-bit AES key, that would take 2128 brute-force attempts to break could be
reduced to 2642 operations using Grover's Algorithm [8]. Hence, it follows that quantum-
resistant encryption methods must ensure the speedup by allowing larger key sizes.

“1. Initialize quantum register to an equal
superposition of all possible states

2. Apply the Grover operator:

a. Oracle operation to mark the correct
solution
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b. Amplitude amplification to increase
the probability of the correct solution

3. Repeat steps 2 until the correct state has
high probability

4. Measure the quantum state and output
the result”

Table 2: Algorithm Performance (Example Key Generation Times)

Algorithm Key Classical Quantum
Size Time Time
(bits) (seconds) (seconds)

Shor's 2048 1075 1073

Algorithm

Grover's 128 10710 1075

Algorithm

QKD (BB84 | 128 1 0.2

Protocol)

Quantum 128 109 10M

Search

Algorithm

3. Quantum Key Distribution (QKD)

Quantum Key Distribution is the way of securely sharing cryptographic keys over an insecure
communication channel, exploiting principles such as superposition and entanglement in
guantum mechanics. The best known QKD protocol is BB84. The BB84 protocol was
originally devised by Charles Bennett and Gilles Brassard in 1984. QKD provides a novel and
unparalleled level of security; should an eavesdropper intercept the key, it becomes infeasible
for them because quantum states of the system would collapse, thereby indicating that the
eavesdropper has been present [9].

The BB84 protocol is a protocol that sends photons encoded at random gquantum states across
a communication channel to the receiving end. Their keys are exchanged based upon the
measurement of these quantum states, and the no-cloning theorem of quantum mechanics
guarantees the security of the exchange because, under it, an eavesdropper cannot copy without
detection quantum states [10]. QKD provides an important countermeasure to quantum attacks
on cryptographic systems, as it enables secure communication that remains invulnerable to
attacks by quantum computers. The protocol’s key advantage lies in its ability to detect
eavesdropping, ensuring the integrity of the cryptographic key.

“1. Alice prepares and sends qubits in one
of four possible quantum states to Bob

2. Bob measures the qubits in a randomly
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chosen basis

3. Alice and Bob communicate over a
classical channel to compare measurement
results

4. If measurements match, use the
corresponding bits as the cryptographic key

5. If any eavesdropping is detected, abort
the process and start again”

4. Quantum Search Algorithm

The Quantum Search Algorithm is an extension of Grover's Algorithm, designed for structured
databases to perform searches in a more efficient manner. This algorithm can be applied to
several problems in cryptography, such as finding specific elements within large datasets or
solving certain classes of NP-complete problems. Similar to Grover's Algorithm, the Quantum
Search Algorithm does have a quadratic speedup but is designed to be tailored to specific
problem structures rather than totally unstructured data [11].

In cryptography, this algorithm can be applied to the search for keys in a cryptographic system.
It makes brute force attacks on certain types of encryption schemes much more efficient than
in Grover's Algorithm, which applies to generic search problems, but uses problem-specific
structures to reduce the search space even further [12]. Though it gives considerable
improvement over the traditional algorithms, its practical use is still limited by present
guantum hardware constraints, namely the number of qubits and gate operations for big data
sets.

“1. Initialize quantum register to an equal
superposition of all possible solutions

2. Apply the problem-specific oracle to
mark the correct solution

3. Apply the Grover diffusion operator to
amplify the probability of the correct
solution

4. Repeat steps 2 and 3 until the solution is
found

5. Measure the quantum state and output the
solution”
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Table 1: Comparison of Quantum Algorithms

Algorithm Speedup Impact on | Target
Cryptography Cryptosystems
Shor's Exponent | Can break RSA, | RSA, ECC
Algorithm ial ECC, and other
speedup public-key
systems
Grover's Quadratic | Threat to | AES, DES,
Algorithm speedup symmetric and other
encryption (e.g., | symmetric
AES) systems
Quantum No Provides a secure | All symmetric
Key speedup, key  exchange | and
Distributio but protocol, asymmetric
n (QKD) guarantee | resistant to | cryptosystems
s security | quantum attacks
Quantum Quadratic | Improves search | Symmetric and
Search speedup efficiency in | asymmetric
Algorithm cryptographic systems  with
key searches specific
structures

4. Experiments
Experimental Setup

The experiments are performed in a controlled environment using quantum simulators for the
evaluation of algorithms to be used on encryption technigques. We consider the following:

° Cryptographic Systems: This part covers both the asymmetric and symmetric
cryptographic systems that will be based on both RSA (for public key encryption) and AES
for symmetric encryption. These are most used in the modern protocols [13].

° Quantum Algorithms: We demonstrate the realization of Shor's Algorithm, Grover's
Algorithm, QKD, and the Quantum Search Algorithm. Experiments are conducted to
determine how much computational speedup is achieved by each quantum algorithm and how
well they counter the cryptographic systems under test.

° Implementation: IBM's Qiskit: It is used for designing, simulating, and executing
guantum circuits on the hardware. We use a small-scale quantum simulator to implement our
algorithms and theoretical analysis in assessing the efficiency of our quantum algorithms in
practice [14].

° Classical Algorithms: We include here the classical cryptographic algorithms and
execute the same tasks such as key generation, encryption, and decryption under the same
conditions to provide a point of comparison.
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Opinion-based estimates of the cumulative probability
of a digital quantum computer able to break
RSA-2048 in 24 hours, as function of time

100%{ == Optimistic
@+ Pessimistic
80%

60%1

40%

5y ) I[jy ) 15 y ) 26 y Edy
Figure 1: “Quantum Cryptographic Threat Timeline”
Experiment 1: Shor's Algorithm vs. RSA

Objective: The first experiment tests the capability of Shor's Algorithm to crack RSA
encryption. RSA uses the factorization of big numbers, and it breaks because Shor's Algorithm
does integer factorization exponentially more quickly than any known algorithm for classical
computers.

Procedure: We perform factorization of the large integers used in RSA encryption for Shor's
Algorithm. In this, we have set up an RSA key size of 2048 bits. The main objective is to
compare a time for performing RSA-based encryption with the classically calculated time to
factorize an RSA key using Shor's Algorithm [27].

Results:

° Classical RSA: For a 2048-bit key size, the time taken to encrypt and decrypt using
classical RSA is about 10"5 seconds.

° Quantum RSA (Shor's Algorithm): Shor's Algorithm can factorize a 2048-bit RSA
key in approximately 1073 seconds.

Table 1: Comparison of RSA Encryption (Classical vs. Quantum)

Method Key Classical Quantum
Size Time Time
(bits) (seconds) (seconds)

Classical RSA 2048 1075 N/A

Quantum RSA (Shor's) | 2048 N/A 10"3

Results showed that there was a drastic speedup of Shor's Algorithm in comparison with
classical RSA encryption. It demonstrated the breaking of RSA encryption within a matter of
seconds, making RSA potentially vulnerable in a quantum computing setting [28].

Experiment 2: Grover’s Algorithm vs. AES Encryption
Nanotechnology Perceptions Vol. 20 No. S15 (2024)
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Obijective: The second experiment explores Grover's Algorithm with regard to its impact on
symmetric encryption algorithms, like AES. Grover's Algorithm is known to offer quadratic
speedup, potentially leading to a reduction in security in symmetric encryption systems.

Procedure: We demonstrate the simulation of AES encryption under a 128-bit key size, which
is a realistic size used in practice. Then we analyze how Grover's Algorithm can cut down the
effective key strength of AES by performing the search through the key space in O(N) time
[29].

Quantum Computing's Real-world Applications

Quantum Computing Financial Sector: Enhancing

in Space Exploration . I Il ~ Hficiency and Security
Climate Modelling and Real world ' Pharmaceutical Industry:

Environmental Analysis l Appllca(lons l Accelerating Drug Discovery

/I Sustainability:

Transportation and Logistics: \ 1
Optimizing Complex Systems V Advancing Material Science

Healthcare: Personalized
Medicine and Genomics

Figure 2: “The Impact of Quantum Computing on Data Analytics”

Results:

° Classical AES: The classical brute-force attack will require 21282"°{128}2128
operations to break a 128-bit AES key.

° Quantum AES (Grover's Algorithm): Grover's Algorithm reduces the number of

operations to 2642"{64}264 for a 128-bit key.
Table 2: Comparison of AES Key Strength (Classical vs. Quantum)

Method Key Classical Quantum
Size Time Time
(bits) | (operations) (operations)
Classical AES 128 2128 N/A
Quantum AES (Grover’s) 128 N/A 2642

The comparison shows that Grover's Algorithm can reduce the strength of AES by half because
the number of operations required to break the encryption reduces from 212827{128}2128 to
26427{64}264. Even though AES-128 is secure against classical brute force attacks, quantum
computers may dramatically weaken its security.

Experiment 3: Quantum Key Distribution (BB84 Protocol) vs. Classical Key Exchange

Nanotechnology Perceptions Vol. 20 No. S15 (2024)
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Objective: Compare security and efficiency of Quantum Key Distribution, such as BB84
protocol, to that of classical key exchange protocols such as Diffie-Hellman.

Procedure: We demonstrate the key exchange process using both QKD and the Diffie-Hellman
protocol, where we compare the security guarantees and the time it takes to establish a shared
cryptographic key between Alice and Bob. Security in QKD is obtained via the detection of
eavesdropping by quantum entanglement, whereas for Diffie-Hellman, the complexity of the
computation of discrete logarithms has been used [30].

EA Classical

= Computer
goal 2 weeks

years

weeks

minutes

Problem Size (N?

Figure 3: “The Need for Quantum Software Architecture”
Results:

° Classical Diffie-Hellman: This Diffie-Hellman protocol with a 2048-bit key requires
around 1 second to establish the key if conditions are ideal.

° Quantum Key Distribution (BB84): This QKD protocol is even more secure but takes
additional time to detect eavesdropping and securely establish a key. It requires approximately
0.2 seconds per key exchange.

Table 3: Comparison of Key Exchange Methods

Method Key Classical Quantum
Size Time Time
(bits) | (seconds) (seconds)

Classical 2048 | 1 N/A
Diffie-Hellman

Quantum Key | 128 N/A 0.2
Distribution

(BB84)

Although QKD has greater security guarantees by detecting the presence of an eavesdropper,
it is slower than classical key exchange protocols. However, because it can provide
theoretically secure communication in the presence of quantum threats, it offers a promising
alternative.
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Figure 4: “Quantum Computing and Machine Learning for Cybersecurity”
Discussion

The outcome of these experiments is significant, in that quantum computing is said to have a
significant impact on cryptography. Shor's Algorithm has been seen as a direct threat to the
most popular public-key cryptosystem, RSA, whereas Grover's Algorithm has decreased the
security of symmetric encryption algorithms like AES. However, there are secure protocols as
quantum key distribution, QKD, for instance, and promising candidates for enhancing the
search efficiency are quantum search algorithms. This result creates the need for quantum-
resistant cryptographic systems that would be ideal for storing data in the quantum era.

5. Conclusion

Finally, these researching points out that quantum computing can take place, and it will be
revolutionary in the field of cryptography. Despite the current limitation of Grover’s and
Shor’s quantum algorithms to deal with bigger problems, they pose threatens to most used
cryptographic protocols because they have the potential of breaking them. But the study also
highlights the development of mathematically defensive cryptography that is immune to a
guantum attack known as quantum-resistant cryptographic methods like lattice-based security
for the protection of communication systems against threats from quantum computers.
Besides, the connection of quantum computing with Al and blockchain as advanced
technologies provides opportunities to enhance data protection, productivity, and reliability
across different sectors, including healthcare and 10T. The experiments conducted in this
research show that quantum algorithms can indeed improve computational efficiency
significantly in certain domains, but they introduce complexities to maintain system security.
For example, the search algorithms have shown significant improvements in search efficiency,
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but new approaches are required to safeguard against quantum-enabled vulnerabilities. In the
evolution of gquantum computing, developing robust, guantum-resistant algorithms and
infrastructure will be essential for protecting sensitive data and communications in the post-
guantum era. This research ultimately requires proactive explorations and adoption of quantum
cryptography solutions in tandem with the continuous development of quantum computing.
The advent of quantum innovations will lead to the means of guaranteeing secure
communication and data protection, taking into account how to maximize these innovations
amidst the set challenges of quantum. Besides, the current study establishes the ground for
further investigation of quantum-classical hybrid systems to efficiently achieve performance
with security characteristics in real application scenarios.
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