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Deep learning has achieved significant performance in supervised learning tasks by training on 

labeled data. By incorporating it into agentic AI, deep learning will eventually provide merchant 

services with augmented predictive intelligence. While there is a nonpareil coalescence of 

techniques and methods that successfully apply deep learning, there is no investigation into the 

aggregated impact of deep learning and agentic AI in combating automated fraud in digital 

payments. The increase in sophistication of digital payments fraudsters is tantamount to smarter 

technologies, particularly those using AI as well. In this conceptual research, I describe the 

impending potential of deep learning and agentic AI in the use of automated payments to nullify 

fraud in favor of the merchant. The development and broad implementation enhance new qualities 

for services to be designed and delivered accurately. I argue that merchant services can generate 

enhanced effectiveness by adopting models that devolve predictive intelligence capacity to learn 

the activities and wishes of the parties involved. 

This automated e-fraud detection generates additional consumer utility as services then offer better 

security. Methods used for this research comprise a narrative literature review and conceptual 

analysis from varying studies and surveys. This research posits that the substitution of pre-agentic 

artificial intelligence models with agentic deep learning offers a way forward to dramatically 

improve the security of automated payments. In addition, models that boast predictive learning 

enhance the hidden layers of transaction analysis. When machines listen not only to what is being 

said by the buyers and sellers, but they too become judges and enforcers, automatically and 

instantly, supported by a complete historical record of ethicality, they change not only the services 

rendered but transform capitalist activity itself. 
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1. Introduction 

Online payment fraud is a national, international, and historical challenge that not only unfairly 

affects merchant businesses, but also their customers, as they are the ultimate bearers 

responsible for covering any fraudulent expenses. Continued use of fraudulent payment 
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accounts can lead to issues, such as being listed in a national fraud database. Merchants are 

required to use extreme caution on a case-by-case basis to protect themselves from this 

fraudulent activity, which is readily transpiring in the world with a conversion rate on orders 

by merchants. In response, merchants in the United States alone widely increased their use of 

these agents, moving from fourth to first place among business sectors for the use of these 

technologies. From 2017 to 2020, more merchants applied a rules engine in addition to these 

technologies. A percentage of online transactions were canceled due to suspected fraud. Each 

of these critically important statistics reinforces the severity of the potential issue and 

highlights the dire need for reliable, non-invasive AI technologies that are within the bounds 

of legal privacy limitations to help resolve this problem. 

Today, deep learning is emerging and could serve as the tool or agent for technology capable 

of facilitating a straightforward approach to augmenting existing payment platforms. 

Implementing this type of technology or method can help launch merchants into future 

opportunities by protecting their businesses. It would also help protect individual transactions 

and accounts, alongside existing rules engines, that are managed by the aforementioned 

technology. It is advantageous to first understand the evolutionary changes that have led to the 

present situation. Technologies provide intelligent predictive analytics solutions that can arm 

the merchant community. This group, acting as merchants’ customers, is as much at risk from 

data breaches as genuine merchant services are responsible for allowing transactions that 

originate from their fraud management services. 

1.1. Background and Significance 

The potential for payment fraud, through various forms of theft and hacking, has existed for 

as long as money and technology have been intertwined. With the rapidly expanding size and 

technological capabilities of the global economy, payment systems have become more 

advanced. Therefore, so too have criminals, who have developed many strategies for stealing 

money from a wide range of payment systems and abusing chargeback procedures. These 

various fraud schemes are devices for surreptitious wealth transfer from financial institutions 

and their merchants to fraudsters at a staggering global cost. The world merchant sector is 

most at direct economic risk from these kinds of fraud by having to accept various payment 

methods on point-of-sale terminals in addition to facing chargebacks when a legitimate 

cardholder reports an unauthorized transaction. 

 

Fig 1 : Harnessing Agentic AI for Advanced Fraud Detection 
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Therefore, it is necessary to develop ever more capable automated fraud detection systems that 

leverage the most advanced AI technologies to predict and prevent modern fraud. Currently, 

several transaction fraud detection tools and supervised and unsupervised learning methods 

are in use to identify law enforcement requirements by detecting this type of criminal activity. 

Many merchant advisors offer off-the-shelf services to more comprehensively detect a wider 

range of fraud types. As aggregated data approaches push the boundaries of accuracy with the 

help of agentic AI, these services provide useful insights that can help individual merchants 

generate better fraud detection models for their portfolios. 

Advancements in artificial intelligence, particularly deep learning, open vast possibilities for 

vastly improved automated AI decision algorithms. However, stronger processing power and 

techniques alone cannot ensure that an agentic AI system achieves the same or better 

hierarchical knowledge of multiple market economies as human decision-makers. This paper 

argues that, rather than leaving them to develop these models alone, agentic AI systems should 

be meaningfully teamed on demand with small industry professional teams that can help them 

with the expert knowledge required to make good decisions on complex matters. This is 

particularly important in the realm of payment systems where all-encompassing market 

phenomena are generated by large numbers of interacting agents deploying state-of-the-art 

technologies at multiple informational levels. Agentic AI systems need to be matched with 

expert variances that can seek or 'poke holes' in transaction fraud prediction models. These 

processes are steps towards the integration of agentic AI and collective credit evaluation 

philosophies into actionable transaction elements of merchant systems. These action elements 

constitute the future focus of predictive intelligence for fraud detection and are explored 

throughout this paper. Additionally, multiple predictive tools can be instantiated multiple 

times and ranked using market-clearing metrics to determine the best-predicting power 

combinations. A short discussion on this approach, which is framed by the previous fraud 

prediction model deployment contexts, is included in the conclusion of this review. 

 

2. Foundations of Deep Learning 

Deep learning, a subset of machine learning, involves the use of artificial neural networks to 

train computer algorithms to perform human-like tasks such as processing large amounts of 

data and recognizing patterns within that data. Neural networks with three or more layers of 

processing are referred to as "deep" networks, and these models have been found to outperform 

traditional machine learning methods, particularly in the realms of image and speech 

classification. Neural networks, including all deep learning models, determine decision-

making by adjusting weights assigned to input data, with one or more output nodes returning 

a final prediction after the propagation of signals through interconnected nodes. However, 

deep learning architectures are unique in that they can extract or highlight features for use in 

this decision-making process, and these architectures are used in many different types of deep 

learning algorithms. These include convolutional neural networks, or CNNs, which are 

frequently employed for tasks that involve image and natural language processing, and 

recurrent neural networks, which are effective for time series forecasting, such as those used 

in sentiment analysis and speech recognition. 

Deep learning models may be classified as supervised, unsupervised, or semi-supervised based 
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on the quantity and type of data utilized in their development. For example, a supervised 

learning model is first presented with data that includes input features and output labels. Once 

trained on enough examples, it can then predict output labels on new data. Conversely, 

unsupervised learning tasks involve only input data and no output labels, requiring models to 

independently identify data patterns or groupings, while versatile semi-supervised learning 

models typically use a combination of labeled and unlabeled data. Deep learning models 

possess the ability to analyze data at or above the human cognitive level, with convolutional 

networks capable of interpreting features only visible in specific areas. Furthermore, trained 

models maintain the ability to protectively identify key input features, which makes them ideal 

for fraud detection in fintech applications. Considering the intricacies of real-world data, deep 

learning models exhibit significantly higher fraud detection rates and training speeds when 

compared to other statistical learning techniques. This is in part because their accuracy grows 

with the quantity of relevant data provided for training, a technical capability that is made 

economically feasible due to the ubiquity of big data solutions. Crucially, deep learning 

models can be developed into real-time fraud detection systems with industry-competitive 

accuracies. 

2.1. Neural Networks and Deep Learning Algorithms 

2.1.1. Neural Networks (NN) In the domain of computing, the term "artificial neural network" 

(ANN), otherwise referred to as "neural network" (NN), is a fundamental structure constituting 

a segment of deep learning technology that conducts applications such as fraud detection. 

Individual neural networks are many networked layers of nodes that work collaboratively to 

carry out a collection of sophisticated statistical applications. The network itself is comprised 

of layers, where the initial phase, or "input" layer, is responsible for gathering raw data in a 

manner that is not dissimilar to the gray matter located within the individual brain of a human. 

These data can be collected and generated during the interaction between a customer and a 

commerce retailer point of payment, ATM, online shopping, or other establishment. The 

subsequent phase, the "hidden layer," is responsible for the evaluation or analysis of this input 

before submitting it to the "output" layer. 

Neural networks are structured to handle and treat numerous kinds of input and are utilized in 

unique ways to address any manner of input type (e.g., text, images). The network's layers 

must be designed to reflect the kind of application the network will ultimately conduct, as will 

be explored in this subsection. Layer nodes are those that accept input, "process" definite 

functions, and provide the resultant value to another node that will serve as an input for the 

resulting layer. The activities of node values are finite quantities, and their activation functions, 

along with their weights, are summed before being transformed. The transformation of this 

sum can involve unity with transfer functions like "Rectified Linear Unit" (ReLU) where 

ReLU(x) = max(0, x) or logistic sigmoid transformation (σ(x)) with values confined to the 

spectrum of [0, 1]. "Backpropagation" (backdrop) and "Gradient Descent," subsequently 

inclusive of "Stochastic Gradient Descent" (SGD), are optimization strategies used to refine 

these networks. 
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3. Agentic AI in Payment Fraud Detection 

Agentic AI, a subset of AI, is defined as AI that can operate autonomously in complex 

environments. Unlike pseudo-agentic AI, agentic AI can make its own decisions based on real-

time data inputs. This type of AI is critically important in the context of payment fraud 

prevention because real-time, accurate decision-making can be the difference between a 

successful and failed transaction, and can significantly reduce the human resource overhead 

required in fraud investigations. Agentic AI can run models that improve over time with a 

wide variety of inputs, enhancing the ability of a fraud prevention system to more quickly 

adapt and respond to new data. This increase in agility results in a fraud prevention monitoring 

system that can more rapidly respond to new fraud types and explorations of the system by 

fraudsters. 

Agentic AI can continuously learn and improve its recognition of what the 'right' 

classifications are for the data it is receiving from its environment. This allows the model 

chosen to learn in real-time from the interactions with the environment and adjust more 

effectively and quickly, as compared with models that require full retraining in response to the 

system identification. Several mechanisms currently exist for agents learning from their 

environments including adaptive neural fuzzing techniques, AI-offset optimization, and 

reinforcement learning. An emerging area of interest is being developed around research 

related to Explainable Agentic AI, which aims to create models that are not only transparent 

but are understandable and explainable in a way that is more easily graspable by humans. It is 

especially important in the context of ethical data processing or decision-making to lower the 

barrier between human understanding and system classification. Finally, agentic AI can be 

used to enhance other predictive models such as deep learning over time to refine the 

protection mechanisms being used. Synergizing agentic AI with deep learning models for 

enhanced fraud detection capabilities is an area of active research. 

 

Fig 2 : An Analysis on Financial Fraud Detection 

3.1. Definition and Characteristics of Agentic AI 

A.I. is characterized by attributes such as autonomy, the ability to adapt to the environment, 

the capacity to learn internally through data or experience, and the ability to engage with and 

change the environment in which it operates. This definition comprises additional defining 

characteristics of A.I. systems, drawing several important distinctions to traditional, rules-

based A.I., historically the staple of the anti-fraud discipline. Several subfeatures of agentic 

A.I. are argued to embody superlative anti-fraud predispositions that are described below. 

1. Autonomy N. is the practice of making a decision or controlling its implementation 

independently of others. From a fraud prevention setting, autonomous systems will trigger 

automatic actions without human intervention. This can cut processing and decision times 

significantly – a superlative advantage given the emphasis placed on ‘real-time’ analytics 

within anti-fraud offerings. 2. Individually responsible adj. being worthwhile or practical. 



307 Hara Krishna Reddy Koppolu Deep Learning and Agentic AI for Automated Payment...                                                                                               
 

Nanotechnology Perceptions Vol. 19 No. S1 (2023) 

Agentic AIs can be engineered to self-acknowledge the accuracy of their predictions and 

decision-making. In an anti-fraud setting, this is helpful since the AI system is directly exposed 

to the financial or operational risks of failing to identify potential fraud incidents in an 

underlying data set. Like a human employee, retaining or releasing accountability for actions 

vests from the agentic A.I. component through decision-making and a judgment of the rational 

risks involved. 3. Self-Learning N. The process of acquiring knowledge or experience by 

discovering it for oneself. Agentic A.I. systems rely on an absence of a priori boundaries 

erroneously entangled in rules-based systems such as conditions governed by strict temporal 

or conceptual parameters. This boundary elasticity can affect better generalization both in 

training and imposition. Moreover, agentic AIs can automatically assimilate patterns outside 

of human observance or conception. 

When coupled with novel data management paradigms and processing methodologies, fraud 

detection capabilities in Big Data are sorely improved. Fortuity abounds with the use of 

streaming data rendered severely more susceptible to predictive intelligence through the use 

of the ‘missing link’ among existing intelligence parcels: unification, validation, and further 

inferences allowed by same-time predictive analysis across the entire cardholder transaction 

ecosystem in real-time. While this is very much an unrestrained positive in terms of anti-fraud 

intelligence capabilities, financial services have much to deliberate when it comes to the 

practice. Unquestionably, predictive intelligence’s transformation of reactive mitigation to 

proactive prevention amasses its risks and variances of fragility and should be coupled with 

further systemized and cohesively governed organizational and system-level anti-fraud policy 

and control practices. Moreover, front-line engagement is in constant real-time, antagonistic, 

and factually executed operational transactions injected into an all-exposure testing arena 

constantly in physical consultation with behaviors rooted in a multitude of innovative 

technological paradigms. The employment of agentic AI to perform automatic transactional 

watching, decision-making, and subsequent control is consequently riddled with further risk 

considerations. Accountability is, crucially, tied to another A.I. differentiator: autonomy. In 

autonomous agents of any design, impersonal explicit measures gradually relent force and 

efficiency in a range of activities due to the process of instrumentalization, comporting rules, 

processes, and people within an organizational armature typically known as toxicity, while at 

the same time turning inert into efficacious mass in terms of system boundaries by chiseling 

both firm and deviant behaviors based on that framework. 

 

4. Automated Payment Fraud Detection in Merchant Services 

1 Introduction: State of the Art of Fraud Detection in Merchant Services Payment Systems 

1.1 From Manual to Automated Payment Fraud Detection 

The detection of fraudulent payments in merchant services starts with the generation of signals, 

which may be generated already when the payment is being initiated. Such signals can include 

but are not limited to, digital fingerprints of the initiating client (type of device, location), 

previous payment history, natural language processing, behavioral analytics, and velocity 

checks. Over time, such signals have been aggregated and received by payment firms and 

banks to assess the individual probability of the expected loss. When the expected loss is high 



               Deep Learning and Agentic AI for Automated Payment… Hara Krishna Reddy Koppolu 308  
 

Nanotechnology Perceptions Vol. 19 No. S1 (2023) 

enough, a payment may be carried out using some security verification called “3D Secure.” 

The aggregated loss itself can also trigger the manual intervention of human agents in the 

“back-office” operations. In the interim, analysts in charge of data protection are responsible 

for setting the rules by which human attention is drawn to questionable payment transactions. 

The analytics and rule-based approach for deciding whether a payment transaction is 

fraudulent, evasive, or genuine is shifting increasingly from manual to automated. Automated 

fraud detection systems work individually, in a honeypot environment, or as part of a wider 

ecosystem. By design, they are scalable: once the algorithms are set up in a computer, 

analyzing the necessary data to draw the individual conclusion takes mere seconds. The faster 

a decision is made (either fraud, evasive, or fraud-free), the faster the client across the payment 

value chain can be informed. The capacity of these automated systems is determined by the 

setup. Built on predictive power, they tend to be most efficient concerning their capacity if the 

composition of transaction demand is fairly stable over time. By being electronic, there is no 

latency beyond a minimal confirmation of authenticity that the information provided as the 

premise of the calculation is factually correct. 

4.1. Current Challenges and Limitations 

Automated fraud detection systems have evolved since the 1990s from mostly rule-based 

systems to machine learning-based fraud detection systems. The length of the history, in 

combination with the high rate of false positives and systemic false positive alerts, represents 

a heavy burden and potential loss for merchants in all verticals. Studies indicate that about 

80% of highly sophisticated automated fraud detection systems are based on standard learning 

algorithms, attribute engineering and transformation, and non-agentic, incapable AI. The 

transactional unregulated, truthful AI enabling a transaction-based bottom line for cardholders 

and merchants has seen very little evolution. Detecting the presence of familiar determinants 

of transactions that are likely to defraud merchants' top line is critical. Identifying the presence 

of sophisticated, ever-evolving potential determinants of fraud concealed in transactions 

moving from divergent verticals is monumental. 

False positives (legitimate transactions that are presumed to be fraud and are declined) are a 

significant limitation. It is well recognized that rule-based and machine learning-based systems 

have severe limitations in reducing the false positive rate. It is easier and more cost-effective 

for merchants to absorb systemic false positives. The shelf life of internal and external 

intelligence decreases significantly as fraudsters become aware of merchants' detection 

capabilities. It is impossible to know every pattern for fraud and deception for every vertical 

market that can result in a systemic false positive alert. Statistics represent the present and 

inform near-term future decisions. There are no regulations or compliance standards for 

vertical markets other than those that implement predictive intelligence and/or standard and 

agentic AI. The quality of surveillance videos and images plays a pivotal role in identifying 

fraud. Detecting fraud in front-end transactions without seeing the source, the background, and 

the human involved will always limit results. Algorithms and models can age themselves out 

by detecting fraud before it happens. Fraud is a “human adversarial activity,” perfecting the 

inability to perfect the deportment of correlations of different events. It is the ultimate goal of 

any transaction to place good correlations with known and unknown adversarial activities in 

front of the AI detection for it to mimic. Complex, agentic AI models may possess an inherent 
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bias that leads to unfair outcomes or treatment toward minority groups that go undetected. 

Recommendations include the need for more research and collaboration among entities, 

fintech vendors, and government and regulatory agencies. A balance must be struck in 

detection between technology and human judgment. 

 

5. Enhancing Merchant Services Through Predictive Intelligence 

As table stakes rise and competition tightens in the banking and e-commerce markets, 

improving merchant services is increasingly important. While real-time payments are a step 

in the right direction, banks that are unable to offer zero-day settlement on faster payments 

must innovate in other areas. One of the primary areas for innovation is fraud: any credit risks 

in a faster payments scheme must be modeled and managed in milliseconds. Predictive 

intelligence can offer banks and payment services the ability to adapt to changing 

circumstances. The best predictor of future behavior is past behavior, and predictive modeling 

uses historical data to develop a model that identifies trends. These trends then allow 

companies to create predictive fraud models that will determine the likelihood that a given 

transaction is fraudulent and then permit the bank to modify procedures, transaction routing, 

and the type of screening before settlement. 

There has been great success in applying predictive algorithms across many industries to 

prevent fraud. Examples include multiple banks reporting up to 90% less loss in debit card 

transactions, multiple casinos reportedly decreasing fraud by more than 80%, and a top three 

wireless carrier identifying 25% more fraudulent transactions and reducing fraud losses by 

15%. These services can identify fraud long before a merchant is capable of even knowing 

something is suspicious. If implemented in distributed processing environments such as ACH 

and wire transfers, they eliminate the results of fraudulent transfers within minutes. Such 

technology will scale with faster payment networks to provide a resilient solution for any 

payee on a given payment network. Of course, there are hurdles to overcome, including not 

just the technical but also the business case. Key areas where potential fraud models and 

systems may encounter hurdles include integration with existing architectures, data 

integration, transparency in fraud models, and decision latency. Building an adaptable model 

requires continual learning and feedback loops that improve its predictive performance. At 

present, only through collaboration are criminals similarly well-informed. 

5.1. Applications of Predictive Intelligence 

In the context of merchant acquiring services, the application of predictive intelligence using 

big data and analytics has produced promising results. Predictive models have been designed 

to flag merchants that are likely to violate card brand risk thresholds or suffer bankruptcy. 

Other use cases involve electronic factual evidence and electronic evidence analysis models 

to establish a successful criminal intent through behavior and knowledge-based rules applied 

to electronic information. Others have used predictive models such as situational analytics, 

which analyze the multiple industries with and without deceptive intentions. In particular, 

predictive models are designed for the detection of payment fraud. These models lead to 

enhanced detection of both opportunistic and organized fraud, where organizations maximize 

recovery of losses. Online fraud prevention tools employ predictive intelligence to detect 
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payment fraud. These tools provide various solutions, including merchant fraud, anomaly 

detection, and linking algorithms. These algorithms deliver real-time updates based on a 

merchant's key performance indicators. 

 

Fig 3 : Applications, AI Agents, Solutions, and Implementation 

Real-time stream processing algorithms and data models are useful for identifying fraud 

attempts in real-time. By capturing, processing, and reporting on real-time data in 

milliseconds, systems can process real-time alerts in and out of the product—a functionality 

previously limited by human fraud analyst verification and a delay in data processing. 

Predictive models are now also incorporating real-time data, particularly with the wealth of 

additional information such as online consumer shopping habits, which are available to 

merchants through transaction data. The customer entity behavior analysis and customer 

relationship a priori probability networks behavioral models will evaluate a customer's risk 

status based on movement over regular and zero-day purchasing criteria. In the future, more 

capabilities will be developed to provide statewide fraud alerts and behavioral models that 

operate not only within the segment they are developed from but over multiple segments. The 

statewide solution will provide an industry-wide and global view of merchant and customer 

transaction values and payment behavior. The capabilities exist to establish a merchant's worth 

through transaction data and profiling so credit vetting agencies can operate not just by goods 

and assets but against turnover. There are challenges in the strategy of companies providing 

lower-cost predictive intelligence for mobile e-payments and merchants when merchants are 

reticent to adopt change, and existing competitive products pose a sufficiently low deterrent 

to fraud. This next generation of fraud-preventative products will ensure that intelligent 

systems are there to prevent the fraudsters' success. 
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