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IoT devices in cyber-physical systems and daily apps have grown, introducing 

linked intelligence. However, these devices' low processing power, memory, and 

battery life make communication channel security difficult. Traditional 

encryption is durable yet memory- and processing-intensive, so resource-

constrained IoT devices cannot use it. Lightweight cryptographic methods that 

balance IoT security and resource efficiency must be researched.  

This paper examines popular lightweight IoT security approaches. LSMWP, 

CoAP with DTLS, and Efficient Cryptographic Primitives for IoT are prominent 

protocols. Security, performance, and IoT use case compatibility are tested.  

Researching each protocol's ciphers and hash algorithms' security. This research 

evaluates IoT data resilience against well-known cryptanalytic attacks to protect 

confidentiality, integrity, and authenticity. This study assesses each protocol's 

key management to prevent key exposure and device impersonation. To prevent 

data manipulation during network transmission, protocol message integrity 

protections are evaluated last.  

IoT devices with low resources must work. Comparing protocol processing 

overhead using known benchmarks. Assessing communication delay, 

encryption/decryption, and message signing/verification. IoT devices' limited 

memory is considered when examining each protocol's memory footprint. The 

study concludes by examining each IoT protocol. Studying data sensitivity, 

device processing, and application real-time constraints. The study helps 

developers and security specialists identify the appropriate IoT protocol by 

mapping protocol strengths and cons to usage situations.  

http://www.nano-ntp.com/
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This extensive evaluation addresses IoT security-performance trade-offs using 

lightweight cryptography. These insights will boost IoT ecosystem reliability by 

boosting communication security and efficiency.  

Keywords: Resource-Constrained Devices, Lightweight Cryptography, Use 

Cases, Internet of Things (IoT), Key Management, Security Protocols, Message 

Integrity, Communication Security, Cryptographic Strength, Performance 

Evaluation. 

  

 

1. Introduction 

The Internet of Things (IoT) has emerged as a transformative paradigm, encompassing a vast 

network of interconnected devices seamlessly integrated into our everyday lives. These 

devices, ranging from simple sensors and wearables to complex industrial machines, collect 

and exchange a plethora of data, enabling intelligent automation, real-time monitoring, and 

data-driven decision making. This burgeoning landscape of interconnected devices promises 

to revolutionize numerous sectors, including healthcare, transportation, smart cities, and 

industrial automation[1]. 

However, the exponential growth of IoT devices presents a critical challenge – ensuring the 

security of communication channels within this intricate network. Unlike traditional 

computing devices, IoT devices are often characterized by resource constraints. These 

limitations, manifested as low processing power, restricted memory capacity, and limited 

battery life, pose significant hurdles in implementing robust security mechanisms. Traditional 

cryptographic algorithms, while demonstrably secure, often incur a substantial computational 

overhead and memory footprint, rendering them impractical for deployment on resource-

constrained IoT devices. 

This necessitates the exploration of lightweight cryptographic protocols specifically tailored 

to the unique demands of the IoT domain. Lightweight cryptography refers to a class of 

cryptographic primitives designed to offer a balance between security efficacy and efficient 

resource utilization. These protocols achieve this by employing smaller key sizes, streamlined 

cryptographic operations, and optimized algorithms, ensuring adequate security while 

minimizing the computational burden on resource-constrained devices[2]. 

The paramount objective of this research paper is to conduct a comprehensive comparative 

analysis of prominent lightweight security protocols designed for IoT environments. This 

analysis will delve into three well-established protocols: Lightweight Secure Messaging 

Protocol (LSMWP), Constrained Application Protocol (CoAP) with Datagram Transport 

Layer Security (DTLS), and Efficient Cryptographic Primitives for Internet of Things 

(ECIoT). By meticulously evaluating each protocol across three key dimensions – security 

effectiveness, performance efficiency, and suitability for diverse IoT use cases – this research 

aims to provide valuable insights for developers and security professionals in selecting the 

optimal protocol for their unique IoT deployment scenarios. Through this comparative 

analysis, the paper seeks to bridge the knowledge gap regarding the trade-offs inherent in 

lightweight cryptographic protocols for IoT environments, ultimately fostering the 

development of secure and efficient communication strategies for a more robust and 
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trustworthy IoT ecosystem. 

  

2. Background and Related Work 

2.1 Traditional Cryptographic Algorithms and their Limitations in IoT 

Traditional cryptographic algorithms, such as Advanced Encryption Standard (AES) and 

Rivest–Shamir–Adleman (RSA), form the bedrock of secure communication in various cyber-

security applications. These algorithms offer demonstrably robust security by employing 

complex mathematical operations and large key sizes. However, the very features that ensure 

their robustness – intricate computations and extensive key management – render them 

unsuitable for deployment on resource-constrained IoT devices. The execution of these 

algorithms on low-power processors translates to significant delays in data encryption and 

decryption, impacting real-time communication and overall system responsiveness. 

Additionally, the substantial memory footprint associated with large key sizes quickly depletes 

the limited memory resources available on IoT devices. Furthermore, the energy consumption 

incurred during cryptographic operations can significantly impact the battery life of battery-

powered IoT devices, necessitating frequent recharging or replacement, leading to increased 

maintenance overhead. 

 

2.2 Existing Literature on Lightweight Cryptographic Protocols for IoT Security 

The research landscape surrounding IoT security has witnessed a growing body of literature 
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exploring lightweight cryptographic protocols. A seminal work by Khan et al. [3]] proposed 

the Lightweight Secure Messaging Protocol (LSMWP), specifically designed for resource-

constrained devices. This protocol employs a combination of lightweight ciphers and hash 

functions to achieve secure communication while minimizing computational overhead. 

Similarly, another line of research investigated the integration of lightweight cryptography 

with existing application-layer protocols. Banerjee, Utsav, et al. in [2] explored the use of 

Datagram Transport Layer Security (DTLS), a lightweight adaptation of TLS, with the 

Constrained Application Protocol (CoAP), a prominent communication protocol for IoT 

devices. This integration aims to leverage the security benefits of DTLS while maintaining the 

efficiency of CoAP. 

2.3 Limitations of Existing Comparative Analyses 

Several existing studies have conducted comparative analyses of lightweight security 

protocols for IoT environments. However, these analyses often have limitations. For instance, 

some studies focus solely on security effectiveness, neglecting the crucial aspects of 

performance efficiency and suitability for diverse use cases [3]. Conversely, other analyses 

prioritize performance efficiency without comprehensively evaluating the cryptographic 

strength of the protocols [4]. This lack of a holistic approach hinders a comprehensive 

understanding of the trade-offs inherent in lightweight protocols and limits their practical 

application in real-world IoT deployments. 

2.4 Chosen Protocols for Comparison 

To address the limitations of existing research, this study presents a comparative analysis 

encompassing three well-established lightweight security protocols for IoT environments: 

● Lightweight Secure Messaging Protocol (LSMWP): This protocol offers a lightweight 

alternative to traditional cryptographic algorithms by employing smaller key sizes and 

efficient cryptographic operations. 

● Constrained Application Protocol (CoAP) with Datagram Transport Layer Security 

(DTLS): This approach leverages the existing CoAP framework for application-layer 

communication and integrates DTLS to provide security features such as confidentiality, 

integrity, and authentication. 

● Efficient Cryptographic Primitives for Internet of Things (ECIoT): This suite of 

cryptographic primitives emphasizes efficient implementations of encryption, decryption, and 

hashing algorithms specifically tailored for resource-constrained IoT devices. 

These protocols represent diverse approaches to securing communication within the IoT 

domain and will be meticulously evaluated across the key dimensions of security 

effectiveness, performance efficiency, and suitability for various use cases. 

 

3. Security Requirements for IoT Environments 

The burgeoning landscape of interconnected devices within the IoT domain necessitates the 

implementation of robust security measures to safeguard communication channels and protect 

sensitive data. To achieve this objective, it is crucial to define the fundamental security 
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objectives for communication in IoT deployments and understand the specific security threats 

that these environments face. Subsequently, the role of lightweight cryptographic protocols in 

addressing these security concerns can be effectively elucidated. 

 

3.1 Fundamental Security Objectives 

There are three fundamental security objectives that underpin secure communication within 

IoT environments: 

● Confidentiality: This objective ensures that only authorized entities can access the data 

transmitted between IoT devices. In the context of IoT, confidentiality safeguards sensitive 

information, such as sensor data, user credentials, or control commands, from unauthorized 

eavesdropping by malicious actors. 

● Integrity: This objective guarantees that the data transmitted between IoT devices 

remains unaltered during communication. Data integrity protects against unauthorized 

modification or manipulation of data, which could lead to erroneous decision-making or 

disruption of critical operations within the IoT ecosystem. 

● Authenticity: This objective verifies the legitimacy of the communicating entities and 

ensures that data originates from a trusted source. In the context of IoT, authenticity prevents 
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device impersonation attacks, where malicious actors mimic legitimate devices to gain 

unauthorized access to the network or manipulate data transmissions. 

3.2 Security Threats in IoT Environments 

The resource-constrained nature of IoT devices and the interconnected nature of the IoT 

ecosystem introduce a unique set of security threats. Some of the most prominent security 

threats faced by IoT environments include: 

● Eavesdropping: Malicious actors can intercept data transmissions between IoT 

devices, potentially exposing sensitive information such as sensor data, user credentials, or 

control commands. This can be achieved through various techniques, such as network sniffing 

or exploiting vulnerabilities in communication protocols. 

● Data Tampering: Unauthorized parties may attempt to modify or manipulate data 

during transmission, potentially leading to erroneous decision-making or disruption of critical 

operations. This threat is particularly concerning for applications where data integrity is 

paramount, such as industrial control systems or healthcare monitoring. 

● Device Impersonation: Malicious actors can impersonate legitimate IoT devices to 

gain unauthorized access to the network or manipulate data transmissions. This can 

compromise the integrity of the entire system and potentially lead to devastating 

consequences. 

● Denial-of-Service (DoS) Attacks: Malicious actors can launch DoS attacks to 

overwhelm IoT devices or network resources with a barrage of traffic, rendering them 

unavailable to legitimate users. This can significantly disrupt the functionality of IoT systems 

and hinder their ability to perform critical tasks. 

3.3 Role of Lightweight Cryptographic Protocols 

Lightweight cryptographic protocols play a pivotal role in addressing the security threats 

outlined above by providing secure communication mechanisms for resource-constrained IoT 

devices. These protocols achieve this by: 

● Employing encryption algorithms: Encryption transforms data into an unreadable 

format using a secret key. This ensures that even if an attacker intercepts data transmissions, 

they will be unable to decipher the information without the decryption key. Lightweight 

cryptographic protocols utilize algorithms specifically designed for efficient operation on 

resource-constrained devices, balancing security with computational limitations. 

● Implementing message authentication codes (MACs): MACs are cryptographic hash 

functions used to ensure the integrity of data. A MAC tag is generated using a secret key and 

appended to the message. The receiver can then verify the integrity of the received data by 

recomputing the MAC tag and comparing it with the received tag. Lightweight protocols 

leverage MAC algorithms optimized for resource-constrained environments. 

● Facilitating secure key management: Secure key management encompasses the 

generation, distribution, and storage of cryptographic keys. Lightweight protocols employ key 

management techniques that minimize computational overhead while ensuring the 

confidentiality and integrity of keys. 
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By incorporating these functionalities, lightweight cryptographic protocols offer a crucial 

layer of security for communication within the IoT domain, mitigating the risks associated 

with eavesdropping, data tampering, device impersonation, and other security threats. 

 

4. Evaluation Methodology 

This research employs a multifaceted comparative analysis to evaluate the strengths and 

weaknesses of three prominent lightweight security protocols for IoT environments: 

Lightweight Secure Messaging Protocol (LSMWP), Constrained Application Protocol (CoAP) 

with Datagram Transport Layer Security (DTLS), and Efficient Cryptographic Primitives for 

Internet of Things (ECIoT). This analysis delves into three key dimensions: security 

effectiveness, performance efficiency, and suitability for diverse IoT use cases. 

4.1 Security Effectiveness 

A meticulous evaluation of the security effectiveness of each protocol is crucial. This 

evaluation focuses on three primary aspects: 

● Cryptographic Analysis: This entails a thorough examination of the cryptographic 

primitives employed by each protocol, including the encryption and hashing algorithms. The 

analysis delves into the theoretical foundations of these algorithms, assessing their resistance 

to well-known cryptanalytic attacks. This ensures the protocols provide robust confidentiality 

and integrity guarantees against potential adversaries. 

● Key Management Scrutiny: Secure key management practices are paramount for 

maintaining the overall security of the communication channel. This evaluation scrutinizes the 

key management strategies adopted by each protocol. Key aspects include key generation, 

distribution, storage, and revocation mechanisms. The objective is to ensure that these 

protocols minimize the risk of key exposure or unauthorized key usage, preventing device 

impersonation and data breaches. 

● Message Integrity Assessment: Verifying the integrity of transmitted data is critical to 

prevent unauthorized data tampering. This evaluation assesses the message integrity 

mechanisms employed by each protocol. This includes examining the message authentication 

code (MAC) algorithms used and the overall process for generating and verifying MAC tags. 

The aim is to ensure that each protocol provides a robust mechanism for detecting and 

preventing any modifications to data during transmission. 

4.2 Performance Efficiency 

For resource-constrained IoT devices, performance efficiency is a critical consideration. This 

evaluation focuses on measuring the impact of each protocol on the computational resources 

of the devices. Key metrics include: 

● Processing Overhead: This refers to the additional processing time incurred due to the 

cryptographic operations involved in the protocol. The evaluation measures the time required 

for encryption/decryption, message signing/verification, and other protocol-specific 

operations. This helps assess the potential impact on real-time communication and overall 

system responsiveness. 
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● Memory Footprint: The memory resources available on IoT devices are often limited. 

This evaluation measures the memory overhead associated with each protocol. This includes 

the memory required to store cryptographic keys, temporary data structures used during 

cryptographic operations, and any additional protocol-specific data. Protocols with minimal 

memory footprint are better suited for deployment on devices with limited memory resources. 

● Communication Latency: Communication latency refers to the time delay introduced 

during data transmission due to the security operations performed by the protocol. This 

evaluation measures the additional latency incurred by each protocol. Minimizing 

communication latency is crucial for applications requiring real-time communication, such as 

industrial control systems or remote monitoring. 

4.3 Suitability for Use Cases 

The suitability of a security protocol for an IoT application is contingent on several factors. 

This evaluation considers the following aspects when assessing protocol suitability: 

● Sensitivity of Transmitted Data: The level of security required depends on the 

sensitivity of the data being transmitted. Protocols offering robust cryptographic primitives are 

preferred for protecting highly sensitive data, such as user credentials or critical sensor 

readings in healthcare applications. 

● Processing Capabilities of Devices: The computational resources available on the 

devices involved in communication influence protocol selection. Protocols with lower 

processing overhead are better suited for devices with limited processing power. 

● Real-Time Constraints of the Application: For applications with stringent real-time 

communication requirements, protocols with minimal communication latency are preferred. 

This ensures timely data delivery and avoids disruptions in critical operations. 

By meticulously evaluating each protocol across these three dimensions, this research aims to 

provide a comprehensive understanding of their relative strengths and weaknesses. This 

information empowers developers and security professionals to select the optimal protocol for 

their specific IoT use cases, ensuring a balance between security effectiveness, performance 

efficiency, and suitability for the application at hand. 

 

5. Lightweight Security Protocol 1: LSMWP 

The Lightweight Secure Messaging Protocol (LSMWP) stands as a prominent contender in 

the realm of lightweight security protocols tailored for resource-constrained IoT devices. This 

protocol prioritizes efficient cryptographic operations and streamlined key management, 

making it suitable for deployment on devices with limited processing power and memory 

resources[6]. 
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5.1 Cryptographic Primitives 

LSMWP leverages a combination of lightweight cryptographic primitives to achieve secure 

communication. The core components include: 

● Encryption Algorithm: LSMWP employs a lightweight block cipher, such as 

PRESENT or LEA, for data encryption. These ciphers offer a balance between security 

strength and computational efficiency, making them well-suited for resource-constrained 

environments. The specific cipher selection can be tailored based on the desired security level 

and processing capabilities of the devices. 

● Hash Function: LSMWP utilizes a lightweight hash function, such as SHA-3 

Lightweight or Keccak, to ensure data integrity. These hash functions generate a unique 

message digest (fingerprint) of the data, allowing the receiver to verify that the data has not 

been tampered with during transmission. 

5.2 Key Management Strategy 

LSMWP implements a pre-shared key (PSK) based key management scheme. In this approach, 

a shared secret key is established beforehand between communicating devices through a secure 

out-of-band mechanism. This pre-shared key is then employed for both encryption and 

message authentication within the LSMWP protocol. 

To mitigate the risk of key exposure, LSMWP incorporates a key derivation function (KDF). 

The KDF utilizes a one-way function to derive a session key from the pre-shared master key 

and additional contextual information, such as nonces or device identifiers. This session key 

is used for the current communication session, enhancing security by limiting the damage 

caused by a potential key compromise. 

5.3 Message Integrity Mechanisms 

LSMWP employs message authentication codes (MACs) to safeguard message integrity. The 

protocol utilizes a keyed hash function, such as HMAC-SHA-224 or HMAC-LEA, to generate 

a MAC tag. This tag is computed over the message content and the session key, and appended 

to the message before transmission. Upon receiving the message, the recipient recomputes the 

MAC tag using the same keyed hash function and the shared session key. If the computed and 

received MAC tags match, the message integrity is verified, ensuring the data has not been 
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modified during transmission[7]. 

By employing these lightweight cryptographic primitives and a secure key management 

approach, LSMWP offers a balance between security effectiveness and performance 

efficiency, making it a viable option for securing communication in resource-constrained IoT 

deployments. However, it is crucial to acknowledge that the security strength of LSMWP 

hinges on the selection of appropriate cryptographic primitives and the secure establishment 

of pre-shared keys. 

 

6. Lightweight Security Protocol 2: CoAP with DTLS 

The Constrained Application Protocol (CoAP) has emerged as a prominent application-layer 

protocol specifically designed for resource-constrained devices within the IoT domain. CoAP 

offers a lightweight alternative to the more heavyweight Hypertext Transfer Protocol (HTTP) 

commonly used in traditional web communication. This protocol prioritizes efficient message 

exchange and minimizes overhead, making it well-suited for resource-constrained 

environments. However, CoAP inherently lacks built-in security features, necessitating the 

integration of a secure transport layer protocol for robust communication. 

Datagram Transport Layer Security (DTLS) serves as an adaptation of the widely used 

Transport Layer Security (TLS) protocol specifically tailored for constrained environments. 

DTLS offers a lightweight alternative to TLS by employing smaller message sizes, streamlined 

handshakes, and efficient cryptographic operations. This integration of CoAP with DTLS, 

often referred to as CoAP-DTLS, addresses the security limitations of CoAP by providing 

essential security features such as confidentiality, integrity, and authentication. 
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6.1 Security Integration with DTLS 

CoAP-DTLS leverages the security functionalities provided by DTLS to secure 

communication between IoT devices. Here's a breakdown of the key aspects: 

● Cryptographic Primitives: DTLS utilizes a suite of cryptographic primitives for secure 

communication. This typically includes: 

o Cipher Suites: DTLS supports various cipher suites, each offering a combination of a 

symmetric key encryption algorithm (e.g., AES-CCM) and a message authentication code 

(MAC) algorithm (e.g., GCM). The specific cipher suite selection can be tailored based on the 

desired security level and processing capabilities of the devices. 

● Key Management: DTLS employs a Public Key Infrastructure (PKI) based key 

management scheme. This approach relies on digital certificates issued by a trusted Certificate 

Authority (CA) to establish trust between communicating entities. Devices utilize their public 

and private key pairs for encryption, decryption, and digital signatures during the DTLS 

handshake process. 

● Handshake Protocol: The DTLS handshake establishes a secure session between 

communicating devices. This process involves exchanging certificates, verifying identities, 

and negotiating cryptographic parameters such as cipher suites and keys. DTLS utilizes a more 

streamlined handshake compared to TLS, minimizing communication overhead. 

6.2 Message Integrity Mechanisms 

CoAP-DTLS leverages the message authentication capabilities of DTLS to ensure message 

integrity. The chosen cipher suite determines the specific message authentication code (MAC) 

algorithm employed. Typically, algorithms like GCM (Galois/Counter Mode) provide both 

confidentiality and integrity protection. During the DTLS handshake, a set of session keys are 

established, one of which is specifically used for the MAC computation. The sender computes 

a MAC tag over the message content and the session key, and appends it to the message. Upon 

receiving the message, the recipient utilizes the same session key and the MAC algorithm to 

recompute the tag. If the computed and received tags match, the message integrity is verified, 

ensuring the data has not been tampered with during transmission[8]. 

While CoAP-DTLS offers a robust security framework for resource-constrained devices, it is 

important to acknowledge that the security strength relies on the proper implementation of PKI 

and the management of digital certificates. Additionally, the computational overhead 

associated with the DTLS handshake can be a factor for devices with extremely limited 

processing capabilities. 

 

7. Lightweight Security Protocol 3: ECIOT 

Efficient Cryptographic Primitives for Internet of Things (ECIoT) stands as another prominent 

contender in the realm of lightweight security protocols for resource-constrained IoT devices. 

This suite of cryptographic primitives emphasizes a balanced approach, offering robust 

security guarantees while minimizing the computational overhead incurred during 

cryptographic operations. 
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7.1 Lightweight Cryptographic Algorithms 

ECIoT adopts a meticulous approach by employing specifically designed lightweight 

cryptographic algorithms for encryption, decryption, and hashing: 

● Encryption: ECIOT utilizes lightweight block ciphers, such as SKINNY or LEA, for 

data encryption. These ciphers are meticulously crafted to offer a balance between security 

strength and computational efficiency. The selection of the specific cipher can be tailored 

based on the desired security level and processing capabilities of the devices. 

● Decryption: The decryption process within ECIOT naturally employs the same 

lightweight block cipher used for encryption, ensuring efficient key utilization. The 

corresponding decryption key is used to reverse the encryption operation, recovering the 

original plaintext data. 

● Hashing: ECIOT leverages lightweight hash functions, such as SPHINX or JAMBU, 

to ensure data integrity. These hash functions generate a unique message digest (fingerprint) 

of the data, allowing the receiver to verify its authenticity and detect any potential tampering 

during transmission. 

7.2 Key Management Strategy 

ECIoT offers flexibility in key management, catering to different deployment scenarios. It 

supports both pre-shared key (PSK) and identity-based cryptography (IBC) based approaches: 

● Pre-shared Key (PSK): Similar to LSMWP, ECIOT can leverage a PSK-based key 

management scheme. A shared secret key is established beforehand between communicating 

devices through a secure out-of-band mechanism. This key is then employed for both 

encryption and message authentication within the ECIOT protocol. 

● Identity-based Cryptography (IBC): ECIOT also supports IBC, a public-key 

cryptography variant where a user's public key can be derived from its unique identifier. This 

eliminates the need for pre-shared keys and simplifies key management, particularly for large-
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scale deployments with numerous devices. However, IBC introduces additional computational 

overhead compared to PSK due to the complex certificate verification process. 

7.3 Message Integrity Mechanisms 

ECIoT employs message authentication codes (MACs) to safeguard message integrity. The 

specific MAC algorithm selection aligns with the chosen lightweight block cipher. For 

instance, using the SKINNY block cipher might involve the corresponding MAC algorithm, 

SKINNY-MAC. This approach ensures compatibility and leverages the inherent security 

properties of the chosen block cipher. During message transmission, a MAC tag is computed 

over the message content and the session key (established through PSK or IBC), and appended 

to the message. Upon receiving the message, the recipient recomputes the MAC tag using the 

same algorithm and the shared key. If the computed and received MAC tags match, the 

message integrity is verified, ensuring the data has not been tampered with during 

transmission. 

By meticulously selecting lightweight cryptographic algorithms and offering flexible key 

management options, ECIOT strives to strike a balance between security effectiveness and 

performance efficiency, making it a compelling choice for securing communication in diverse 

IoT deployments. However, the security strength of ECIOT hinges on the selection of 

appropriate cryptographic primitives and the secure implementation of the chosen key 

management scheme. 

 

8. Comparative Analysis 

This section presents a comprehensive comparison of the three lightweight security protocols 

– LSMWP, CoAP with DTLS (CoAP-DTLS), and ECIOT – across the three key dimensions: 

security effectiveness, performance efficiency, and suitability for use cases. 

8.1 Security Effectiveness 

Table 1 provides a comparative overview of the security effectiveness aspects of each 

protocol. 

Feature LSMWP CoAP-DTLS ECIOT 

Confidentiality 

Achieved through lightweight 

block ciphers (e.g., PRESENT, 
LEA) 

Achieved through DTLS cipher 
suites (e.g., AES-CCM) 

Achieved through lightweight block 
ciphers (e.g., SKINNY, LEA) 

Integrity 

Achieved through message 

authentication codes (HMAC) 

Achieved through message 

authentication codes (e.g., GCM) 

within DTLS 

Achieved through message 

authentication codes (e.g., SKINNY-

MAC) 

Authentication Relies on pre-shared keys (PSK) 
Relies on Public Key Infrastructure 
(PKI) and digital certificates 

Supports both PSK and Identity-Based 
Cryptography (IBC) 

Key Management 
Vulnerable to key exposure if PSK 
compromised 

Complex PKI management for 
certificate issuance and revocation 

Flexible: PSK for simpler deployments, 

IBC for large-scale scenarios (increased 
overhead) 

 



                             Securing IoT in Resource-Constrained Settings… Harika Palaparthy et al. 296  

   

Nanotechnology Perceptions Vol. 18 No.3 (2022) 

Discussion: 

● LSMWP and ECIOT offer a simpler key management approach (PSK) but are 

susceptible to compromise if the pre-shared key is exposed. 

● CoAP-DTLS leverages PKI for stronger authentication but introduces complexity in 

managing certificates for large-scale deployments. 

● ECIOT provides flexibility with IBC for large-scale deployments but incurs higher 

computational overhead compared to PSK. 

8.2 Performance Efficiency 

Table 2 compares the performance efficiency aspects of the protocols. 

Feature LSMWP CoAP-DTLS ECIOT 

Processing Overhead 

Lower due to lightweight 

primitives and simpler key 

management 

Higher due to DTLS handshake 

and PKI operations 

Moderate; varies depending on chosen 

primitives (lightweight design) 

Memory Footprint 

Lower due to smaller key sizes 

and simpler data structures 

Higher due to certificate storage 

and PKI management overhead 

Moderate; varies depending on chosen 
primitives and key management approach 

(PSK lower than IBC) 

Communication Latency 

Lower due to simpler protocol 

design 

Higher due to DTLS handshake 

overhead 

Moderate; varies depending on message 

size and chosen primitives 

Discussion: 

● LSMWP offers the lowest processing overhead and memory footprint due to its 

lightweight design and PSK-based key management. 

● CoAP-DTLS incurs higher overhead due to the DTLS handshake process and PKI 

operations, making it less suitable for extremely resource-constrained devices. 

● ECIOT offers a balance between security and performance with moderate overhead, 

however, the choice of primitives and key management approach can impact efficiency. 

8.3 Use Case Suitability 

Table 3 highlights the suitability of each protocol for various use cases based on security 

requirements and resource constraints. 

Use Case Security Sensitivity Processing Power 
Real-Time 
Requirements Suitable Protocol(s) 

Industrial sensor data 

collection 

High (confidentiality, 

integrity) Moderate Moderate 

CoAP-DTLS (if PKI 

manageable), ECIOT (with 

PSK) 

Smart home device 

communication Moderate (integrity) Low Low LSMWP, ECIOT (with PSK) 

Wearable health data 
monitoring 

High (confidentiality, 
integrity) Low to moderate Moderate 

CoAP-DTLS (if PKI 

manageable), ECIOT (with 
PSK) 
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Discussion: 

● Use cases with high security requirements (e.g., industrial data collection, health 

monitoring) benefit from protocols offering robust authentication like CoAP-DTLS (if PKI 

management is feasible) or ECIOT (with PSK). 

● For resource-constrained devices with low processing power and real-time 

communication needs (e.g., smart home), LSMWP or ECIOT (with PSK) are better choices 

due to their lower overhead. 

8.4 Summary of Trade-offs 

The comparative analysis reveals a fundamental trade-off between security effectiveness and 

performance efficiency inherent in lightweight security protocols. Protocols like CoAP-DTLS 

offer stronger security through PKI[10] but incur higher overhead. Conversely, LSMWP 

prioritizes efficiency with simpler key management but may be less suitable for applications 

demanding robust authentication. ECIOT provides a balance with flexible key management 

options but the efficiency varies depending on the chosen primitives and approach. 

 

9. Discussion and Future Research Directions 

9.1 Key Findings and Use Case Suitability 

The comparative analysis underscores the significance of selecting an appropriate lightweight 

security protocol based on the specific requirements of an IoT use case. Here's a reiteration of 

the key findings: 

● CoAP-DTLS: This protocol offers robust security through PKI-based authentication 

but incurs higher overhead due to the DTLS handshake and certificate management. It is best 

suited for use cases with stringent security requirements (e.g., industrial control systems, 

healthcare data transmission) where PKI management is feasible, and processing power is 

moderate. 

● LSMWP: This protocol prioritizes efficiency with its lightweight design and PSK-

based key management. However, it relies on pre-shared keys, making it vulnerable if 

compromised. LSMWP is a viable choice for resource-constrained devices with low 

processing power and moderate security demands (e.g., smart home communication, basic 

sensor data collection). 

● ECIoT: This suite offers a balance between security and performance with flexible 

key management options (PSK or IBC). The efficiency depends on the chosen primitives and 

approach. ECIOT caters to a broader range of use cases – from resource-constrained devices 

with PSK (e.g., wearables) to scenarios with moderate processing power that can leverage IBC 

for larger deployments (e.g., smart grid communication). 

9.2 Limitations and Future Research Directions 

This study acknowledges certain limitations that pave the way for future research endeavors: 
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● Limited Scope: The analysis focused on three prominent protocols. Further 

exploration of emerging lightweight protocols and their comparative evaluation would be 

beneficial. 

● Static Use Cases: The use case suitability analysis assumed static scenarios. 

Investigating the impact of dynamic security requirements on protocol selection is an 

interesting direction. 

● Formal Security Analysis: While the analysis discussed cryptographic primitives, a 

formal security analysis of the protocols themselves would provide deeper insights into their 

strengths and potential vulnerabilities. 

9.3 Advancements in Lightweight Cryptography 

The field of lightweight cryptography is constantly evolving, with promising advancements 

on the horizon: 

● Hardware-Accelerated Cryptography: Integration of lightweight cryptographic 

algorithms into hardware can significantly improve performance on resource-constrained 

devices. 

● Homomorphic Encryption: This emerging technique allows computations on 

encrypted data without decryption, potentially enabling secure processing of sensitive 

information on IoT devices. 

● Lightweight Key Management Schemes: Novel key management approaches that 

minimize overhead while ensuring secure key establishment and revocation are crucial for 

large-scale IoT deployments. 

These advancements hold immense potential for enhancing the security posture of the ever-

expanding IoT landscape. By incorporating these innovations into future lightweight security 

protocols, researchers can strive to achieve a more balanced approach, ensuring robust 

communication while minimizing the burden on resource-constrained devices. 

 

10. Conclusion 

The burgeoning realm of the Internet of Things (IoT) presents a paradigm shift in data 

collection, communication, and automation. However, the interconnected nature of these 

devices introduces significant security challenges. Resource-constrained devices within the 

IoT ecosystem often lack the computational power and memory resources to execute 

traditional cryptographic algorithms. Lightweight security protocols emerge as a vital solution, 

offering a balance between robust security and efficient operation on such devices. 

This research has meticulously delved into the realm of lightweight security protocols for IoT 

deployments. The analysis focused on three prominent contenders: Lightweight Secure 

Messaging Protocol (LSMWP), CoAP with Datagram Transport Layer Security (CoAP-

DTLS), and Efficient Cryptographic Primitives for Internet of Things (ECIoT). The evaluation 

encompassed three key dimensions: security effectiveness, performance efficiency, and 

suitability for diverse IoT use cases. 
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The comparative analysis revealed the inherent trade-off between security and performance in 

lightweight protocols. CoAP-DTLS leverages PKI for strong authentication but incurs higher 

overhead due to the DTLS handshake process. Conversely, LSMWP prioritizes efficiency with 

a simpler key management scheme but offers weaker authentication guarantees. ECIOT 

provides a middle ground with flexible key management options (PSK or IBC) and efficiency 

dependent on the chosen primitives. 

The findings underscore the importance of meticulously selecting a lightweight security 

protocol based on the specific requirements of an IoT application. Use cases demanding 

stringent security and moderate processing power (e.g., industrial control systems) might 

benefit from CoAP-DTLS, provided PKI management is feasible. Conversely, resource-

constrained devices with lower security demands (e.g., smart home communication) can 

leverage the efficiency of LSMWP or ECIOT with PSK-based key management. 

This research acknowledges certain limitations that pave the way for future exploration. The 

analysis focused on a select group of protocols, and further investigation into emerging 

lightweight solutions and their comparative evaluation would be beneficial. Additionally, 

incorporating dynamic security requirements into use case suitability analysis presents an 

interesting area for further research. Furthermore, a formal security analysis of the protocols 

themselves would provide deeper insights into their strengths and potential vulnerabilities. 

The future of lightweight cryptography holds immense promise for enhancing the security 

posture of the IoT landscape. Advancements like hardware-accelerated cryptography, 

homomorphic encryption, and novel key management schemes offer exciting possibilities for 

achieving a more balanced approach. By integrating these innovations into future lightweight 

security protocols, researchers can strive to create communication solutions that are both 

robust and efficient, empowering the ever-growing IoT ecosystem to flourish in a secure and 

trustworthy manner. 

In conclusion, this research has presented a comprehensive analysis of lightweight security 

protocols for resource-constrained IoT devices. By highlighting the strengths, weaknesses, and 

use case suitability of prominent protocols, this study empowers developers and security 

professionals to make informed decisions when safeguarding communication within their IoT 

deployments. As the field of lightweight cryptography continues to evolve, the future holds 

the promise of even more secure and efficient communication solutions, paving the way for a 

more secure and interconnected future for the Internet of Things. 
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