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Wireless Sensor Systems (WSNs) are employed for data collection and transmission to the Base
Station (BS). This field designs and analyzes routing issues inside the WSN network. Maintaining
the appropriate energy levels in WSN networks is critical to prevent packet loss or drop, minimize
power consumption, and avoid deterioration in node efficiency, all while reducing packet delivery
delays throughout the networks. To make routing decisions more effective, it is crucial to assess
the power utilization of the nodes and optimize the network's total efficiency using machine
learning algorithms. One of the main difficulties in clustering sensor nodes is balancing loads while
improving the use of Cluster Heads (CH) and members. The research has suggested a hybrid C-
means donkey-smuggler optimizing approach to enhance the routing efficiency of WSNs. The
research has verified the effectiveness of the suggested approach by evaluating its performance
using measures such as packet delivery ratio, network lifespan, energy use, and latency. The
proposed solution surpasses others and produces a very effective network operation.
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1. Introduction

A Wireless Sensor Network (WSN) consists of several sensor nodes and gateway nodes that
gather and share data from the surrounding environment [1][18]. The network consists of
inexpensive, compact sensor nodes that collect data using powerful computational capabilities
and little bandwidth. WSN is used for landslide monitoring, military observation, medical care,
subsurface water tracking, and mining activities [26]. In these applications, the WSN nodes
are placed in the real-time environment to gather data and transmit it to the sink or central
server. WSNs encounter a primary limitation in regularly replacing batteries. The routing
protocol's architecture prioritizes energy efficiency and includes multicast capabilities to
facilitate real-time applications [2][19][20]. Creating an energy-efficient routing system is one
of the least attention-seeking research issues.
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To ensure the efficient operation of the WSN network, it is necessary to solve critical issues
such as coverage difficulties, scalability issues, challenges related to the surroundings, energy
consumption, and localization [24]. Wireless networks use more energy when sending
information than during processing and information reception [3] [2].

Energy consumption rises while data is transferred over greater distances. The central hub that
receives data gathered by SNs is called the Base Station (BS) [4][21]. The central hub is a
high-capacity machine with ample storage and processing capabilities, and it operates without
any power limitations [5]. One of the most intellectually engaging occupations in WSN
involves efficiently transferring data to a BS while conserving energy [28][30]. Distance has
a significant role in energy attenuation during data transmission—long-distance transmission
results in more substantial energy loss. Multi-hop communication in WSN reduces the
transmission length since it facilitates short-range communication [6][23].

Several other multi-hop routing techniques have previously been suggested. The routing
algorithms are classified as data-centric, geographically-based, and grouping or hierarchy-
based systems [7]. This study effectively addresses vulnerability using fuzzy rules to optimize
cluster formation and facilitate group-based routing. Analyzing the practical scenario of the
donkey-smuggler method makes it simpler to prevent traffic congestion and choose the most
efficient network route for quicker routing. The suggested approach should have reduced
energy consumption and provided faster routing with lower time complexity via an improved
hybrid c-means donkey-smuggler method.

2. Related Works

WSNs have gained significant recognition as a promising technology in recent decades.
Scholars have implemented many routing protocols to extend the network's lifespan and
reduce energy consumption. ElI Khediri et al. introduced a k-means method that divides the
data identified by the nodes into distinct groups with participation values of either 0 or 1
[8][25]. This approach enhances the rate at which convergence occurs and improves the
likelihood of obtaining the optimal solution. It exhibits reduced complexity and utilizes the
directed graph inside the networks. This method's primary characteristic is its ability to offer
soft-distributed grouping.

Hussien et al. suggested employing the Crow Search Algorithm (CSA) for the power-
generating system in this study [9]. The CSA method is a meta-heuristic method. The primary
inspiration for this method was derived from the foraging behavior of crows in their quest for
food. The crow is a brilliant bird that observes other birds, conceals their food, and grabs it
while they are away.

Sahoo et al. elucidated network transport design issues using the BAT algorithm in this method
[10][27]. The BAT method is used to adjust the nodes' positions based on the fitness function
produced by the process. The present position's fitness score is equivalent to the value of the
prior location. The area is modified if the current fitness score exceeds the initial fitness value.

The Butterfly Optimization Algorithm (BOA) is implemented to efficiently pick the Cluster
Head (CH) from many nodes [11]. The choice of the CH can be improved by considering the
node centrality, node level, length to the BS, length to nearby nodes, and the nodes' residual
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power. Ant Colony Optimization (ACO) determines the BS and CH path [12]. The ACO
algorithm selects the most efficient route based on node level, residual power, and distance.
By using this optimization methodology, the energy utilization is lowered while
simultaneously reducing packet loss.

This research discusses the Hybrid Multihop Partition-Based Clustering (HMPBC) approach,
which aims to improve the network's lifespan and distribute the network load more evenly
[13][29]. The wireless network region is divided into many areas, and the formation of singular
chain-like structures characterizes each group zone. CH choosing networks during data
propagation time depends on the remaining energy of the nodes.

Keerthika et al. have proposed an improved routing-Gi protocol for a mobile sink in WSNs
[14]. The introduction of routing-Gi has lowered packet loss rate, improved energy efficiency,
and prolonged the lifespan of networks for mobile sinks in relevant conditions. The
communication length is reduced to a minimum.

The research has studied a routing method for WSNSs based on trust, energy-awareness, and
security [15]. The goal of this method is to achieve efficient communication. The novel trust
score computation technique effectively identified hostile participants in WSNSs. Decision tree
methods, including spatiotemporal restrictions, were employed to choose the most efficient
path.

Al Aghbari et al. introduced a routing protocol with optimization techniques [16]. This
protocol involves clustering, where the CH selection is done using an enhanced Artificial Bee
Colony (ABC) algorithm. The authors use parameters such as location, density, and power of
CHs to improve the conventional ABC algorithm.

El Alami et al. suggested an Enhanced Clustering Hierarchy (ECH) method to achieve energy
efficiency in WSNs [17]. The ECH technique facilitates communication between surrounding
and overlapping nodes utilizing alternating sleep and wakefulness periods. The duration of
network operation is prolonged while the amount of duplicated data is reduced.

Although the routing methods mentioned above exist, the energy usage problem must be
solved due to the grouping and routing strategies utilized. This research proposes a solution
by introducing a machine learning-based root node choosing and an integrated searching
algorithm-based routing method. The goal is to improve WSN's energy efficiency.

3. Proposed Secured and Energy-Efficient Routing in WSN
3.1 Donkey—-Smuggler Method

The smuggler determines the donkey's target (optimal solution) and can modify the target or
establish the most efficient route based on the optimal solution. Upon detecting signs of
congestion or overloading, the smuggler establishes two channels to alleviate network traffic.
The general model for the Donkey—Smuggler Method is shown in Figure 1.
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Figure 1. Donkey—Smuggler model

The similarity between two data points inside a single group is expected to be strong, whereas
two points corresponding to separate clusters are expected to be dissimilar. The research
suggests using this hybrid approach to minimize the distance, mitigate packet loss, and
optimize energy consumption.

Step 1: Determine the desired number of clusters and establish the optimal degree of fuzziness
for each cluster.

Step 2: Utilize data to determine the first cluster center.
Step 3: Identify the nth most severe samples from each cluster center.
Step 4: Calculate the average value for every group's most extreme samples.

Step 5: Invert the coordinates of each estimated mean and then determine the nearest data point
to each group's center utilizing different pairwise lengths.

Step 6: Upon completing the iteration, determine the group's center and accompanying data
for every group or modify the distance metric.
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3.2 Routing Method

This study introduces a cluster-based routing method that leverages an improved hybrid c-
means donkey-smuggler method for achieving energy-efficient routing. The process for
calculating the planned steering is as follows:

Stage 1: Utilize sensor hubs' energy levels and coordinates.

Stage 2: Transmit "DATA" wallets to all neighboring hubs from the BS and determine the
distances between the hubs and the BS and between the hubs.

Stage 3: Utilize the hybrid C-means algorithm to calculate the optimal grouping of data points
into c clusters based on their distances.

Stage 4: Employing BS as the controlling system, carry out the CH selection for all groupings
by considering nodes' distances and energy levels.

Stage 5: Perform course disclosure by determining the shortest route from each node to the BS
via the CH.

Stage 6: Transmit information collected from hubs to CHs via the shortest route established in
stage 5, then distribute it based on clustering principles.

Stage 7: Collect data at the BS.

Stage 8: If no less than half of the nodes' energy levels are exhausted, STOP.
Stage 9: Evaluate the significance of the CH pivot.

Stage 10: If the answer is affirmative, go to stage 4. Alternatively, go to step 6.

The sensor hubs collect data and transmit it to the BS periodically. The computation stops
when the energy levels of half of the hubs are drained and have less than 10% of the initial
energy phase.

3.3 Security Model

The study's objective is to monitor the functioning of the network and provide protection
against various types of assaults on the WSN. The proposed method establishes network
groups to preserve efficiency. The proposed method has excellent potential to enhance
mobility management, network flexibility, and power efficiency. The research is inclined to
employ this to construct network groups. The security mechanism is installed at the end of
the BS.

3.4 Security model

The suggested security model or Intrusion Detection System (IDS) has two phases: initial
training using sample sequences and subsequent categorization of hostile nodes. A standard
network is first established with 100 nodes to produce learning samples. The same networking
is utilized for launching assaults and monitoring the network traffic circumstances. A training
database will be built using the specimens of produced traffic patterns. The database will
include the following characteristics that follow:

1. The node ID is an additional learning variable eliminated during training. This attribute is
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employed to establish the node's unique identification.
2. Overall send data bytes: the whole quantity of data sent.
3. Overall forwarded bytes: the aggregate count of bytes sent via the node for routing purposes.

4. Overall route request submerged: the number of route requests or HELLO messages
disseminated within a specified sample period.

5. Round Trip Time: the node's round trip time refers to the time it takes for a packet of data
to go from the source node to the destination node and back again.

6. Packet loss rate: the proportion of lost packets throughout various communication
conditions.

7. Energy level rate of shifts: the difference in battery level over a specific sample period.
8. Buffer length refers to the difference in buffer size during a certain sample period.

9. Class labeling: The label options are standard, Blackhole, wormhole, Selective transmission,
HELLO flood assault Jamming, and Exhaustion assault.

The training database includes six significant features or qualities and seven additional
categories. Therefore, it is necessary to use a multi-class classification based on the literature.
The research has discovered multi-class issues. The BS’s IDS modeling has been created using
these two machine-learning approaches. One significant benefit is that this centralized
approach does not impose any additional burden on the sensor nodes. Figure 2 showcases the
suggested IDS concept designed to enhance WSN security.

Training samples

|

<€—— Data preprocessing

|

Algorithm selection

|

Algorithm training

|

> Classification

Test data

Figure 2. IDS model in WSN

The training sample has six characteristics and a category label. The qualities are quantified
using distinct scales. The research uses a min-max normalization approach to transform the
data into a range of 0 to 1. Before transmitting information for learning, the research chose a
random subset of 30% of the specimens as test information. The dataset is currently being
used to validate the trained system. Once the information has been normalized during the
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preprocessing step, the consumer chooses a classification for the reason for conducting
experiments. The remaining training data are used to train the specified classification. Once
an approach has been taught, it will accurately categorize each specimen given for testing.
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The validation findings obtained during the test information categorization are shown in
Figures 3(a) and 3(b). The studies were conducted using two experimental settings, first using
a predetermined dataset. In this scenario, a set of 1000 samples is employed to train both the
CSA, BAT, BOA, ACO, HMPBC, ABC, and proposed models. The models are trained using
varying numbers of epoch cycles. All methods exhibit an increase in accuracy as the number
of optimizing cycles increases. The proposed method shows superior growth compared to the
other classifiers. The quantity of samples is augmented in each experiment using both
techniques. Both methods in this experiment provided strong performance, but the research

highly suggests using the proposed approach for this prediction issue. Optimizing the learning
variables enhances the accuracy.

4. Simulation Analysis and Outcomes

The objective of this research is to enhance the real-time efficiency of the offered algorithms
to ensure network security in real-time scenarios. A Network Simulator (NS-2.35) has been
established. The system is equipped with random mobility to showcase the mobile sensor
nodes. The simulation region is set at 1000 X 1000 meters. The network has a predetermined

number of nodes, namely 100. A distinct group of malicious nodes is introduced into the
networks.
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Figure 4. Precision analysis of different attacker nodes

The precision of real-time identification is shown in Figure 4. Figure 4 illustrates the
correlation between the number of epoch cycles and the various experiments while keeping
the number of attackers constant at 15 for all kinds. Based on the findings, the detection
efficiency of the proposed method exhibits a significant increase as the number of epoch cycles
increases. The effectiveness of both strategies in terms of attack size has risen consistently,
although it could be better compared to earlier instances. This model offers efficient detection
capabilities and comprehensive information on the suggested IDS system.

The proposed method has robust security measures to counter various forms of assault. This
section analyzes the network performance of the suggested IDS model. Packet Delivery Ratio
(PDR) is analyzed and compared using different methods. This denotes the quantity of data
packets that have been correctly sent. The suggested model's PDR is quantified as a

percentage. Figure 5(a) illustrates the effectiveness of the proposed method. The X-axis of this
line graph represents the frequency of assaults.
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Figure 5(a). Throughput analysis and 5(b). PDR analysis of different attacker nodes

The Y-axis represents the proportion of packets that have been successfully delivered. During
the trials, varying numbers of attacker nodes are inserted into a fixed set of 100 nodes. During
this process, the effectiveness is documented. Based on the experiments, it has been
determined that the efficacy of the proposed model is more effective than the proposed model
when subjected to assault situations. The proposed method can identify and minimize the
effects of assaults.

Figure 5(b) illustrates the efficiency of the network using both techniques, specifically in terms
of throughput. The network settings and the number of nodes stay unchanged from the
previous test. The throughput is a crucial metric for quantifying the efficiency of a network.
The result varies based on the channel capacity. The amount of data sent during a specific
period from the total available is called throughput. The network's throughput is quantified in
kbps. Based on the experimental findings, the effectiveness of the suggested method is deemed
more satisfactory. The proposed methodology is the most superior of the three deployed ways.
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Figure 6(a). Delay analysis and 6(b). Energy consumption analysis of different attacker
nodes
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Figures 6(a) and 6(b) provide information on the end-to-end latency and the network's energy
usage during the assault scenarios. The network and simulation settings remain unchanged
from the prior experimental findings. Figure 6(a) illustrates the end-to-end latency of a
network. The delay refers to the time it takes for a packet to be sent over a network. The delay
is quantified in milliseconds. Based on the findings, the delay of the proposed method at times
registers as 0 due to the absence of packet delivery during an attack. The proposed method
demonstrates efficient performance and a high success rate in delivering packets. The
suggested versions of the proposed method effectively protect the network from various types
of threats. Figure 6(b) illustrates the energy consumption efficiency of the WSN. Energy
consumption refers to the set quantity of energy consumed for various network processes. The
energy consumption of the proposed method procedures is quantified in joules. The real-world
effects of nodes' energy usage have shown that the proposed method is more reliable and
energy-efficient than the earlier accessible proposed method.

5. Conclusion and Discussions

This research proposes a new routing method for effective cluster-based sensor networks. The
program optimizes the group formation approach using a hybrid c-means donkey-smuggler
method. This strategy aims to enhance the network performance by enhancing cluster-based
routing. This approach utilizes an integrated clustering system with the donkey-smugger
method to efficiently guide packages in WSNs. The vitality-exhibiting technique adjusts the
weights, resulting in an extended system lifespan.

The research has taken into account four specific aspects that significantly impact the
durability of the CH: the enduring vitality of the CH, the gap between the CH and the sinking
hub, the gap between the sensing hub and the CH, and the condition of the CH. These factors
are crucial in determining the efficiency and lifespan of the system. The research evaluated
the suggested computation using network simulations, using the components above as an
improved hybrid C-means don-key-smuggler method. The yield calculation of the proposed
method was used to determine the CH for the hub to join as a member. Based on the results
obtained in this study, it has been observed that the suggested approach outperformed the
channel, grouping, and notice methods regarding energy consumption and system lifespan.
This is attributed to the usage of clustering rules derived through learning and the application
of cluster-based routing. A limitation of this approach is the assumption that all hubs are
trustworthy, which is only sometimes feasible.
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