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The Internet of Bio-Nano Things (Io-BNT) arose from the need to develop links between 

biological nanotechnologies, intra-body nanonetworks, and the cyber network to simplify the flow 

of information. Although significant research has focused on improving communication 

effectiveness between nanodevices in systems, it still needs to be solved with Io-BNT safety and 

the gateway connecting the nanonetwork. This paper presents a privacy solution built to function 

on the Physical Cyber Interface (PCI) inside the Io-BNT architecture. The basis of the suggested 

chaotic system is the command signals sent by medical staff to PCI devices inserted in a patient's 

body.  The system utilizes a hidden form of characteristics produced by a Modified Quadratic 

Map (MQM) to improve patient data confidentiality and guarantee accurate medication 

administration. To assess the effectiveness of the proposed system, the research analyzes its 

functionality on the PCI device using a range of efficiency indicators. The outcomes of the 

simulation framework demonstrate that the Io-BNT-based privacy system can improve the 

transportation of therapeutic medications to specific cells while successfully dealing with privacy 

issues.  
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1. Introduction 

Nanotechnology has brought out innovative ideas, techniques, and tools to improve current 

technologies and pave the way for new scientific advancements [1]. Bio-nanotechnology, 

which involves manipulating resources at the molecular and nanoparticle scales, enables the 

creation of tiny biocompatible gadgets that can manipulate bio-materials at the levels of 

systems and organisms [2].  

The current work focuses on applying the Internet of Bio-NanoThings (Io-BNT), a bio-

nanotechnology. The Io-BNT builds upon the Internet of Nanothings (Io-NT) concept by 

including biologically integrated computing nanotechnology devices. The Io-NT and Bio-
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Nano Things (BNT) are innovative ideas that revolutionize communication between 

nanoscale gadgets linked via the Internet. Molecular Communication (MC) has recently 

emerged as the most prominent field within bionanotechnology [12]. MC is an innovative 

technique that utilizes biochemical signals to facilitate the flow of information between 

natural and artificial bio-nano-scale devices within proximity. 

MC has significant applications in nanomedicine, particularly in Tailored Drug Delivery 

Systems (TDDS), which are now being extensively investigated [4]. The main goal of TDDS 

is to transport certain medications accurately to their intended location while avoiding any 

negative impact on other healthy areas of the body. A TDDS technology that utilizes MC 

entails using artificial nano-devices to transmit medication particles [5]. At the same time, 

the drug molecules act as bearers of data [14].  Io-BNT continues to have a security 

vulnerability. Therefore, implementing privacy measures is crucial to protect patient lives, 

ensure precise medication doses, and avoid external assaults on the Io-BNT scenario [9].  

One way to deal with these hazards is to use approaches such as the Modified Quadratic Map 

(MQM), which has been recommended in the literature and used in the present research. 

 

2. Related Works 

The integration of TDDS with the Io-BNT enables the advancement of future medical 

technology, often known as health tech [3]. It applies this model in an advanced medical 

delivery framework to address an essential issue of the Io-BNT [6]. The paper displays the 

design and system of a bio-cyber connection that connects a biochemical signaling-based 

bio-nanonetwork to the traditional electromagnetic-based Internet [12]. 

The research introduces the architectural concept of Io-BNT, which enables the remote 

removal of nanodevices over the Internet as needed. This study aims to provide an empirical 

framework that allows communication between the nanotransmitter and various other 

nanodevices [7]. To achieve the desired efficacy of TDDS at the infected locations, the 

researchers propose a Monte Carlo-based approach for administering the drug therapy to 

many sites. The nanotransmitter and nanoreceiver are introduced into the bloodstream of the 

intended body, and a compartmental concept is used to transport drug molecules to specific 

locations. 

The MC paradigm proposes a model to explore the distinctive features of antibodies and 

their potential for conveying information via molecules [8]. This model addresses some 

problems in pharmacokinetics models. The problem is that some illnesses, such as tumors, 

are highly localized and develop rapidly. However, the current model lacks sufficient 

temporal and geographic precision for effectiveness [13]. 

Most research on the Io-BNT only examines communication effectiveness between 

nanodevices inside a specific BAN. These investigations overlook the chemical reactions 

and features of protein receptors, which might potentially result in adverse effects in normal 

cells [10].  Other investigations prioritizing the efficient delivery of therapeutic drugs to sick 

cells at the intended spot tend to overlook the successful interaction amongst nanodevices 

inside this area.  
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3. Io-BNT for Drug delivery system 

The structure of the suggested system is shown in Fig. 1. The system structure consists of six 

component units: Internet, access points, wireless channels, Ciphered PCI gadget, blood 

vascular channel, and target tissues.  These units, represented as time-varying impulsive 

replies, are inspired by traditional communication networks and function in the following 

manner: Initially, medical staff send encrypted, distinct binary code instructions over the 

Internet. These instructions are intended to perform various functions, including releasing 

drug particulates, synthesizing chemicals, and detecting appropriate drug particles. The 

research suggests using a cryptographic approach to ensure the security of the binary code 

sent by medical personnel until it reaches the encrypted PCI. The objective of this study is to 

model two distinct stages. The initial stage involves the transmission from the wireless link 

to the blood vessel channels via the encrypted PCI gadget. The second stage encompasses 

the communication between the Bio-Nanosensor (BNS) and the medical professionals 

through a blood vessel.  During the later stage, the BNS converts the biological signal 

observed in the blood system into a power signal.  The BNS can detect information elements 

in blood vessels that are produced due to the bioluminescence reaction. 

 

Fig. 1. The suggested system for Io-BNT-based drug delivery system 

3.1 Outside the intra‐body Nano‐networks 

In the first phase, the signal sent from the connection point to the encrypted PCI converts 

into a binary code, which occurs outside the nanonetwork inside the body. The binary code is 

then used in logic gates to identify which stimuli impact the nano-carriers. The composition 

of the liposomes is influenced by two factors, namely temperature and light. Each stimulus is 

encoded as N binary code specimens, and compression is conducted using a customized 

mask for every stimulus code. After this modulation, the signal undergoes extraction of 

features.  An MQM is used to secure this particular function and bolster security, 

safeguarding it from possible assailants. The encrypted binary code is kept inside an 

encrypted PCI device. This dual role saves the patient's life and guarantees accurate dose 

distribution by selecting which medication molecules should be liberated from the 

liposomes.  

3.2 Encrypted scheme 

The convolution kernel method will use a binary code key, thermal or light, and a specific 

filter. The process is based on one-round dispersion; the binary coding and a starting key 
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determine its key. Once obtained, the research integrates the newly encrypted binary code 

into the PCI gadget.  As specified in the subsequent step, the ciphered cyber is associated 

with any binary code. If a physical cybernetic entity detects the same code, it can issue the 

command to release the drug nanoparticles using thermal or light means. No command can 

be executed. This method preserves the patient's life, and the appropriate dose can be 

administered. 

3.3 Inside ciphered pH‐cyber‐interface 

An encrypted PCI is used to carry out the authentication procedure and establish the correct 

therapeutic dosage for discharge.  The encoded PCI directs the BNS to trigger the 

arrangement of liposomes to discharge their material based on the responding binary code 

used. The encoded binary code is merged with the demodulator filtering using the encrypted 

PCI to produce a new digital code.  The liposomes employ computation with a designated 

encrypting key to calculate the appropriate dosage to be delivered using the newly generated 

binary code. The convolution outputs are then juxtaposed with the initial binary code in the 

encrypted PCI utilizing the Hamming length metric. Ensuring the accurate administration of 

the appropriate amount at the exact moment can potentially prolong the patient’s life. 

 

4. Results  

The suggested encryption approach, used in the external part of the nanonetwork inside the 

body, depends on an encoded PCI device receiving commands through medical personnel. 

This technique utilizes both Error Equalization (EE) and the region of convergence curves.  

As a result of this choice, the encrypted PCI gadget either maintains or stops transmitting 

orders to the BNS for dosage instructions.  

 
 

Fig. 2. Drug concentration analysis 

Figure 2 shows the influence of various variables on the drug dosage binding for cancer cells 

in the multi-compartmental approach using the encrypted HCI. The research assesses the 

effectiveness of the suggested multi-compartmental framework with encrypted PCI to 

illustrate the impact of forward cell absorption variables inside the malignant cell. Efficient 

intracellular delivery of chemical compounds necessitates the creation of robust delivery 

systems. A multi-compartmental approach driven by Io-BNT was used to enhance the 

effectiveness of the network in distributing drugs to particular cells efficiently and safely.  
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Fig. 3. Bio-luminescence intensity analysis 

These findings demonstrate how different factors affect the standardized bioluminescence 

volume, which provides molecular data for the ciphered PCI in the opposite direction inside 

the suggested multi-compartmental paradigm.  The primary objective was to enhance the 

assessment criteria previously used. To be efficiently absorbed in the ciphered PCI and raise 

the dosage, the BNS must be capable of releasing a substantial quantity of chemical 

information. The research proposes utilizing many BNS. The suggested strategy allows for 

attaining higher amounts of drug molecules in close contact with afflicted cells, guaranteeing 

swift absorption by the intended cells.  Using a TTDS built around Io-BNT rules, the 

approach can reduce the adverse impacts of near-normal cells. 

 

5. Conclusion 

The Io-BNT framework implements a security system that functions on the HCI framework. 

This suggested technique consists of two essential components. The first phase involves 

producing encrypted features extracted from the signal, which is then convolved with a mask 

and a specialized kernel generated by the chaotic structure.  Implementing an MQM 

approach improves the confidentiality of the encryption key and increases the robustness of 

the encrypted characteristics. The findings indicate that changes in the system design 

variables, both in the forward and backward paths, substantially impact the delivery of drug 

concentrations.  A thorough simulation experiment was conducted to verify the suggested 

method's analytical and numerical findings. The recent results demonstrate that the 

compartmental approach, based on the fundamentals of Io-BNT, can improve the 

transportation of pharmaceutical molecules to specific cells while simultaneously reducing 

adverse reactions and strengthening privacy.  

The ultimate objective is to use state-of-the-art encryption methods to safeguard Io-BNT 

chemical information, especially when secret keys are involved. The research is investigating 

using blockchain-based technologies in biology to strengthen Io-BNT platforms in the 

future.  The research intends to conduct clinical studies to assess the safety and effectiveness 
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of drug delivery systems using Io-BNT. 
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